KommyTtaTtop RS-2408GE-PoE AC v2

PyKOBOﬂ,CTBO no 3KCI1]1yaTaL|,VIVI
v. 1.25



KommyTtaTtop RS-2408GE-PoE AC v2. PykoBoACTBO MO 3KCnnyatauum

OrnasneHune

1 BA3OBAA KOHDUTYPALIUS ...ttt aesesasesssnsssnnnees 5
1.1  YTNPABJIEHVE KOMMYTATOPOM .....coooiiiiiiiiiieieieeeeeeeeeeeeeeeeeeeeeeeeeeeaeaaseaeaaaaaevasasasssssnsnnnnes 5
111 BapUAHTBI YTIP@BIIEHMS ....cciitiiieeiiie ettt ettt ekttt e e et e e e e e n e s 5
1.1.2 CLISMHTEPMIEIC ...ttt ekt e et e et e et e e e st e e e e e s eree s 8
1.2 OCHOBHbBIE HACTPOWMKUN KOMMYTATOPA ...ttt 12
121 OCHOBHBIE HACTPOMKM ...ttt eie ettt ettt e ekttt e et e e et e e et e ek e e e e e e e n e e e 12
1.2.2 YIPABACHME TINEL ...t e et 13
1.2.3 HacTponKa IP-aapECOB KOMMYTATOPE .. .uueeeeeeiiiiirreeeaeaaaiiiteeeee e e s et ee e e e e e e st se e e e e e e s anbneneeeeeeaan 15
1.2.4 HACTPOMKA SNIMP ...t e et e e e e e et e e e e e e e st ea e e e e e e s sanbasraeaeeeaan 16
1.25 OBHOBIIEHME TTO ...ttt ettt et e e et e e ettt e e e nt et e e et e e e e st e e e nnaes 21
2  KOHOUTNYPUPOBAHUE MOPTOB ..........c.ooviiiiiie ettt 30
2.1 KOHOUTYPUPOBAHUE TTOPTOB.... .ottt sirree e e nnnraen e e e 30
2.11 2Ty a1 = TP 30
2.1.2 Cnuncok KoMaHz Ans KOHUTYPUPOBAHUS MOPTOB ...ce.uveeeeaiireeainieeasanieeeeanseeesssnneeesanseeeeannseeessnnees 30
213 TTPUMEPBI KOHAUITYPALIMM FTOPTA ...veeiitteeeiieeeeeitee e ettt e e et e ekt e e e st e e ettt e e b e e e st e e e nnnre e e s nneee s 32
214 YCTpaHeHNE HENCTIPABHOCTEM HA MOPTY ...vveeitriieaiiereaitrteeaatieeesastseeesnseeeaasnreesassneeesssneeeaasbneeenne 33
2.2 PORT ISOLATION. KOHOUTYPALUNA OYHKUMN N3ONTALUNK MNMOPTOB.................... 33
221 BegeHne B (OYHKLMIO NBOTMALMM MOPTOB. ....uviiitreeetitieeaauttteesiteeeaaiteeesssneeessseeeaanneeeesnneeesnineeens 33
222 Cnncok KoMaHA Ans KOHPUIYPALMM N3OTIALMMN MOPTOB ...cuvveieiiireeesiiieeeaineeessiieeeessreeesaneeee s 33
223 TunoBble NpUMepbl MYHKLUM N3OTIALMM MIOPTOB ....vvvieiereeeaiireeeaiteeeesnteeeassneeesasneeessneeeassnneeenae 34
2.3 KOHOUTYPALMA OYHKUM PACMTO3HABAHUA METIIN HATIOPTY .o 34
231 BeegeHne B (OYHKLMIO PACTIOSHABAHMS METIIM ....eeveiitieeeiiiieeeiieee ettt e e sttt e e e e st e e s e e e ns 34
2.3.2 Cnncok KoMaHza Ans KOHPUIYPUPOBaHUS PYHKLIMN pacno3HaBaHus NeTnM Ha NOPTY ................ 35
2.3.3 MpuMepbl YHKLMM PACNO3HABAHUSA METIIN HA MOPTY .oeiiiiiiieiieeeeaeiiiieeeeeeeessibbeeeeaeeesanineneeeeeeaas 36
234 PelueHne npobnem ¢ dyHKUMEN pacno3HABAHUSA METMN HA MOPTY ..eevrervereeiireeeaanieeesseneeesnnneeess 37
24 KOHOUTNYPALMA OYHKLMM UdId ..o 37
2.4.1 O6was MHPOPMALMS O UAId .......eiiiiiiii e e e e e e e aeee s 37
2.4.2 Cnncok kKoMaHa Ans KOHPUIYPUPOBAHUS UAId .......eiiiiiiiieiiiiie e 38
243 TunoBble NpuMepbl KOHDUIYPALMN UAIA .....oooiiiiiiiiiiiiiic e 41
244 YcTtpaHeHne HenonagoK MYHKLMM UAI ........ooiiiiiiiiiiiiiiece et 41
2.5 HACTPOWMKA LN o | 1 T PR 42
25.1 O6wume cBegeHNA 0 PYHKLUMN LLDP ..o 42
25.2 Cnncok koMaHa Ans KOHPUIYPUPOBAHUS LLDP ... 43
25.3 TunoBow npumep KOHPUIYPALMU LLDP ..o 45
254 YcTpaHeHne HencnpaBHOCTEN PYHKUMN LLDP ... 46
2.6 PORT CHANNEL. HACTPOUKA ATPETMPOBAHUA NMOPTOB ..o, 46
2.6.1 ArpernpoBaHune noptoB. O6Lme cBegeHnst 0 Port channel ..., 46
2.6.2 OBLUME CBEAECHUA O LACP ... e e e e e e e e e e e e e e eeaes 47
2.6.3 HacTpomka Port Channel ... 48
26.4 Mpumepbl MCNOMb30BaHNA POrt Channel ..o 49
2.6.5 YcTpaHeHue HencnpaBHOCTEN Port Channel ..o 51
2.7 KOHOUTYPUPOBAHUE MTU ..o 51
2.7.1 O6LLUME CBEAEHMSA 00 IMTU ....oiiiiiiiiiiiiiiiiiieeee ettt eeee et eseseaeseaeaesesesesesesesesesssesesenens 51
2.7.2 KOHDUIYPUPOBAHNME MTU ..ottt 52
2.8 OYHKUNA PORT-SECURITY. BESOMNACHOCTbL NMOPTOB .....cvveeeviviiieeeee e 52
2.8.1 BBEIEBHUE. ...t e e e et e e et et aeeaana 52
2.8.2 HacTpONKa 6E30MACHOCTM MOPTOB ......uvveeeiiereeiiieeesaiteeeeatteeesatbe e e e st et e e aabe e e e s b eeaanbe e e e nnnaneeaneneee s 52
2.8.3 [MprMEPbI HACTPOMKN POMt-SECUIILY ......iiiieiiiie ettt e e e e e e e e e e an 53
2.8.4 YctpareHune HeuncnpaBHocTen PORT SECURITY ... 54
2.9 HACTPOMEKA DDM ... s 54
2.9.1 BBEIEHUE. .....c.eeieieee ettt e et e e et ea it e et e et e ettt aaaas 54
2.9.2 Cnmcok koMaHa KOHPUTYPALIMN DDM ... 56
2.9.3 Mpumepbl TPUMEHEHNS DDIM ... 56
29.4 YceTpaHeHne HeUCrPaBHOCTEN DDIM .......cooiiiiiiiiiicii e 57
2.10 CTATUCTUKA TIO TTOPTAM ..ottt aaaaaaaeaanes 58
3 HACTPOWKA BUPTYAJbHbIX NOKAIbHbIX CETEMX (VLAN) U HACTPOUKA MAC .59
3.1 KoHOUIYPUPOBAHUE VLAN ..ottt e e e e 59
3.11 HauanbHbIe CBEAEHMA O VLAN ... .ot e e e e e e e e e e st e e s et e e s et e e snaaans 59
3.1.2 KOHDUIYPUPOBAHME VLAN ..., 60
3.1.3 Mpumep TMANYHOTO NPUMEHEHUS VLAN ..., 62
3.1.4 MpymMep TMNMYHOTO NpUMeHeHUs TMOPUAHbIX (Hybrid) MOPTOB ......ccvvviviieceeceeee e 64

3.2 KoHdurypupoBaHmne TYHHENS DOtTQ ....ooiiiiiiiiiiiiiecee e 65



KommyTtaTtop RS-2408GE-PoE AC v2. PykoBoACTBO MO 3KCnnyatauum

321 O6Lwme cBefeHNSA O TYHHEMAX DOtTQ . couiiiiiiiii e 65
3.2.2 KoHUryprpoBaHMe TYHHEMSA DOtTQ ....viiiiiiiiie e 66
3.23 Mpumep TUNNYHOTO NPUMEHEHNS TYHHENSA DOt1Q oo 67
3.24 YcTpaHeHne HencrnpaBHOCTEN TYHHENSA DOt ... i 67
3.3 HacTpomka VLAN-ranSIation...........uueriieiiiiiiiiie e s e e e e e s en e e e e e s e ennes 68
3.3.1 O6wume ceeHNs 0 TPAHCTSALMMN VLAN OB ....ccociiiiiiiiiiiiee et 68
3.3.2 KoHduryprpoBaHne TPaHCIIALMM VLANG......ccoiiiiiiiiiie ittt 68
3.3.3 TunoBoe npuMeHeHNE TPAHCTISILMMN VLANOB .......ociiiiiiiiiiiee ettt e e 68
3.34 YctpaHeHue HencnpaBHOCTEN TPAHCIIALUMN VLANOB .......cciiiiiiiiiiiic e 69
3.4 KoHdurypauua Multi-to-One VLAN-ransIation ...........cceeeevieioiiiiiiiiinee e 69
34.1 BeeaeHune B Multi-to-One VLAN-TPAHCIIALMED .......uueiieeeiiiiiiiieeeaaaeaiiiieeeeaeaaaenteeeeeaaeeesennneeeeaeeeaas 69
3.4.2 HacTponka nepegaum MUlti-to-ONe VLAN.......cooiiiiiii et 69
3.4.3 Mpumep TMNUYHOrO NpUMeHeHns TpaHenAUMN Multi-to-One VLAN ..o 70
3.4.4 YcTtpaHeHue HencnipaBHocTen Multi-to-One VLAN-TPAHCIAALMM .......covreeeariiie e 71
35 HACTPOWMKA TABJINLDBI MAC-ALPECOB ... .. 71
35.1 Obwume cBefeHNSA 0 TABMNLE MAC-AOPECOB .....cceiiuiiiiiieaeeaaiiieeieeae e e ettt eaaaaeaaeneaereaeeaeaaaneseeeeas 71
3.5.2 KoHduryprpoBaHmne Tabmmubl MAC-GOPECOB ... ....cciuiiieiieieeaiiieee ettt e e eieee e teeee e eessaeeeeasnaeee s 73
3.5.3 [MpUMEPDBI TUMNUHOM KOHMUTYPALIMM «...eeeieeiee ettt e ettt e ettt e e e e et e e e e e s eniaeneeeeeeaan 75
354 YcTpaHeHWe HencrnpaBHOCTEN, CBA3aHHbIX C TabnMUen MAC-aOpECOB. ..........ccccveviiuvrereeeeeaeinns 76
3.55 HononHutenbHble yHKUMM TNl MAC-OPECOB ... ..cuiiiiiieeaiiieeeiieeeeaiiee e aniee e e eeeea e eeeee s 76
3.6 OMHAMUMUECKUI VLAN ...t e e e e e et e e e e e e earaaas 78
3.6.1 O6Lwme cBefeHNs O ANHAMUYECKOM VLAN .....oooiiiiiiiieieieieeeeeeeeeeeeeeee e aaesaaaaesanens 78
3.6.2 KoHdumrypaumsa AMHAMUHECKNX VLAN ....cooiiiiiiiiiiie ittt 78
4 QoS UNMEPEHAMPABJIEHUE MOTOKOB ...............ooooii 80
4.1 HACTPOMKA QOS......ooeeeeeeee ettt ettt ee e en e es 80
4.1.1 OOBLLUME CBEAEHMSA O QOS ....ooiiiiiiiiiiiiieiee ettt ettt e et ae et et e aesesesesesesesesesasaaesesesssesesssesesssesesanens 80
4.1.2 KOHDUIYPUPOBAHNE QUOS ... ..ottt ettt e s 85
4.1.3 TTPUMED QIOS ...tttk ekt e et e e e bt e et s 89
41.4 YcTpaHeHne HeNCPaBHOCTEM QUOS ..........oiiiiiiiiiiiii ettt 91
5 MAPLUPYTUSALUA U ARP, ND ... 92
5.1 KOHOUTYPUPOBAHUE <DyHKLI,I/II7I 3-TO YPOBHA ...t 92
51.1 VIHTEPMEINC 3-TO YPOBHS ..ccutiiieiaiiiee ettt ettt etttk e e e e e ettt e et e e e as 92
51.2 HaCTPOMKa MPOTOKOMA IP ..ttt 92
5.1.3 AARP 95
5.2 HACTPOUKA oYHKUWW MPEOOTBPALWLEHNA ARP-CKAHUPOBAHUA .................... 95
521 BBeaeHue B pyHKLMIO NpefoTBpaLleHnst ARP-CKAHUPOBAHUS .........uvvvvieeeeaiiiiiiieeee e 95
5.3 KOHOUTYPAUKUA SALLNTBLI OT NMOOMEHbBI ARP (ARP Spoofing) ......ccoceeeeeeeieeeieinn, 96
5.3.1 (O o] o IO PSP P PPRR RS PPPPPP 96
5.3.2 KoHdpurypaums npegotepaeHms NOAMEHbBI ARP ... 96
5.3.3 ﬂpMMepul'lpe,D,OTBpaLlJ,EHVIFI NOAMEHBI ARP, ND ...oveiiee e 97
54 HACTPOMKA DYNAMIC ARP INSPECTION (DAI) ..cccoiiiiiiiiiiieeeieeeee e 98
54.1 BBeaeHNE B ARP INSPECTION. .. ..ot e e e e e e e e e e e e e e enaaan s 98
54.2 HacTporka Dynamic ARP INSPECHION ......coiiiiiiiiiiie it 98
6 KOHOUINYPALIMA DHCP.........oouiiiiiiiiiii s 100
6.1 KOHOUTNYPALMA DHCP ... s 100
6.1.1 BBEOEGHUME DHOCP . ... et e e e e e et e e et eeaaa e e e eaaas 100
6.1.2 KOHUIYPaLMA DHCP-CEPBEPA ......cciiiviiieiiiiieiii ettt 101
6.1.3 Mpumepbl KOHPUTYPALIMN DHCP ..ot 103
6.1.4 Monck HEMCNPABHOCTEM DHOCP .......coiiiiiiiiiiii e 104
6.2 KOHOUTYPALMA OTTLUMU 82 DHCP ...ttt 104
6.2.1 BeegeHne B onuUmMo 82 DHCP ... 104
6.2.2 KoHpurypupoBaHme ONUUM 82 DHOCP ........ooiiiiiiiiiece e 106
6.2.3 Mpumepbl npuMeHeHnst onumn 82 DHCP ... 108
6.2.4 Mownck HemcnpasHocTe onuUMK 82 DHCP ... 109
6.3 KOHOUTYPALIMA DHCP SNOOPING .....uuiiii s 109
6.3.1 BBeaeHNE B DHCP SNOOPING. ... cctiiiiiiiiiiiiiee ettt e e e e e e e 109
6.3.2 MocnepoBatenbHOCTL KOHAPUTYpauum DHCP SNOOPING .....uvviiiiiiiiiiiiieeieeeiiiiiieee e 110
6.3.3 Tunosoe NpYMeHEHNE DHCP SNOOPING ....vviiiiiiiiiiiiiieiiieee et 115
6.3.4 YctpaHeHue HencnpaBHOCTEN DHCP SNOOPING ......vvviiiiiiiiiiiieeiiiic e 115
T BEBOMACHOCTD ...ttt e ettt ettt e e ettt e e e e et et e e e e e st e et e e e e e s annrn e 116
200 T 1 O 3 F 116
7.1.1 O6LME CBEAEHUA O TACACSH ...t e e e e e e 116

7.1.2 KOHMUIYPALMS TACACST ...ttt e e e e e e e e e e st e e e e e e s esabaaeaaeeeaan 116



KommyTtaTtop RS-2408GE-PoE AC v2. PykoBoACTBO MO 3KCnnyatauum

7.1.3 Mpumep TUNNYHON KOHPUTYPALMM TACACST ..ot 117
7.1.4 YctpaHeHue npobnem npu KOHPUTYPALMN TACACST .....ooiiiiiiiiiiiie et 117
7.2 RADIUS .t e et e e e et e e e e e et e e e e et aaaaaaaraaa, 118
7.2.1 O6LLmE CBEAEHUSA O RADIUS ..ottt a e e e et e e e aeeeaeeeseaeseanseseannees 118
7.2.2 KOHDUIYPALIMA RADIUS ...ttt et e et e et 119
7.2.3 MpuMepbl TUNOBON HACTPOMKA RADIUS ...t 121
7.2.4 YcTtpaHeHue npobrnem npu KOHUrypaumm RADIUS ... 122
7.3  PPPOE INtermMediate AQENL.......uuuiiiieeeiiiiiiiie et e e s st e e s st a e e e e s et e e e e e e s e annnrneeees 122
7.3.1 O6wme ceegeHnsa o PPPOE Intermediate AQeNnt..........c.ceeiiiiiiiiiiiieiieiecee e 122
7.3.2 KoHdpurypaumst PPPOE Intermediate Agent ...........oooiiiiiiiiiiiei e 123
7.3.3 Mpumep koHpurypauun PPPOE Intermediate Agent ..o 125
8 3EPKAJIUPOBAHUE TPADUKA ... 126
8.1  3epkanupoBaHue TPAMUKA (SPAN) ...occoii i e e e e e e 126
8.1.1 O0wWwune cBefeHNS 0 3EPKANTUPOBAHMM TPAMIMKA ....uvvvvreeeeeeiiiiiiieeeeeeseiisareeeeeesesaasreeeeessenassreeeas 126
8.1.2 KOHDUITYPALIMA SPAN ...t e e e e 126
8.1.3 Mpumep KOHPUIYPALIMM SPAN ..ottt 127
8.1.4 PelueHne npobnem npu 3epKanmpOBaHNUN TPAMIMKE ......ccuvvrerurrreaiiieeeaiieeessineeeasnreeesieee e 127
9 KOHMUIYPALMA NTP ... e e e e e s e e e e e e e e e nnnes 128
9.1 N I PSP 128
9.1.1 OBLUME CBEAEHDBS O NTP....oiiiiiiiiiiiiiiiiieieieiee ettt e e e e e eseaeseseseeesesesesesesesssesesssessnenees 128
9.1.2 KOHDUITYPALIMA NTP ...ttt et 128
9.1.3 [MprMepP KOHDUIYPALIMU INTP ..ot e e e 129
9.1.4 YcTpaHeHue HepaboTocnoCOBHOCTU PYHKLMM NTP L..oooiiiiiiiiiiiiiiiee e 129
S 1 L LYo =T 0 Y 130
9.2.1 OOBLMNE CBEAEHNS O JIETHEM BPEMEHWM .....vvvveieeeeeeiiitieeeeee e e e ettt e e e e e e s ettt e e e e e e s eesaaaaeeeeeeseaansaeeeas 130
9.2.2 KOHMUIYPALMS FIETHETO BPEMEHWM .......ietieiieee ettt e e e e ettt e e e e e ettt e e e e e ettt e e e e e s anbbeneeaeeeaas 130
9.2.3 [MpuMep KOHDUrypaLMn PYHKLUNN NIETHETO BPEMEHM ........uuieieeeeeaiiiiiieeeaee e aiiiieeeaeeesanineneeeeeeaas 130
9.2.4 YcTpaHeHne HepaboTOCNOCOBHOCTU DYHKLMM MTETHETO BPEMEHM ...cvvveieeiiieeeaiiiieeeiieeae e 130
10 HACTPOWMKA POE ... ettt ettt 131
10.1 MpropnTE3aLNA MOPTOB POE ... ..oiiiiiiiiiii it 131
10.2 [TOBBILLEHHBIM MYCKOBOM TOK .....utttiteeeeeiaaiiiteeeeeaeeeaaitibeeee e e e s e asibsbeeeaeeesaaannbaneeaeeeeaaannne 131
11 OBLUAA UHDOOPMALIUA ... 132
11.1 3aMEYAHUSA N NMPELTIOMKEHUS ...eeeveveeeeiieeeeeeeeeeeeeeeeeeeeeeeesseseesessssessssssssssssssssssssssssssnennnnnes 132

11.2 TEXHNYECKAS MOALEPIKK ..vvvvvvvvvvvrerveaesesesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnnnnnnes 132



KommyTtaTtop RS-2408GE-PoE AC v2. PykoBoAcTBO MO aKcnnyaTaumm

1 BA3OBAA KOHOUT'YPALUA

1.1 YNPABNEHUE KOMMYTATOPOM

1.1.1 BapwuaHTbl YnpaBneHus

[na ynpaBneHus Heob6xoaMMo HacTpouTb kommyTaTop. KommyTtaTop obecneumsaet aAsa
BapvaHTa ynpasneHus: BHenonocHoe (out-of-band) unu sHytpmunonocHoe (in-band).

1.1.1.1  Out-Of-Band Management. BHenonocHoe ynpasneHue.

BHenonocHoe ynpasneHue — 370 ynpasrieHne Yyepes KOHCONbHbIN MHTepderic. BHenonocHoe
yrnpaBrieHne B OCHOBHOM UCMONb3yeTCca AN HavarbHOro KOHurypnposaHa komMmytaTopa
nmbo, Korga BHYTPUMONOCHOE ynpaBfeHne HeaocTynHo. Hanpumep, nonb3oBaTtens MOXeT
Yyepes KOHCONbHbLIV NOPT NPUCBOUTL KOMMYTaTopy IP-agpec ansa goctyna no Telnet.

Mpoueaypa ynpaeneHnst KOMMYTaTOPOM Yepe3 KOHCOSbHbIN MHTEePdEeNC, onmcaHa HKe:

War 1: MNogkntounTe NeEpCOHanNbHbIN KOMMBIOTEP K KOHCONBbHOMY (CEPUNHOMY) MOPTY

KoMMmyTaTopa

MNopknioveHne Yyepes
KOHCONbHbLIN Kabenb

PucyHok 1.1 — MNogkntodeHune MK kK KOHCONbHOMY MOPTY KOMMYTaTopa

Kak nokasaHo Bbliwwe, cepuitHbii NopT (RS-232) nogkmoYeH K KOMMYTaTopy Yepes CepUnHbIN
kabenb. B Tabnuue Huxe yka3aHbl BCe YCTPONCTBA, UCMOMb3YOLWNECH B MOAKIIOYEHNN.

HasBaHue OnwucaHue
yCTpOMnCTBa
lMepcoHanbHbIM MmeeT cyHKUMOHanNbHY knasuaTtypy u nopt RS-232, ¢ ycTaHOBNEHHbIM

komnbtoTep (PC)  amynaTopom TepMuHana, Takum kak HyperTerminal unm cTOpoHHo0
nporpammy amynsauuu Tepmunana (Putty, Minicom wnu gp.)

KommyTtaTtop TpebyeTcsa paboTaroLmii KOHCOSbHBIA NOPT.

Kabenb cepunHoro OpfuH KOHEL, NOAKI0YaeTCs K cepunHomy nopTy RS-232, a gpyrom K
nopra nopTy KoHconu. MNpuoTcyTcTBumM cepuinHoro nopta RS-232 Ha MK
ponycrtaetca mucnons3oBaHne USB — RS-232 apanTepa

Lar 2: BknoyeHne U HacTpoMKa aMynAaTopa TepMuHana
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3anyctuTb nporpammy amynsaumm TepmmHana (Putty, Minicom, HyperTerminal) n npoussectu
cnefyroLine HacTpoviKK:

1. BeblbpaTtb cooTBeTCTBYIOLMI Serial nopT koMnbloTepa.

2. YcTaHOBWUTb CKOPOCTb nepefayn gaHHbix 115200.

3. BapgaTb popmaT gaHHbIX: 8 OUT AaHHbIX, 1 CTONOBLIN 6UT, 6€3 KOHTPOMS YETHOCTH.
4

OTKNIOYUNTL annapaTtHoe un nporpamMmmMmHoe ynpasJieH/E NMOTOKOM AaHHbIX.

Bkntounte koMmMyTaTop, NOCIIE YEro B OKHE 3MyNsiTopa TepMUHana AOMMKHO NOsSIBUTHLCS
criegytoLlee coobLLEHNE — 3TO PEXMM KOHpUrypaLmm ans KommyTaTopa.

' Login:
Tenepb MOXHO BBOAWTL KOMaHbI yNPaBMNeHNs KOMMYTaTOpoM. [leTanbHoe onmncaH1e KoMaHz
NpuBEAEHO B NOCMeayIoLLIMX IMaBax.

Nms nonb3oBaTens u naporb, YyCTaHOBMEHHbIE MO-YMOMYaHUio, yKasaHbl Ha 3TUKETKE
KOMMyTaTopa.

1.1.1.2 In-band Management. BHyTprnonocHoe ynpasneHue.

In-band ynpaBneHne oTHOCUTCA K yaanéHHOMY yrnpaBneHuo NocpeacTBOM AOCTyna K
KOMMYTaTOpPy C MCNONb30BaHMEM TakuxX NpoTokonoB kak Telnet, SSH, HTTP, a Takke SNMP. B
cnydvasix, korga In-band ynpasneHue ns-3a nsmMeHeHui, caenaHHbIX B KOHUrypauum
KoMMyTaTopa, pabotaeT co cbosimu, Ana ynpaBneHus n KOHPUrypnupoBaHusa kKommyTaTopa
MOXHO mcnonb3oBaTb Out-band ynpaenexue (Console/Management port).

1.1.1.2.1 YnpasneHue no Telnet
Ons ynpasneHns kommyTaTtopom no Telnet, 4OMKHbI BbINOMAHATLCS Criegylolme YCroBus:
1. KommyTtaTtop AoMmKeH umeTb CKOHUrypmpoBaHHbin IPv4/IPv6-agpec.

2. IP-agpec xocta (Telnet-knneHT) 1 VLAN-uHTEephenc kommytatopa, AOSDKHbI UIMETb
IPv4/IPv6-agpeca B 0OHOM CEerMmeHTe ceTu.

3. Ecnv BTOpOM NYHKT He MOXeT ObITb BbINOMHEH, Telnet-knMeHT AomkeH ObITb
nogkntoyeH K IPv4/IPv6-agpecy kommyTaTtopa ¢ ApYrnx YCTPOMCTB, TaKMUX Kak
MapLupyTusaTop.

KommyTaTop TpeTbero ypoBHs MOXET OblTb HACTPOEH C Heckonbkumu IPv4/IPv6-agpecamuy,
METOo[, HAaCTPOMKM OnucaH B NOCBSALLEHHOW 3TOMY rfaBe.

Cnegylowun npuMmep npegnonaraeT COCTOAHWE KOMMYyTaTopa nocne NocTaBkun C 3aBOACKUMU
HacTpowkamu, rae npucytcTeyeT Tonbko VLANI.

Mocnepytowme warn onucbiBaloT nogknodeHme Telnet-knueHTa Kk MHTepderncy VLANL
KommyTaTtopa nocpeacrtesom Telnet (npumep agpeca IPv4):

1/0/1

MNoakntoyeHue Yyepes
«naTty-Kopa»
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PucyHok 1.2 — YnpaBneHue kommyTaTopom no Telnet

War 1: HacTpowika IP-agpecoB ans koMmmyTtaTopa u 3anyck doyHkuum Telnet Server Ha
KOMMyTaTope.

e [lepBbiM genom naet HacTponka IP-agpeca xocta. OH JOImKeH ObITb B TOM e
cermeHTe cetu, 4Yto u IP-agpec VLAN1 nHtepdenca kommyTtatopa. [Mpeanonoxmm, 4to
IP-agpec nHtepdenca VLANL kommyTtaTopa 192.168.17.7/24. Torpa IP-agpec xocta
MoxeT BbiTb 192.168.17.252/24. C nomoLpblo koMmaHAabl «ping 192.168.17.7» MOXHO
NpoBepUTb, AOCTYNEH KOMMYTaTOP UMW HET.

e KomaHabl HacTponku IP-agpeca ans uHTepdperica VLAN1 ykasaHbl Huxe. [Nepen
Hayanowm In-band ynpaenenus, IP-agpec kommyTaTopa JOSKEH ObITb HACTPOEH
nocpencteom Out-band ynpasnenus (Hanpumep, 4Yepes nopt Console). KomaHabl
KOHdurypmpoBaHus criegyowme (Janee cuntaeTcsd, 4TO BCe NpUrnaLlleHns pexuma
KOHUrypmMpoBaH1Ua KOMMyTaTopa HauMHalTCS CO CroBa «rotek», ecnu otaensHO He
yKa3aHO WHOro):

rotek>enable rotek#config

rotek(config)#interface vlan 1

rotek(Config-if-Vlan1)#ip address 192.168.1.2 255.255.255.0
rotek(Config-if-Vlan1)#no shutdown

Ons aktmBaummn pyHkuum Telnet-cepsepa nonb3oBaTenb AOMMKEH BKNIOYUTE €€ B pexnve
rnobanbHOro KOHPUrypMpoBaHusi, Kak NoKa3aHo HUXE:

rotek>enable rotek#config
rotek(config)# telnet-server enable

LWar 2: 3anyck nporpammebl Telnet Client

Heobxoammo 3anyctutb nporpammy Telnet-knveHT B Windows ¢ ykazaHuem agpeca xocTa.

Run @@

- Type the name of a program, folder, document, or
: Internet resource, and Windows will open it for you.

Open: | telnet 10.1.128.251] |

OK [ Cancel J[ Browse...

PucyHok 1.3 — 3anyck nporpammbl Telnet-knueHT B Windows.

War 3: Monyuntb 4OCTYN K KOMMYTaTopYy.

[nga Toro 4to Obl NONYyYNTH JOCTYN K KOH(Urypaumm Yepes nHtepderic Telnet Heobxoanmo
BBECTW JOCTOBEpPHbIV NoruH (login) n napons (password). B npotnBHOM cnyvae B goctyne
OyaeT oTkazaHo. OTOT MeToA nomoraeT u3bexaTb HeaBTOPU30BAHHOTO NMOMNyYeHNs 4ocTyna.
Kak pesynbTart, korga Telnet BkroYeH 4ns HACTPOVIKU U ypaBieHUss KoMmyTaTopa, Umsi
nonb3oBartens (username) n naponb (password) Ans aBTopu3oBaHHbIX NOfb3oBaTENEN
OOJMKHbBI ObITb HACTPOEHDI CriefyoLL e KOMaHOoN:



KommyTtaTtop RS-2408GE-PoE AC v2. PykoBoAcTBO MO aKcnnyaTaumm

«username <username> privilege <privilege> [password (0|7) <password>]».
[nsa nokanbHoOM ayTeHTUMKALNN MOXHO NCMNONb30BaTh CNEAYIOLLYI0 KOMaHAy:

authentifcation line vty login local.
[na goctyna B NpUBUNErMPOBaHHbINA PEXUM HEOBXOAMMO M 3afaH YPOBEHb NpuBunernin 15.

[onycTvm, aBTopu3oBaHHbI Nonb3oBaTenb UMEeT UMS «test» 1 naponb «test», Torna
npoueaypa 3agaHus UMeHU 1 napons ans goctyna no Telnet:

rotek>enable rotek#config

rotek(config)#username test privilege 15 password 0 test

rotek(config)#authentication line vty login local
lMocne BBoga umeHu n napons Ans uHTepderica koHurypuposaHusa Telnet, nonb3oBaTens
CMOXeT Bbl3BaTb KOMaHAHbIN UHTepdenc CLI HacTponku kommyTaTtopa. KomaHabl,
ucnosnb3yemble B KOMaHOHOM UHTepdelice Telnet CLI, koTopble CTaHOBATCA AOCTYMNHbI Nocne
BBOAa MMEHMU M Naponsa — Te e caMble, YTO U B KOHCOMNbHOM MHTepderice.

P 192.168.0.1 - PuTTY - O X

PucyHok 1.4 — Hactponka Telnet-nHtepdenca

1.1.1.2.2 YnpasneHne KOMMyTaToOpoM Yepe3 ceTeBoe ynpasneHne SNMP
Heobxogumbie TpeboBaHus:

1. KommyTtaTtop AOMmKeH umeTb CKOHUrypmpoBaHHbin IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knueHT) u VLAN-uHTepdenc kommyTaTopa, AOMKHbI UMEeTb
IPv4/IPv6-agpeca B O4HOM CErMeHTE CeTu.

3. Ecnu BTOpOW NYHKT HE MOXET ObITb BbINONHEH, HTTP-KNueHT gomkeH bbiTb
nogkntoyeH K IPv4/IPv6-agpecy kommyTatopa ¢ Apyrnx YyCTPOMCTB, TaKNX Kak poyTep.

XocT ¢ nporpammHbIM 06ecneveHrneM SNMP gns ynpaeneHus ceTbio JOMKEH YMETb NMUHIOBaTb
IP-agpec koMmmyTaTopa Tak, Ytobbl Npu paboTe nporpamMmmHoro obecneyeHnss SNMP, oHO 6bIno
AOCTYMHO ANS OCyLeCTBNEHUS onepauun YTeHms/3anncu Ha Hem. NogpoBHOCTN O TOM, Kak
ynpaenaTe KOMMyTaTtopamu Yyepe3 SNMP, He ByayT paccMOTpeHbl B 3TOM PYKOBOACTBE, UX
MOXHO HanTu B «Snmp network management software user manual» (MHCTpyKuusa no
ceTeBomy ynpasrnieHnio SNMP).

1.1.2 CLI-nHTepdemnc

KommyTatop obecneunBaeT Tpu HTepderica ynpasneHus ans none3osatens: CLI (Command
Line Interface) nHtepderic, web-uHtepdeiic, ceTeBoe ynpasrneHme nporpaMmmMHbIM
obecneyeHvem SNMP. Mbl nosHakomum Bac ¢ CLI (KoHconbio), web-uHtepdencom n mx
KoHdurypauusamum B getansax, SNMP noka He 6ygeT paccmatpuBatbed. CLI-uHTepdeinc 3Hakom
6onbLlMHCTBY Nonb3oBaTtenen. Kak ynomsaHyTO Bbille, Npy ynpaBneHuy no He3aBUCUMbIM
KaHanam cBs3n n Telnet-ynpaeneHve KOMMYTaToOpOM OCYLLECTBNSETCS Yepes uHTepdenc
komaHaHowm ctpokm (CLI).

CLI-nHTepdeic nogaepxusaet obonoyky Shell, koTopasi cocTont U3 Habopa komaHz
KOHdpurypauumn. 3Tn komaHabl OTHOCATCH K pasHbIM KaTeropusiMm B COOTBETCTBUN C KX
YHKLMAMN B KOHUrypauum kommyTtaTopa. Kaxaas kateropms npeacraBnseT CBOW, OTNMYHbIN
OT BCEX, PEXUM KOHpUrypauuu.

BosmoxxHocTn Shell gnst KOMMYyTaTOpOB ONMUCaHbI HUXE:!
®  pPEXUM HaCTPOWKY;
e HacTpouKka CUHTaKcuca;

e rnoaaepxka codeTaHusl Knasull;
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e CrpaBka;
e MpoBEpKa KOPPEKTHOCTN BBOAA;

e nopaepxka A3blk HeyeTkomn noruku (Fuzzy math).

1.1.2.1 Pexnmbl HACTPONKK

User Mode
Admin Mode
Global Mode
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PucyHok 1.5 — Pexxumel HacTporiku Shell

1.1.2.1.1 Pexum nonb3oBaTens

Mpu BXOoAEe B KOMaHAHYI CTPOKY B NepBYy0 ovepeib NoMnb3oBaTeNb OKa3blBaeTCH B pexume
nonb3oBaTtens. Ecnu oH BxoauTt B kavyecTBe 0ObIMHOMO MNONb30BaTessl, KOTOPbIA CTOUT MO
YMOMYaHuio, Toraa B CTpoke oTobpaxaeTtcs «rotek>», roe CUMBOI «>» SIBNSAETCA 3anpocom Ans
pexuma nonb3oBaTtens. Korga komaHga Bbixoda 3anyckaeTcs nod pexuMomMm agMuHucTparopa,
OHa OyaeT Takke BO3BpaLLeHa B PEXMM MOMb3oBaTens.

B pexvme nonb3oBartens, 6€3 4ONONHUTENBHBIX HACTPOEK, NOMb30BaTEN0 AOCTYMHbI TONBKO
3anpochbl, HaNpuMep, BpeMsi v nHcopmaums 0 Bepcum KoMMyTaTopa.

1.1.2.1.2 Pexum agMmuHucTpartopa

[nsi Toro 4To6bI MONacTb B peXxum AgMnHMcTpaTopa (NMpUBUNErMPOBaHHEIN) CyLLecTByeT
HECKOJTbKO CNOCOOO0B: BXOZ, C MCMOSMb30BaHNEM B Ka4eCcTBe MMEHU nonb3oBaTtens «Adminy;
BBOA koMaHAbl «enable» n3 HenpuemMnerMposBaHHoro (MonbL30BaTENbLCKOro) MHTepderca, npu
3TOM Heobxoammo GyaeT BBECTU Naposib agMUHUCTpaTopa (ecnu ycTtaHoBreH). Mpu paboTe B
pexvMe agMUHUCTpaTopa NpurnaweHne KOMaHaHOW CTPOKU KoMMyTaTopa GyaeT BuIrnsaaeTb
Kak «rotek#». KommyTtaTop Takke noagepxmpaeT koMOMHaumto knaesuw «Ctrl + Z», yto
NMo3BoNsieT MPOCTbIM CNOCO60OM BbINTU B PEXUM agMUHUCTpPATOpa 13 NMoboro pexxmma
KOHGMrypaumm (3a UCKIMoYEeHNEM Nosfib30BaTENBLCKOrO).

Mpu paboTe ¢ npuBMnernssMmM agMMHUCTpaTopa nofb3oBaTernb MOXET AaBaTb KOMaHAbl Ha
BbIBOA, KOHMrypaLmMoHHOW NHopMaLmMm, COCTOSHUN COeQMHEHUS U CTaTUCTUYECKOM
uHdopmaumm 060 Bcex noptax. Takke NoNb3oBaTENb MOXET MEPENTM B PEXUM rNobdanbHOro
KOH(UIypMpOBaHUS 1 N3MeHUTb NobyLo YacTb KOHdUrypaumm kommytartopa. lNoatomy,
onpegerneHve naponsa Ansg goctyna K NpUBUNErnpoBaHHOMY pexmMy sBnseTcs obs3aTerbHbIM
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Ansi NpefoTBpaLLeHnst HeaBTOPM30BAHHOMO A4OCTYNa N 3NTIOHAMEPEHHOTO N3MEHEHNS
KOHdpMrypauum kommyTtaTopa.

1.1.2.1.3 Pexum rnobanbHOoro KOHMrypupoBaHusi.

Habepute komaHgy «rotek#config» B pexxnme agMuHUCTpaTopa Ans Toro, YToobl BOWTY B
pexum rnobanbHoro KOHPUrypupoBaHus. Vicnonb3ynte KOMaHay BbiXxO4a B COOTBETCTBUM C
APYrMMU pexumamMu KoHurypaumm, Takmmm, kak pexum nopta, VLAN-pexum, BepHyTCH B
pexum rnobansHoro KoHUrypmpoBaHus. lNonb3oBaTenb MOXET BbINOMNHATE rnobansHble
HaCTPOMKM KOHUIypaLmMmn B 3TOM peXnMe, Takme kak HacTporika Tabnuy MAC-agpecos,
3epkanupoBaHue nopTtos, co3gaHue VLAN, 3anyck IGMP Snooping n STP, n 1. a. Takke
nonb3oBaTenb MOXET BOWTU B PEXMM KOH(UIypUpoBaHMs NopTa Ans HACTPONKM BCEX
UHTEpdencos.

1.1.2.1.3.1 Pexum KoHUrypmpoBaHus nHtepdgenca

Mcnonb3oBaHne KomaHabl MHTEpPdEeNnca B pexnme rnobanbHOro KOHPUrypmpoBaHmsi No3sonseT
BXOAWTb B PEXUM KOHUTYPUPOBAHUA yKka3aHHOro MHTepderica. KommyTatop nogaepxunsaet
Tpu Tvna nHtepdencos: 1. VLAN; 2. Ethernet-nopr.

Tun KomaHpa OenctBne KomaHabl Bbixopg
UHtepdenca
VLAN Habepute komaHgy interface Hactpowka IP-agpecos Wcnone3aynte
vlan <Vlan-id> B pexume KommyTaropa u T.4. KkoMaHgy exit Ans
rnobanbHoro BO3BpaLLleHMs B
KOH(MrypmMpoBaHusi. rnobanbHbIN PEXUM.
Ethernet-nopt HabGepute komaHgy HacTtpolika Wcnonbaynte
. . noaaepXxusaemMoro KomaHay exit ans
interface ethernet <interface- " o~AoP Ay A
. OYMNNEKCHOro pexuma, BO3BpaLLleHMs B
list> B pexxvme rnmobansHoro o
ckopocTu Ethernet-nopta n rnobanbHbIV PEXUM.
KOHUrypmpoBaHus. -

1.1.2.1.3.2 Pexum VLAN

Mcnonb3oBaHme KomaHapbl <vlan-id> B pexume rnobanbHOro KoHpUrypnpoBaHusl, nOMoraeT
BOWTU B COOTBETCTBYIOLLMIN pexum KoHpurypuposaHus VLAN. B 3ToM pexnme agMuHUcTpaTop
MOXeT HacTpauBaTb BCe NopThl Nosib3doBatenen coorsetcreytowero VLAN. BeinonHute
KOMaHAy BbIx0o4a, 4Tobbl BeInTY U3 pexrma VLAN B pexum rmobansHOro KoHUrypmpoBaHus.

1.1.2.2 HacTponka cMHTakcuca

KommyTaTop pasnMyaeT MHOXECTBO KOMaHA KoHdurypaumm. HecmoTps Ha To, 4TO Bce
KOMaHApbl pasHble, Heobxoaumo cobnogaTtb CUHTAKCUC UX HanmucaHusa. Obwun opmat
KOMaHbl KOMMyTaTOpa NPUBEAEH HUXKE:

cmdixt <variable> {enum1 | ... | enumN} [option1 | ... | optionN]
Pacwmdposka: cmdtxt XMpHbIM LUPUTOM yKkasblBaeT Ha KIoYeBOe CIOBO KOMaHAbl;

<variable> ykasbiBaeT Ha nuameHsiembii napameTp; {enum1 | ... | enumN} o3HavaeT
obs3aTenbHbIN NapaMeTp, KOTOPbIN OOMKEH ObiTh BbiIOpaH 13 Habopa napaMmeTpos
enuml~enumN, a B kBagpaTHble ckobku «[]»[option1 | ... | optionN] 3akntovatoT
HeobsA3aTenbHbIM NapameTp. B 3ToM cnydyae B KOMaHOHOW CTPOKE MOXET OblTb KOMOMHaLUSA
"<>" "0 "[]", Hanpumep, [<variable>], {enum1 <variable>| enum?2}, [option1 [optionZ2]], u Tak
hanee.

Bot npuMepbl HEKOTOPbLIX akKTyallbHbIX KOMaH KOH(bVIpraLI,I/II/IZ

show version, napamempsi He mpebyemcs. 3mo KomaHOa, cocmosiuasi MosibKo U3
Knto4yesbix ¢rios u bes napamempos.
vlan <vlan-id>, Heobxodum 8800 3Ha4YeHUSs napamMempos rocrie K4eeoeao criosa.
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firewall {enable | disable}, smoli komaHdoU nonb308amens MoXxem 8KMOYUMb UU
8bIKMoYUMb 6paHomayap, criedyem nuwib 8bibpams HYXXHbIU napamemp.
snmp-server community {ro | rw} <string>, Huxe npuBeAeHbl BO3MOXHbIE BapUaHTbI:

snmp-server community ro public
snmp-server community rw private

1.1.2.3 CoyeTaHusa knaBuLl

KommyTaTop nogaepxuBaeT MHOXECTBO COMETaHWi Knasuw Ans obneryeHms BBoda
KOHdurypauum nonb3opartenem. Ecnu komangHas cTpoka He NpyU3HaeT HakaTusa BBEPX W BHU3,
TO Ctrl + P u Ctrl + N moryT 6bITb MCNONb30BaHbl BMECTO HUX.

KnaBuwa (1) DPyHKUMSA
Back Space YpanuTtb cumBon nepefq kypcopom. Kypcop nepemelyaercsa Hasaa.

Beepx «T»  [NokasaTb npeabigyLlyo BBeAEHHYI0 KomaHay. OTobpaxkeHue oo gecatu
HeaBHO HabpaHHbIX KOMaHA.

BHu3 «|» MokasaTb creayroLlyto BBeAeHHYo komaHay. [pu ncnonb3oBaHWm KnaBuLLm
BBEPX «1», Bbl NOMy4YaeTe paHee BBeAEHHblE KOMaHAbl, NP UCMOSIb30BaHWN
KMaBuULWW BHU3 «|», Bbl BO3BpALLAeTech K crieaytoLlein komaHae.

Bneso ««—» Kypcop nepemeryaerca Ha Bbl MOXeTe MCNONb30BaTh KMABULLIM BIIEBO ««—» U
OAVH CMMBOI BIEBO. BMPaBoO «—» ANs MU3BMEHEHUSA BBEAEHHbIX KOMaHA.

BnpaBo «—» Kypcop nepemelryaertcs Ha
OANH CMMBOIT BMNpaBo.

Ctrl +z BepHyTbcs B Pexxum agMyMHUCTpaTopa HenocpeaCcTBEHHO U3 APYIUX PEXUMOB
HacTpOWiK/ (3a UCKIOYEHEM MOSb30BaTENIbCKOro pexnma)

Ctrl +c OcTaHoBKa HeNpepbIBHbIX MPOLLECCOB KOMaHA, Takux Kak ping v T.A4.

Tab B npouecce BBoga komaHabl Tab MOXeT ObiTb MCMOMbL30BaH ANs ee
3aBepLUEHNs, €CNU HET OLINBOK.

1.1.2.4 Cnpagka
CyuwecTtBytoT cnocob nonyy4nTb AOCTYMN K CpaBoYHOW MHopmauun: KomaHaowm «?».

HdocTtyn K Ucnonb3oBaHue u pyHKLUU
crnpaBke
«?» Mop ntobow komaHAHOW CTPOKoW BBeAmMTe "?", 4TOObI MONMYYNTb CIMCOK KOMaHA AN

TeKyLlero pexmnma ¢ KpaTtknuMm onmcaHnem.

BeeguTte "?" nocne komaHabl. Ecnun nosnums gomkHa ObITb NapameTpomMm,
onucaHve 3Toro napamMmeTpa Tuna, Mmacwrtaba u T.4., 6yayT oToOpaxeHsl, ecnm
no3uuus 4OmkHa ObITb KINOYEBbLIM CITOBOM, TO ByaeT oTobpaxkeH Habop Kro4eBbIX
CNOB C KpaTK1UM OnucaHneM, ecrniv BbILWo "<cr>", To kKomaHga BBeaeHa
MOMHOCTBIO, HAaXMUTE Knasuwy Enter, ytobbl BeinonHWTL KOMaHay. 3. Beegute "?"
cpasy nocre CTPOoKU. ATO NOKaXXeT BCE KOMaHAbl, KOTOPbIE HAYMHAKTCS C 3TOMN
CTPOKM.
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1.1.2.,5 TlpoBepka BBOAA

1.1.25.1 Ortobpaxaemas nHpopmauua: ycnewHoe BbinonHeHue (successfull)

Bce komaHgbl, BBOOMMbIE Yepes KnaBmaTypy, MpoxogdaT NpoBepkKy cuHTakcuca B Shell. Huyero
He OygeT oTobOpaxaTbCs, eCnm Nonb3oBaTesb BBES NPaBuUibHbIE KOMaHabl Npu
COOTBETCTBYIOLLUX PEXMMAX U YTO MPMBENO K UX YCMELUHOMY BbIMOJTHEHMIO.

1.1.2.5.2 Otobpaxaemas nigopmMmauus: olmboYHbI BBOA, (error)

OTo6paxaemoe coobLeHne MosicHeHue
OLLUNGKMN

Parse error BBeaeHHOM KOMaHapbl He CyLeCcTBYeT Unm ecTb owmnbka B
napameTtpe macwTaba, Tuna nnm copmara.

Invalid command or parameter KomaHga cywectByeT (MpuM3HaeTcs), HO 3adaH
HenpaBuIbHbIN NapameTp.

Incomplete command KomaHpa cyllecTByeT (Npu3HaeTcsi),HO BBeAEHbI He BCe
HeobxoAnMble napameTpbl

This command is not existing in KomaHga cywecTtsyeT (npu3HaeTcs), HO He MOXeT BbITb
current mode Mcrnonb3oBaHa B JaHHOM pexuMe.

1.1.2.6 Tlogaepxka a3blka HeveTKon noruku (Fuzzy math)

Shell Ha kommyTaTOpe MMeeT NOAAEPKKY A3blka HEYETKOM FTOMMKM B NOMCKE KOMaHA U
kntoveBbIx cno.. Shell 6yget pacno3HaBaTb KOMaHAbI U KIHOYEBbIE CrOBa B TOM Criydae, ecrnm
BBeJEHHas CTpOKa He BbI3biBaeT HMKaKMX KOHnMKToB. Hanpumep:

KomaHga «show interface ethernet statusy», 6yaet pabotaTb gaxe B TOM criydae, ecrnu
HabpaTb «sh in ethernet status».

OpHako, npu Habope koMaHabl «show running-config» kak «show r» cuctema coobwmT
«Incomplete commandy, T.k. Shell 6ygeT He B COCTOsIHUM onNpeaenuTb, YTO MMENOCb BBUAY
«show radius» unu «show running-config». Takum obpasom, Shell cmoxeT npaBunLHO
pacno3HaTb KOMaHAy TOMbKo ecnn byget HabpaHo «sh ru»

1.2 OCHOBHbIE HACTPOUKU KOMMYTATOPA

1.2.1 OCHOBHbI€ HAaCTPOMUKMN

OcHOBHble HACTPOVKM KOMMyTaTopa BKIItoYatloT B cebs komaHabl AN BXoda U Bbixoda 13
pexuma agMuHuMcTpaTopa, KoMaHabl Ans BXOAa M BbIXxo4a U3 pexmma KOHPUrypnpoBaHus
uHTepdenca, onsg HaCTPOVKN N OTOBpaXKeHNsi BpDEMEHN B KOMMYyTaTope, 0TobpaxeHns
WHopMaLmnn 0 Bepcum CUCTEMbI KOMMYyTaTopa 1 Tak ganee.

KomaHga MosicHeHue
O6bIYHbIN NONb30BaTeNbCKUM pexumMm/Pexxum agmMmMHUcTpaTopa

Enable [<1-15>] disable  [Monb3oBaTtenb ncnonb3yeTt komaHay enable anga Toro, YToObI BONTH
B pexvmMm agMmuHucTtpaTopa. A komaHay disable ang Beixoga 13
Hero.

Pexum agMuHUcTpatopa
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config [terminal] Bxogut B pexum rnobansHOro KOHUrypmpoBaHust U3 pexxuma
agMunHucTpaTopa.

PasnuyHble peXxXnmbl

exit BbIxoa 13 TekyLlero pexunma u Bxo B npeabIayLLun pexum,
HanpuMmep, eCnu NPUMEHNUTb 3TY KOMaHAy B pexume rnobanbHoro
KOHGMrypmMpoBaHusi, TO OHa BEPHET Bac B PEXUM agMuMHUCTpaTopa,
ecnn HabpaTb eLle pa3s (y)ke Haxoascb B pexume
agMUHMUCTpaTopa), TO nonageTe B NOSb30BATENBCKUIA PEXMUM.

show privilege MokasbiBaeT npuBunerny Ans onpeneneHHbIX nonb3osartenen
PaclwmpeHHbIN nonb3oBaTenbCKuin pexxmm/Pexxum agMuHucTpaTopa

end Bbixoa M3 TeKyLLEero pexuma n Bo3BpaLleHue B pexum
agMuHUCTpaTopa, TOMbKO Koraa nonb3oBaTenb HaXoaMTCH He B
Nnonb30BaTeNbCKOM/aAMUHUCTPATOPCKOM peXnMaXx.

Pexum agMuHucTpatopa

clock set <HH:MM:SS> YcTaHoBKa AaTbl U BPEMEHM.
[YYYY.MM.DD]

show version OToGpakeHne Bepcum KoMMyTaTopa.

write CoxpaHsieT TekyLLyto KoHdurypaumio Ha Flash-namsTb.
reload Mepesarpy3ka komMmyTaTopa.

show cpu usage lMokasbiBaeT cTeneHb ncnonb3osaHus CPU.

show memory usage lMokasbiBaeT cTeNeHb NCMOMb30BaHNA NAMATY.

1.2.2 YnpaBneHue Telnet
1.2.2.1 Telnet

1.2.2.1.1 BsegeHue B Telnet

Telnet — 9TO NPOCTOM NPOTOKON yAaNeHHOro AoCTyna Ans AMCTaHLMOHHOro Bxoaa. Mcnonb3ys
Telnet, nonb3oBaTenb MOXeT ANCTAHUMOHHO BOMTU Ha XOCT UCnonb3ys ero IP-agpec nnu nvs.
Telnet MOXeT NocbiNaTh HaXXaTUA KNaBuLL yaaneHHOMY XOCTY U BbIBOAUTb AaHHbIe Ha 3KpaH
none3oBaTtens ucnone3sys npotokon TCP. 3To npo3payHas npouenypa, Tak Kak KaxeTcs To,
4YTO NOMnb30BaTerbCKNe Knasnatypa u MOHUTOP NOAKMIOYEHb! K yaaneHHOMY Y3y HanpsMyto.

Telnet ncnonb3yeT KMMEHT-CEPBEPHBLIN PEXMM, NTOKanbHas cuctema BbicTynaeT B ponu Telnet-
KIMEHTa, a yaaneHHbIn XocT - Telnet-cepepa. KommyTaTtop MOXeT ObITh Kak Telnet-cepepom,
Tak u Telnet-knneHToMm.

Koraa kommyTtaTop ucnone3dyetcs kak Telnet-cepsep, nonb3oBaTenb MOXET UCMONb30BaTh
Telnet-knueHTckmMe nporpammel, BktodeHHble B OC Windows munv gpyrne onepauuoHHble
CcMCTeMbl Ans BXOAA B KOMMYTATOp, Kak OnncaHo paHee B pasfene «ynpasfieHue no
He3aBUCUMbIM KaHanam cBasny. Kak Telnet-cepsep KommyTaTop no3sonseTt A0 5 KnNneHTam
Telnet nogkntoyeHmne ncnonb3ys npotokon TCP.

Takke KoMmyTaTop paboTas kak Telnet-knueHT, NO3BONSET NoNb3oBaTeNto BOUTK B Apyrue
yOaneHHble XocTbl. KoMMyTaTop MoXeT ycTaHoBUTb TCP-noakntoYeHne Tonbko K OfHOMY
yaaneHHoMy xocTy. Ecnv nosiBuTcs Heo6xoaMMOCTb COEANHEHMUS C APYTUM YaaneHHbIM
XOCTOM, TeKyLme coeanHeHnss TCP OomkHbl GbiTb pa3opBaHsbi.
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1.2.2.1.2 KomaHgbl koHurypmnpoBaHua Telnet
1. Hacrtpowka Telnet-cepepa.

1. Hactpoika Telnet-cepsepa.
KomaHnpa OnucaHue

Pexxum rno6ansbHOro KOHUrypupoBaHus

telnet-server enable AkTuBmpyeT dyHkumio Telnet-cepsepa Ha
KOMMyTaTope, KoMaHga «no» AeakTusupyeT T

no telnet-server enable y P A A Py y
YHKUMIO.

username <user-name> [privilege HacTpanBaeT nmsa none3oBartens u naponbs Ans

<privilege>] [password [0 | 7] <password>] goctyna no Telnet. Komanga

no username <username> «NO» yAansieT AaHHble aBTopu3aunn BblIopaHHOro
nonb3oBaTtensi.

authentication ip access-class CesasbiBaeT ctaHaapTHbeIn IP ACL ¢

{<numstd>|<name>} Telnet/SSH/Web; komaHaa «no» oTMeHsieT
npegbIayLLLyo KoMmaHay.

no authentication ip access-class

authentication line {console | vty | web} HacTtpolika pexunma ayteHTudpumkaumm Telnet.
login

{local | radius | tacacs}

no authentication line {console | vty | web}
login

authentication enable methodl [method2 HacTtpoika BKtoYeHUs CIMCKOB METOL0B
] ayTeHTUduKaLmm.

no authentication enable

1222 SSH

1.2.2.2.1 BsepgeHue B SSH

SSH (aHrn. Secure SHell — «6e3onacHas obono4vka») ABASETCS NPOTOKONOM, KOTOPbIN
obecneunBaeTt 6e3onacHbIN yaaneHHbIn JOCTYN K ceTeBbIM ycTponcTBaM. OH OCHOBaH Ha
HagexHom TCP/IP-npoTtokone. OH nogaepXvBaeT TakMe MexaHU3Mbl Kak pacnpegeneHue
KIoyen, nposepka NoASIMHHOCTU U WngpoBaHna mexay SSH-cepepoM U SSH-KMMEHTOM,
ycTaHoBka 6e3onacHoro coegnHeHusi. iudopmaums, nepegaBaemas yepes 370 coeguHeHne
3aluiLeHa oT nepexesaTa u pacwmdpoBkn. [ns 4oCcTyna K KOMMYTaTopy, COOTBETCTBYOLLEMY
TpeboBaHnsM SSH2.0, Heobxoammo SSH2.0 knueHTCcKoe nporpammHoe obecneveHne, Takoe,
kak SSH Secure Client u PUTTY. lNonek3oBatenu MoryT 3anyckaTb BbllLenepeyncrneHHoe
nporpamMmmHoe obecneyeHne Ans ynpaBneHns KOMMyTaTopom yganeHHo. KommyrtaTop B
HacTosLLee BpeMs noaaepxunsaeT ayTeHTudukaunio RSA, 3DES n SSH wudposaHune
npoToKora, Naporb Nonb3oBaTensd ayTeHTMduKaumm u T.4.

1.2.2.2.2 Cnuncok koMaHa Ansa KoHUrypmpoBaHua SSH-cepBepa Ha kKOMMyTaTope
KomaHga OnucaHue

Pexum rmobanbHoOro koHurypupoBaHus

ssh-server enable AkTrBaunsa yHKUUN HA KOMMYTaTope; KOMaHaa
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no ssh-server enable «NO» OTMEHSIET NpeabIayLLy0 KOMaHaYy.

username <username> [privilege HacTtpauBaeT nms nonb3oBaTens n Naponb 48 4ocTyna K
. KommyTaTtopy yepes SSH-knueHTt. KomaHga «no» yaanset
<privilege>] [password [0 | 7] yTaTopy 4ep A yA

AaHHble aBTOpM3auun BbIOpaHHOro nonb3oBaTens.
<password>]

no username <username>

ssh-server host-key create rsa CospaHune HoBoro RSA-kntoya xocta Ha SSH-cepsepe.
modulus

<moduls>

1.2.2.2.3 Tpumep HacTporkn SSH-cepsepa
Mpumep 1:

3apaun:

o Bkniountb SSH-cepBep Ha kKomMmyTaTope 1 3anyctutb SSH2.0 nporpammHoe
obecneyeHune knMeHTa, Takoe kak SSH Secure Client unm PuTTY Ha TepMmuHane.
Boritu Ha KoMmyTaTop, NCMOMb3yst MMS MONb30BaTENs U Naporb OT KNMeHTa.

e Hactpowuts IP-agpec, nobasutbe SSH-nonb3oBaTtenen n aktuemposaTb SSH-cepsuc Ha
KommyTaTope. SSH2.0-KnnMeHT MOXeT BOMTU B KOMMYTaTOP, UCNOMb3Ys UMS
nonb3oBaTens 1 Naposb Ans HAaCTPOMKM KOMMYyTaTopa.

rotek(config)#ssh-server enable

rotek(config)#interface vlan 1

rotek(Config-if-Vlanl)#ip address 100.100.100.200 255.255.255.0

rotek(Config-if-Vlanl)#exit

rotek(config)#username test privilege 15 password O test
B IPv6-ceTsx, TepMmnHan JOImKeH 3anycTntb SSH-kNMeHT 1 nporpammHoe obecneyeHue,
KoTopoe nogaepxmsaeT IPv6, Takune kak putty6. MNonb3oBaTtenu He AOMKHbI USMEHATb
HaCTPOMKM KOMMYyTaTopa, 3a UCKMNYeHem pacnpegeneHus IPv6-agpeca ons nokanbHoro
xocrTa.

1.2.3 HacTtpouka IP-agpecoB KoMmMmyTaTopa

Bce Ethernet-nopTbl KOMMyTaTOpa NO yMONYaHMIO ABASIOTCA NOpTaMy 4OocTyna Ans
KaHarnbHOro ypoBHS U BbINOSHATCHA Ha BTOPOM ypoBHe. VLAN-uHTepdenc npegcrasnsaet
cobow MHTepenc TpeTbEero YpoBHS C PYHKLUUSAMMU, OS5 KOTOPbIX MOXET ObITb Ha3HayeH |IP-
agpec, koTopbin bygeT Takke |IP-agpecom kommyTaTtopa. Bece cetn VLAN, cBasdaHHble C
NHTEPENCOM, U NX KOHPUrypauns MoryT ObiTb HACTPOEHbI B MOOPEXMME KOHUTYPUPOBaAHUS
VLAN. KommyTaTop npegoctaBnsieT Tpu metoaa koHdurypauum IP-agpeca:

e  pyyHas;
e BOOTP;
PyyHas HacTpowka IP-agpeca no3BonseT npucBamBaTth cTaTndeckui IP-agpec Bpy4Hyto.

B BOOTP/DHCP-pexnme, kommyTaTop pabdotaeT kak BOOTP/DHCP-knNueHT, oTnpaBnseT
LwmpokoBewartenbHble naketsl BOOTP-3anpoca Ha BOOTP/DHCP-cepsepa n BOOTP/DHCP-
cepBep HaszHa4vaeT agpec OTNpaBUTENIO 3anpoca, KpOMe TOro, KOMMyTaTop MoXeT paboTaTh B
kadectBe DHCP-cepBepa n guHammnyeckn HasHadaTb napameTpbl CETU, Takue, Kak IP-agpeca,
w3 n agpeca DNS-cepeepoB DHCP-knueHTam, 4To NogpobHO onmncaHo B NOCnenyroLwmx
rnasax.

1.2.3.1 Cnuncok komaHg aAnsa HacTpoliku |IP-agpecoB
1. BkniouveHue VLAN-pexuma.

2. Py4Hag HacTpolika.
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3. [OuHamunyeckoe nonyyerue IP-agpeca no npotokony DHCP (DHCP-koHdurypaums).

1. BkntoueHne VLAN-pexuma.

KomaHpga OnucaHue
Pexum rmob6anbHOro KOHUrypupoBaHus

interface vlan <vlan-id> Cospanne VLAN-uHTepdelica (MHTepdenca TpeTbero ypoBHs);

. . komaHga «no» ygansaet VLAN-uHTepdenc.
no interface vlan <vlan-id> A ya P®

2. Py4Hasd HacTpovika.

KomaHnga OnucaHue
VLAN-pexum
ip address <ip_address> Hactpolika IP-agpeca VLAN-uHTepdelnca; KomaHga «nox»
<mask> [secondary] yoansieT IP-agpeca VLAN-nHTepdeiica.

no ip address <ip_address>
<mask> [secondary]

3. OuHamuyeckoe nonyyeHune IP-agpeca no npotokony DHCP (DHCP-koHdurypauus).

KomaHga OnucaHue
VLAN-pexum

ip dhcp-client enable BkntoyeHne kommyTtaTopa kak DHCP-knneHTa ons nonydexus IP-
agpeca u agpeca wnio3a nytem 3anpocos DHCP. KomaHga «no»

no ip dhcp-client enable BblkntovaeT DHCP-knueHT.

1.2.4 HacTtpouka SNMP

1.2.4.1 BsegeHue B SNMP

SNMP (Simple Network Management Protocol) — ctaHAapTHbIV NPOTOKONIOM CETEBOIo
ynpaBsreHnsi, KOTOPbIN LLMPOKO NUCMNOMb3yeTCs B ypaBneHUn KOMMNbIoTEPHbIMK ceTamn. SNMP
aBnaeTca passusatowumcs npotokonom. SNMP v1 [RFC1157] aBnseTcs nepBoun Bepcuen
npotokona SNMP, koTopas aganTupoBaHa K OrpOMHOMY YUCITy NPOU3BOANTENEN CBOEN
NPOCTOTOM U NerkocTbio BHeapeHusi; SNMP v2c asnseTcs ynydweHHon Bepcuenn SNMP v1; B
SNMP v3 ycuneHa 6e3onacHocTb, fobasneHsl USM 1 VACM (View-Based Access Control
Model).

SNMP-npoTokon obecneymBaeT NpocTon cnocob obmeHa nHpopmaumen ynpasneHnsi CeTblo
Mexay ABymMs Toukamu B ceTn. SNMP ncnonb3yeT MexaHu3M 3anpocoB U nepegaet
coobuweHuns yepes UDP (npotokon 6e3 ycTaHOBNEHUS COeANHEHNSI TPAHCMOPTHOMO YPOBHS),
NMO3TOMY OH XOPOLLO NOAAEPXKUBAETCS CYLLECTBYIOLLUM KOMMbIOTEPHBIMU CETAMMU.

SNMP-npoTokon UCNOMNb3yeT pexum cTaHumu-areHTa. B aTon cTpykType ecTb ABe
coctasnstowme: NMS (Network Management Station) n areHT. NMS sBnsetca paboyen
CTaHLuMen, Ha KOTOPOoN CToUT KnneHTckasa nporpamma SNMP. 3710 aapo SNMP-ynpaBneHus
CceTblo. AreHT cepBepHOro nporpaMmmHoro obecrnedeHus pabotaeT Ha yCTponCcTBax, KOTopble
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HyxgatoTcs B ynpasneHun. NMS ynpasnsieT Bcemu obbektamu Yepes areHToB. KommyTaTtop
noagepXxumBaeT (PyHKUUK areHTa.

CBsa3b mexgy NMS n areHToM npoucxoaut B pexume KnneHTt-CepBep, 0bMeHnBasicb
cTaHgapTHbIMKM coobLleHnsimn. NMS nocbinaet 3anpoc, 1 areHT otBevaeT. CyLLecTByeT CEMb
Tnos SNMP-coobLeHuin:

e Get-Request;

e (Get-Response;

e Get-Next-Request;
e Get-Bulk-Request;
e Set-Request;

e Trap;

e Inform-Request.

NMS cBAsbiBaeTcs ¢ areHToM ¢ noMoLbio 3anpocoB: Get-Request, Get-Next-Request, Get-
Bulk-Request n Set-Request, areHT, npy nony4eHnn 3anpocoB, oTBe4aeT cooblieHneM Get-
Response. O HeKOTOpbIX CneunanbHbIX CUTYauMsX, TakuX, Kak MU3MEeHEeHUsl CTaTyCoB CeTeBbIX
NnopToB YCTPONCTBA NN U3MEHEHUS TONOJSIOMMU CETU, areHTbl MOryT OTNpaBnAaThL creunanbHble
coobLeHnsa 06 aHomanbHbIX cobbITUAX. Kpome Toro, NMS moxeT BbiTb Takke yCTaHOBMEH Ansg
npeaynpexaeHns HeKOTOPbIX aHOManbHbIX cobblTniA, akTueBnpys RMON-dyHkumio. Korga
cpabaTtbiBaeT onpegeneHHoe NpaBuIio, areHTbl OTNPAaBMASIOT COOBLLEHNS B XKypHarbl cObbITUN B
COOTBETCTBMM C HACTPONKaMMU.

USM obecneumBaeT 6e3onacHyto nepegady, XopoLo npogymMaHHoe LWndpoBaHme un
ayTteHTUdMKauuo. USM wndpyeT coobLueHusi B 3aBUCMMOCTH OT BBOAA Naporns
none3oBaTensi.

OTOT MexaHn3M rapaHTUpyeT, YTO COOBLLEHUS HE MOTYT ObITb MPOCMOTPEHLI BO BpeEMS
nepegayn. Takke USM-AyTeHTudMKaUNs rapaHTUpPYeT, YTO COOBLLEHNE HE MOXET ObITb
nameHeHo npu nepegadve. USM uncnonssyet DES-CBC-kpuntorpaduio. K HMAC-MDS5, 1
HMAC-SHA vcnonb3ayloTcs Ans ayTeHTudukaumm.

VACM ucnonb3yeTcsa Ang knaccugukaumy npas u goctyna nonb3osatenen. 1o cTasut
nonb3oBaTenen ¢ OOHUM U TEM Xe paspelleHnem JocTyna B ogHy rpynny. HeasTopusoBaHHble
nonb3oBaTeny He MOryT NPOBOAUTL Onepavuun.

1.2.4.2 BeepgeHue B MIB

MHdopmaumsa ynpasneHusa ceTbio goctyna B NMS KOppekTHO onpeaeneHa u opraHn3osaHa B
nHdopmaunoHHon 6ase ynpasneHus (Management Information Base (MIB)). MIB — ato
npegonpegeneHHas nHdopmaums, KoTopas MoxeT ObiTb 4OCTYNHA Yepes NPOTOKOSbI
ynpaBrieHnsi CeTbIo, BO BCEWN CBOEN MHOTOCIIOMHOCTU N CTPYKTYPUPOBAHHOM BUAE.
MpeponpeneneHHas MHOPMaLUS yNpaBneHns MoxeT ObiTb NonyyeHa nyTemMm MOHUTOPMHTa
ceTeBbIX ycTponcTB. ISO ASN.1 onpegenseT ApeBOBUAHYO CTPYKTYpY Ans MIB,
COOTBETCTBEHHO Kaxabln MIB opraHusyeT BCIO AOCTYNHYO MHOPMaLMIo B BUAE Takon
cTpykTypbl. Kaxgein y3en atoro gepea cogepxuT OID (ngeHtudpmkarop obbekra) n kpaTkoe
onucaHue yana. OID npeacrtaBnsaeT cobor Habop Lernbix Yncen, pasgeneHHbiX ToOYKaMu, 1
MOXeT ObITb MCMOMb30BaH Ans onpeaeneHns MecToNoNOoXEHNS y3na B JPEBOBMAHON
CTpykType MIB, Kak noka3aHO Ha PUCYHKE HUXe:



KommyTtaTtop RS-2408GE-PoE AC v2. PykoBoAcTBO MO aKcnnyaTaumm

Root
@
Node (1) @ ® Node (2)
Node (1) 4 @ Node (2)
Object (1) Node (1) 4 @ Object (2)

Object(1) @

PucyHok 2.1 — lNpumep gepesa ASN.1

Ha atom pucyHke OID obbekta A siBnisietcs 1.2.1.1. NMS MOXeT HalTh 3TOT 00beKT Yepes
3TOT YHMKanbHbIM OID 1 nony4nTb CTaHOapTHbIE NepeMeHHble obbekTa. MIB onpenensieT
Habop cTaHAapTHLIX NEPEMEHHbIX ANst MOHUTOPWUHIA CETEBbLIX YCTPOWCTB, Crieays 3TOM

CTPYKTYpE.

Ecnu nudopmanmsa o nepemeHHbix MIB-areHTa gosmkHa ObiTb NpOCMOTpeHa, He0BX0AMM
3anyck nporpaMmmHoro obecneyeHus npocmotpa MIB Ha NMS. MIB B areHTe 00ObIYHO COCTOUT
13 nyénuyHoro MIB u yactHoro MIB. Ty6nuyHbii MIB cogepXuT oTKpbITY0 MHOpMaLmIo
ynpaBneHus ceTblo, KoTopasi MOXET ObITb AocTynHa aAnga Bcex NMS, yactHeii MIB cogepxut
KOHKPETHYIO MHDOPMaLMIO, KOTOpas MOXET BbITb MPOCMOTPEHA U KOHTPONNPYyeTCS
noaaep>XKKom npon3BoanTens.

MIB-I [RFC1156] 6bina nepBor peanusauuer nydonuyHbix MIB SNMP, 1 6bina 3ameHeHa MIB-I|
[RFC1213]. MIB-II pacwupsaeTt MIB-I n coxpaHnsaet OID ana MIB gepesbes B MIB-I. MIB-Il,
COLEPXUT BIOXEHHbIE AEPEBbSI, KOTOPbIE Takke HasbiBatoTcs rpynnamu. O6beKTbl B 3TUX
rpynnax oxsaTbliBaloT BCe (PYHKLMOHaNbHbIe obnacTu B ynpaeneHum ceTeto. NMS nonydaet
nHdopmaumo 06 ynpasneHuun cetbio npocmaTpmeas MIB Ha SNMP-areHTe.

KommyTtaTop moxeT paboTaTh B kayectBe SNMP-areHTa, a Takke nogaepxmsaetr SNMP
v1/0/v2c n SNMP v3. Takke kommyTaTop nogaepxvsaeTt 6asosbie MIB-l1I, RMON nybnnyHble
MIB n gpyrve nybnudHble MIB, Takue kak Bridge MIB. Kpome TOro, kKommytatop nogaepxusaet
CaMOCTOATENbLHO onpeferieHHble YacTHble MIB.

1.2.4.3 BegeHne B RMON

RMON siBnsieTcst Hambornee BaxHbIM paclumpeHnem ctangaptHoro SNMP-npoTtokona. RMON
aBnseTca Habopom onpegenenunii MIB 1 ncnonb3yeTca AN onpeaeneHnst CTaH4apTHbIX
cpencTB v MHTepdecoB AN HabnoaeHVs 3a CeTbH, NO3BONSIET OCYLLECTBNATL CBA3b MEXAY
TepMmuHanamu ynpasneHna SNMP 1 yganeHHbIMn ynpasnsgembiMm kommytatopamu. RMON
obecneynBaeT BbICOKOI(PEKTUBHBIN METOL, KOHTPONS AeNCTBMI BHYTPKU noaceTn. . OObekTbI
RMON MIB Bkno4atoT JOMNONMHUTESNBHBbIE CHETUMKM OLUMBOK B NakeTax, bonee rubkue cpencrea
aHanusa TpeHOoB M CTaTUCTUKK, Boree MOLHbIE cpeacTBa punbTpaummn Ang 3axsarta u
aHanmsa oTAenbHbIX NMaKeToB, a Takke bonee CNnoXHble YyCroBus YCTaHOBINEHMS CUTHAIOB
npeaynpexaenus. AreHtel RMON MIB Gonee nHTennekTyanbHbl MO CPABHEHUIO C areHTamm
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MIB-1 unn MIB-Il 1 BbINOMAHSAOT 3HaUMTENBLHYIO YacTb paboTbl No 0b6paboTke Hpopmaumm 0b
YCTPONCTBE, KOTOPYIO PaHbLUE BbINOSHANM MEHEAXKEpbI.

MIB RMON cocTtout 13 10 rpynn. KommyTtaTop nogaepxunBaet Hanbonee 4acto MCrnonb3yemMble
rpynnbl 1, 2,3 1 9:

e Statistics: KOHTpOJIMpyeT OCHOBHOE 1CnoJib3oBaHMe N BeOeT CTaTUCTUKy ownbok ans
KaXkgon noaceTtu KOHTPOJIMPYEMOrIO areHTa.

. History: no3BOoJideT nNepnoanyveckn 3anmncbiBaTtb 06p83Ll,bI CTaTUCTUKKN, KOTOpPbIE
OOCTYNHbI B CraTtuctuke.

e Alarm: no3BonsieT Nonb3oBaTeENAM KOHCONM yNpaBneHus ycTaHaBNUBaTb KONMYECTBO
UITM YNCNO AN UHTEpPBAroB OOGHOBEHMS M MOPOroBbIX 3HAYEHMIA ONOBELLEHUS ANs
3anucenn RMON-areHTa.

e Event: cnucok Bcex cobbiTuin, npounsoLleawnx B RMON-areHTe.

Alarm 3aBucaT ot peanusaumun Event. Statistics n History otobpaxatoT TeKyLLyt0 CTaTUCTUKY
unun nctoputo nogecetn. Alarm n Event obecnevmsaloT MeToq KOHTPOns noboro nsmMeHeHus
AaHHbIX B CETW U NPEAOCTaBNA0T BO3MOXHOCTb NogaBaTb CUrHarbl MPU HELTaTHbIX COBbITUSX
(oTnpaBka Trap unm 3anucb B XypHarbl).

1.2.4.4 Hactponka SNMP
1.2.4.4.1 Cnucok komaHg ansa Hactporkn SNMP

1. Bkno4veHue n otknodeHne dpyHkumm SNMP-areHTa.
Hactpolika cTpoku coobuiectea B SNMP.
Hactpoiika IP-agpeca ctaHuun ynpasneHus SNMP.
Hactpoiika engine ID.
HacTpouika nonb3oBartens.
HacTtpoiika rpynnbl.
HacTtpouika Buga.
Hactpouka TRAP.

© ©® N o g M~ w D

BkntoyeHue/BbiknoyeHne RMON.

1. Bknto4veHue u oTknoyeHne pyHkumm SNMP-areHTa.
KomaHga OnucaHue
Pexum rmob6anbHOro kKoHUrypupoBaHus

snmp-server enabled BkntoueHune dyHkumn SNMP-areHTa Ha kommyTaTope. KomaHaa «no»

BbIKIHOYaeT 3T HKUMIO.
no snmp-server enabled Y oyHKu

1. Hactpovika cTtpokn coobuiectsa B SNMP.
KomaHpa OnucaHue
Pexum rmob6anbHOro kKoHUrypupoBaHus

snmp-server community {ro|rw} {0 | 7} HacTtpoWika cTpoku coobiectsa B8 SNMP ans

. . kommyTaTopa. KomaHaa «no» ygansiet aTy CTPOKY.
<string> [read <read-view-name>] y P A yA y CTROKY

[write <write-view- name>]
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no snmp-server community {0 |
7} <string>

1. Hactpoika TRAP.

KomaHpa OnucaHue
Pexxum rmobanbHOro kKoHgurypmpoBaHus

snmp-server enable traps BkntounTb oTnpaBky Trap-coobweHnn. ATa KomaHaa

ncnonb3yetca ansg SNMP v1/0/v2/v3.
no snmp-server enable traps

snmp-server host {<hostipv4-  YcTtaHoBka IPv4/IPv6-agpeca xocTa, KOTOPbIA NCNOSb3YeTCs
address> | <host-ipv6address>} ansa nonyyeHus nHgopmaumm SNMP Trap. ns SNMP
{v1|v2c | {v3 {noauthnopriv| v1/0/v2, aTa KOMaHOa TaKKe HacTpanBaeT CTPOKY
authnopriv | authpriv}}} <user- coobuwecTtBa ans Trap; ans SNMP v3, aTa komaH4a Takke
string> HacTpauBaeT MMsi Nofb3oBaTens u ypoBeHb 6e30nacHoCcTy

no snmp-server host Trap. KomaHga "no", otmeHsaeT aT1oT IPv4- nnu IPv6-agpec.

{<hostipv4- address> | <host-
ipv6address>} {v1 | v2c | {v3
{noauthnopriv | authnopriv |
authpriv}}} <user-string>

snmp-server trap-source YctaHoBka IPv4- unu IPv6-agpeca NCTOYHUKA, KOTOpbIN
{<ipv4- address> | ncnonb3yeTca aAnd oTnpaBku trap-nakeToB, KOMaHga «no»
<ipv6address>} yoansieT KoHdurypauuio.

no snmp-server trap-source
{<ipv4- address> |
<ipv6address>}

1.2.45 TunuyHble npumepbl HacTponkn SNMP
B npuBegeHHbIX Nnpumepax IP-agpec NMS — 1.1.1.5, IP-agpec kommyTaTtopa (areHta) — 1.1.1.9.

Cuenapwui 1: NporpammHoe obecneyeHre NMS ncnone3yet npotokon SNMP ansa nonyyeHus
[AaHHbIX OT KOMMYyTaTopa.

KOH(bI/IpraLI,VIFI KOMMYTaTopa, 3anmcaHa Huxe:

rotek(config)#snmp-server enable

rotek(config)#snmp-server community rw private

rotek(config)#snmp-server community ro public
NMS moxeT ncnonb3oBaTh YacTHYH CTPOKY coobLiecTBa Anst 4OCTyNa K KOMMyTaTopy Ans
YTEHUS U 3annCK paspeLleHnii UM UCNonb3oBaTh NyONNYHY CTPOKY coobLLecTBa Ans
AOCTyna K KOMMYTaTopy TOMbKO ANSA YTeHUS paspeLueHui.

CueHapum 2: NMS OygeT nony4yatb Trap-coobweHus ot kommyTatopa (Mpumeyanune: NMS,
BO3MOXHO, NPOBEPUT 3Ha4YeHne CTPoku cooblecTBa Ansa Trap-coobwieHnin. B atom crnyyae
NMS ncnonb3yeT NoaATBEPXKAEHME CTPOKM coobLiecTBa usertrap).

KoHpurypaums kommyTatopa, U3noxeHa Huxe:

rotek(config)#snmp-server enable
rotek(config)#snmp-server host 1.1.1.5 v1 usertrap
rotek(config)#snmp-server enable traps

NMS MOXeT MCnonb3oBaTh YaCTHYIO CTPOKY COOBLLECTBa As AOCTYNa K KOMMYyTaTopy Ans
YTEHUS 1 3annCu paspeLleHnit U UCMOoSb30BaTb NyBMYHYIO CTPOKY coobLiecTBa Anist
AOCTYyNa K KOMMYTaTopy TOJSIbKO A4S YTEHUS paspeLleHuid.
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1.2.4.6 Tlownck HencnpaBHoctenn SNMP
Korga nonb3osatenu HacTpauBatoT SNMP, SNMP-cepBep MOXeT He paboTaTb JOMMKHbIM
obpasom 13-3a oTkasa PU3N4ECKOro COeMHEHNSA 1 HENPaBUIbHON KOHUrypauum u T.4.

Monb3oBartenu MOTyT YCTPaHUTb I'IpO6J'IeMbI, BbIlMOJTHUB TpeGOBaHMﬂ, YKa3aHHbIE HUXe!
e Y6eaouTbCsa B HAOEXHOCTU (bVI3VI'-IeCKOrO coeguHeHuA.
e YbBeguTbcs, UTO VIHTepQ)eVIC M NPOTOKOJ nNepenadn AaHHbIX HaxXogAaTCA B COCTOAHUN

«up» (ncnonb3dymTe KomaHay "Show interface"), a Takke CBA3b MeXay KOMMYTaTOPOM U XOCTOM
MOXeT ObITb NpoBepeHa nyTem nuHra (Mcnonb3ynte komaHay "ping').

e YbBeauTbces, 4TO BKNoYeHa yHKUmMA SNMP-areHTa. (Micnonb3oBatb koMaHagy "snmp-
server").

e Yb6egutbcs, uto 6e3onacHocTh IP gnst NMS (Mcnonb3oBaTtb kKOMaHay "snmp-server
securityip") n cTpoka coobLiecTtBa (UCnonb3oBaTb KOMaHAy "snmp-server community")
npaBurbHO HacTpoeHbl. Ecnn 4Tto-1o M3 aTOr0 He HacTpoeHo, SNMP He cmoxeT
obwatbesa ¢ NMS gomkHbiM obpasom.

e Ecnu Heobxoguma Trap-pyHKums, He 3abyabTe BKMIOYMTL Trap (Mcnonb3oBaTb
KomaHgy "snmp-server enable traps"). U He 3a0yabTe npaBunbHO HacTpouTk IP-agpec
X0OCTa 1 CTpoky coobuiectBa Ansa Trap (cnonb3oBaTb KOMaHAy "snmp-server host"),
4yTOObI 0BecneunTb oTNpaBKy Trap-COObLLEHNI HA YKa3aHHbIN XOCT.

e Vcnonb3ynte komaHay «show snmpy», 4ToObl MPOBEPUTL OTNPAaBMEHHbIE U MOMyYeHHbIe
coobweHua SNMP; Ncnonb3ynte komaHay "show snmp status”, 4To6bl npoBepuTb
uHdopmaumio o koHdpurypauum SNMP; Ucnone3dynte komaHay "debug snmp packet",
4YTOObI BKNIOUYUTL PyHKUMM OTnagkm un nposepkn SNMP.

e Ecnu nonb3oBartens no-npexHeMy He MOXeT pelwmnTb npobnemsl ¢ SNMP,
obpallanTecb B TEXHUYECKUI LEHTP.

1.2.5 O6HoBneHue NO

KommyTaTop npegoctaBsnseT agsa cnocoba obHoBneHus: obHoeneHne BootROM n TFTP/FTP-
o6HosneHne nog CLI.

1.2.5.1 CwucTtemMHble dannbl KOMMyTaTopa

CucteMHble dhannbl BkNoYaloT B cebsa dannel obpasa cuctemsbl (system image) v 3arpy3oyHble
(BootRom) davinbl. OGHOBNEHNE CUCTEMHBIX (dafioB KOMMyTaTopa nogpasymeBaeT cobon
nepesanuncb CTapbix ansioB HOBbIMM.

dann obpasa cuctembl BkovaeT B cebs cxkaTble dpannbl annapaTHbIX Apansepos, dannbl
nporpaMmMHoOro obecneyeHnst U T. 4., 3TO TO, YTO Mbl 0ObIYHO HasbiBaeM «IMG filex.

3arpysouHble (boot) dhannbl Heobxoanmbl ANA 3arpy3ky 1 3anycka KoMMmyTaTopa, 3TO TO, YTO
Mbl 0ObI4HO Ha3biBaeM «ROM file» (MoryT 6biTb CkaTbl B IMG-hainbl, €Cnm OHU CIIULLKOM
Honblmnx pasmepoB). B koMMyTaTope 3arpy3oyHble dansbl paspeLleHo COXpPaHsATb B TONbKO B
ROM.

KomMyTaTop npenocTtaBnsieT nonb3oBaTtento Aea pexvnmMa obHosneHus: 1. BootROM-pexum; 2.
TFTP- u FTP-o6HoBNeHune B pexume CLI. 3T aBa cnocoba obHoBNeHms ByayT onucaHsl
noapo6Ho B crneayowmx ABYX pasaenax.

1.2.5.2 BootROM obHoBReHne
EcTb oBa metoga anst BootROM-o6HoBneHus: TFTP n FTP, koTopble MOryT ObiTb BblIOpaHbl B
KOMaHAax HacTponkn BootROM.
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MoaknwyeHune
Yyepes KOHCOMNbHbIN

kabenb bl

MNoaknoyeHne yepes
«naTty-Kkopa»

—
=

—

PucyHok 2.2 — TunnyHasa tononorus ans o6HoBNeHMs KoMmmyTaTopa B pexvme BootROM
Mpouenypa oOHOBNEHUA NepevncneHa Hxe:
War 1:

Kak nokasaHo Ha pUCyHKe, MCNonb3yeTCcsa KOHCOMbHbIN kKabenb ans nogknodeHus MK k nopty
yrnpaBneHus Ha koMmyTaTtope u Ethernet nogknioyeHme kK ogHomy u3 nopToB kommyTaTopa. MK
OOIMKEH nmeTb nporpammHoe obecneveHne FTP/TFTP-cepBepa, a Takke cann image
HeobxoauMbIN Ans 0OHOBRNEHUS.

LWar 2:

Haxmunte "ESc" BO Bpems 3arpysku KOMMyTaTopa A51s nepekntoyeHns B pexum BootROM-
MOHWTOpa. Pe3ynbTaT onepaummy nokasaH HUXe:

| RTL838x#
War 3:

B BootROM-pexume, 3anyctute "setenv”, 4tobbl ycTaHOBUTL IP-agpec n macky kKommyTtaTopa
Aans pexuma BootROM, IP-agpec n macky cepBepa, a Takke Bolbepute TFTP- unu FTP-
o6HoBneHus. MNMpegnonoxum, 4To agpec kommyTtaTopa 192.168.1.2, a agpec komnboTEpPa
192.168.1.66 1 Boibepute TFTP-06HOBREHNe KoHpUrypaumu. 3to byaeT BoIrnageTb Tak:

setenv ipaddress 192.168.1.2
setenv serverip 192.168.1.66
saveenv

LWar 4:

BkntounTtb FTP/TFTP-cepBep Ha MNK. na TFTP 3anyctute nporpammy cepepa TFTP, ana
FTP 3anycTtute nporpammy FTP-cepBep. NMpexae, 4eM HadaTtb 3arpy3ky carina oOHOBNEHNs Ha
KOMMYyTaTOop, NPOBEPbTE COeANHEHNE MEeXOYy CepBEPOM Y KOMMYTAaTOPOM C MOMOLLIbIO NMUHra C
cepBepa. [lanee HauHéTCA 3anyck darnna N0 HenocpeacTBeHHo ¢ TFTP-cepBepa nocne
BbIMNOMHEHUSA KOMaHA;:

rtk network on

upgrade runtimel 192.168.1.66:vmlinux.bix

TFTP from server 192.168.1.66; our IP address is 192.168.1.2 Filename 'vmlinux.bix'.
Load address: 0x81000000

LWar 5:

Mocne yoayHou 3arpy3kn, npousseante o6HOBNeHne kommyTtaTopa n3 CLI pexuma. CMm. NyHKT
«Mpumepbl HacTpomku FTP/TFTP».
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1.2.5.3 O6HoBneHne FTP/TFTP

1.2.5.3.1 BsepaeHue B FTP/TFTP

FTP (File Transfer Protocol)/TFTP (Trivial File Transfer Protocol) aBnsitoTcst npoTokonamu
nepegayv annos, oH1 oba NpuHagnexar K YeTBEPTOMY YPOBHIO (YPOBHIO MPUIOXKEHWI) B
TCP/IP-cTeke NpOTOKONOB, UCMNOMb3yEMOMY ANt nepedayn hannoB Mexay KoMnboTepamu,
y3namu n kommytatopamu. Oba oHV nepegatoT hannbl B KNMMEHT-CepBepHOW Mogenu. PasHuua
MeXay HUMKU onrcaHa HUXe.

FTP ocHoBaH Ha npoTtokone TCP ans obecneyeHnsi HaOeXHON CBA3W M TPAHCMNOPTUPOBKU
noToKa AaHHbIX. TeM He MeHee, OH He npefycMaTpuBaeT npoLeaypy asTopmsaumm ans
JocTyna K pannam u ucnonb3yeT NpoCTON MexaHn3m ayTeHTudukaumm (nepegaeTt umsi
nonb3oBaTens 1 naponb Ang ayteHTMdukaumm B Buae oTkpbITOro Tekcta). [Mpu ncnonesosaHum
FTP onsa nepegayun gannos, 4OMKHbI ObITb YCTAHOBMEHbI ABa COEANHEHUST MEXAY KIMEHTOM 1
CcepBepoM: ynpasngwLlee coeamHeHue (21 nopTt) u coeguMHeHne nepefayn aaHHbix. [lanee
AOmkeH bbITb NocnaH 3anpoc Ha nepegady ot FTP-knueHTa Ha nopT 21 cepsepa ansd
YCTaHOBIEHUS yNpaBnsioLero CoeAuHeHUs 1 cornacoBaHna nepefadn JaHHbIX Yepes
yrnpasnsiolliee coeanHeHmne.

CyLLI,eCTByeT OBa TUna Taknx CoegMHEHWI: akTUBHbIE U NACCUBHbIE COeMHEHNS.

Mpy aKTMBHOM NOAKINIOYEHUN KNIMEHT NnepedaeT ero agpec 1 HoOMep nopTa Ansa nepegayn
AaHHbIX cepBepy, ynpasnsillee coeAnHeHe NoAAEPKMBAETCA A0 3aBepLUeHNs nepegayn
3TUX AaHHbIX. 3aTem, UCnomb3ys agpec 1 HoOMep NopTa, NPedoCTaBNeHHbIX KITMEHTOM, cepBep
yCTaHaBnmBaeT coeanHeHne Ha nopT 20 (ecnu He 3aHAT) AN nepegayn gaHHblx, ecnv nopt 20
3aHAT, CepBep aBTOMaTU4ECKN reHepupyeT ApYror HoOMep nopTa ANs YCTaHOBKN COEANHEHUS.

Mpn NaccuBHOM NOAKMIOYEHUN, KMNMEHT Yepes ynpasnsioLee coeguHeHne NpocuT cepsep
yCTaHOBWTb MoAKNodeHve. 3aTem cepsBep co3aaeT CBOM NOPT AN NPOCNyLWUBaHUA AaHHbIX U
yBeOMIIsIeT KNeHTa 0 HoMepe 3TOro nopTa, Aanee KNueHT ycTaHaBnMBaeT CoeMHeHne C
yKasaHHbIM MOpTOM.

TFTP ocHoBaH Ha npoTtokone UDP, obecneunBatoLmm crnyx0y nepegayun gaHHbix 6e3
NOATBEPXAEHUS OCTaBKU N 6e3 ayTeHTudmkaumm n astopusaumm. OH obecneumBaeT
npaBuIbHYIO Nepedayvy AaHHbIX NyTeM MexaHu3Ma OTnpaBku NoaTBEPXAEHUS U NOBTOPHOW
nepegauv Tanm-ayt nakeToB. [Npeumywiectso TFTP nepen FTP B TOM, 4YTO NepBbIN ropasgo
npoLle U UMeET HN3KNE HaKnagHble pacxodbl Nnepegayvn AaHHbIX.

KommyTtatop moxeT paboTtaTb kak FTP/TFTP-knueHT unu cepsep. Korga kommyTtaTtop pabotaet
kak FTP/TFTP-knueHT, dannbl KoHUrypauum n cuctemMHble dannbl MOXHO 3arpy3uTb C
yaaneHHoro FTP/TFTP-cepBepa (370 MoryT 6bITb Kak XOCThl, Tak 1 Apyrne kKoMMmyTaTopsl) 6e3
yuiep6a onsi ero HopmanbsHoM paboTbl. U Takke MOXeT ObiTb MOMYYeH CNUCOK hannos ¢
cepsepa B pexmume FTP-knueHTa. KOHEeYHO, KOMMYTaTOp MOXET TakxKe 3arpy3utb TekyLune
KOHJMrypauunoHHble dawnnbl U cucteMHble dannel Ha yaaneHHsii FTP/TFTP-cepsep (310
MOryT ObITb Kak XOCTbl, TaK U gpyrne KommyTatopsl). Koraa kommyTtaTtop paboTaeT Kak
FTP/TFTP-cepBep, OH MOXeT 0b6ecneyntb 3arpy3ky 1 Bbirpy3ky hannos ans aBTOPU30BaHHbIX
FTP/TFTP-knueHTOB.

BoT HekoTOpble TePMUHBI, YacTo ucnonb3dyemsle B FTP/TFTP.
ROM: cokpalieHHo oT EPROM, CI13Y. EPROM 3ameHsieT FLASH-namsaTb B KOMMyTaTope.

SDRAM: O3Y B kommyTaTope, KoTopas UCnonb3yeTcsa Ang paboTbl CUCTEMbI U MPOrPaMMHOrIO
obecneyeHus, a Takke XpaHunvLia nocrnegoBaTenbHOCTU KOHUrypaumm.

FLASH: conaw-namsaTb ncnonb3yeTcs Ansg xpaHeHus dannos cuctemsl 1 danna
KOHdUrypaumu.

System image file: dpain obpasa cucrtembl BkNto4aeT B cebs cxaTble dannbl annapaTHbIX
ApariBepoB, hansbl NPOrpaMMHOro obecneyeHnsi, 3To To, YTO Mbl OObIYHO Ha3biBaem «IMG
file». IMG-cann gomxeH 6bITb coxpaHeH Bo FLASH gns 3arpysku.

Bootimage file: 3arpy3umk. Heobxoamm ansi 3aarpysku 1 3arnycka KommyTaTtopa.
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Configuration file: BkntoyaeTt B cebs dhann HavyanbHOWM KOHUrypauum n amn TekyLlemn
KoHurypaumm. PasHuua B CBOMCTBaX Mexay aTuMu dhannamv no3BonsieT obnerdntb
pesepBHOe KonmpoBaHue 1 0BHOBMNEHME KOHpUrypaumi.

Start up configuration file: aTo nocnegoBaTenbHOCTE KOMaH4, KOHUrypauum, ncrnonb3yemas
npu 3anycke KoMmmyTartopa. Pann HayanbHOW KOHPUIypaLMmn XpaHMTCS B SHEPrOHE3aBUCUMOW
namaTn. Ims dpanna HavanbHOM KOHUIypauum JoJMKHO ObITh startup-config.

Running configuration file: aTo Tekywas (running) nocrnegoBaTenbHOCTL KOMaHA
KOH(Urypaumm, ncnonb3yemasi KOMMyTaTopoM. TeKyLnin KOHPUIypaumMoHHbIN dhann XpaHUTcs
B onepaTuBHOM namaTu. B npouecce paboTel TekyLas KoHdurypawms running-config moxer
ObITb coxpaHeHa n3 RAM Bo FLASH-namaTb KOMaHOOW «Write».,

Factory configuration file: ¢pann koHcurypaLmm, noctaBngembii C KOMMYTaTOpOM, TaK
HasbiBaeMbIn factory-config. [Insa Toro, 4tobbl 3arpy3uTs 3aBoackon ann KoHdurypaumm m
nepesanucaTtb harnn HadanbHON KoHdUrypaumm HeobxoamMmo BBECTU KOMaHabl «set default»

«write», a 3aTem nepesarpysuTb KOMMyTaTOp.

1.2.5.3.2 Hactponka FTP/TFTP
KoHdourypauum kommyTtaTopa kak FTP- n TFTP-knMeHTa noyvTu O4MHaKOBbI, NO3TOMY
npoueaypbl HacTporikn ana FTP n TFTP B 3ToM pykoBOACTBE ONMCaHbl BMECTE.

MopsiAoK HACTPOKKM:
1. Hactpovika FTP/TFTP-knuenTa:
o 3arpyska cannos FTP/TFTP-knueHTOM:
o [pocmoTp gocTynHeix harnos Ha FTP-cepsepe.
2. Hactpownka FTP cepsepa:
o 3anyck FTP cepBepa;
o HacTtpovika umeHu nons3oBaTtens v naponsa Ans sxoaa Ha FTP-cepsep.
o W3meHeHune BpemeHn oxungaHua FTP-cepsepa.
3. Hactpornika TFTP-cepsepa:
o 3anyck TFTP cepsep;
o WameHeHne BpemeHun oxmngaHua TFTP-cepeepa;

o HaCTDOIZKa Konn4yecTBa pa3 peTpaHcnauun oo TaﬁmayTa ansa
HenoBpexXaeHHbIX NakeToB.

1. Hacrtpovika FTP/TFTP-knueHTa.
o 3arpyska cannos FTP/TFTP-knueHTOM.

KomaHpa MosicHeHune
Pexum agMuHucTparopa

copy <source-url> <destination-url> [ascii | binary]  3arpy3ska dannos FTP/TFTP-knneHToM

e [IpocMoTp AocTynHbIX hannos Ha FTP-cepsepe.

KomaHpa MosicHeHMne
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Pexxum agMuHUcTpaTopa

ftp-dir <ftpServerUrl> TMpocmoTp goctynHbix dannos Ha FTP-cepeepe. ®opmat agpeca B
OaHHOM criyyae BblmsaauT Tak: ftp://monb3oBaTtens:naporb
@IPv4|IPv6-agpec.

1. Hactpoika FTP-cepBepa.

o 3anyck FTP-cepBepa.

KomaHpa MosicHeHue
FnoGanbHbIN peXxum

ftp-server enable 3anyck cepBepa, KomaHaa «no» BbIKMOYaeT cepBep

no ftp-server enable

e /13meHeHune BpemeHu oxunganHus FTP-cepsepa.

KomaHpa MNosicHeHune
FnoGanbHbIN peXxum

ftp-server timeout <seconds> BbicTaBnsieT BpeMa oxugaHis 4o paspbiBa CBA3N,
no ftp-server timeout "no" Bo3BpaLLaeT 3Ha4YeHME No YMO4YaHu1Io

e HacTpolika nMeHM nonb3oBaTens 1 napons ans exona Ha FTP-cepeep.

KomaHpa MosicHeHune

FnobGanbHbIN pexum

ip ftp username <username> password [0 | 7] HacTpovika nmeHun nonb3oBaTtens 1 napons
<password> ang
Bxoga Ha FTP-cepsep. KomaHga «no»

no ip ftp username <username>
yoanut nms

nonb3oBaTend 1 naposb

1. Hactpowka TFTP-cepsepa.
o 3anyck TFTP-cepBepa.

KomaHpa MosicHeHue
Fno6anbHbIN peXxum

tftp-server enable 3anyck cepBepa, komaHaa «No» BbIKNoYaeT cepeep

no tftp-server enable

e /I3smeHeHune BpemeHu oxungaHma TFTP-cepsepa.
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KomaHpga MosicHeHue
FnoGanbHbIN peXxum

tftp-server retransmission-timeout BbicTaBnsieT TanmayT 0O peTpaHCcnaunm naketa

<seconds>

¢ Hactpoiika konuyecTtBa pas peTpaHcnsauMn 40 TanmayTa Anst HeNnoBpPeXaeHHbIX

nakeToB.
Komanga MosicHeHue
Fno6anbHbIN peXxum
tftp-server retransmission-number YcTaHaBnuBaeT YMCIo peTpaHcnsaummn
<number>

1.2.5.3.3 Tlpumepsl HacTporiku FTP/TFTP
Hactpowiku ogmHakoBbl Ans IPv4- u IPv6-agpecos. MNpumep nokasaH Tonbko ans IPv4-agpeca.

17011 10.1.1.2

 — 10.1.1.1

=

—

PucyHok 2.3 — 3arpyska nos.img davina FTP/TFTP-knueHTOM

CueHapum 1: Vicnonb3oBaHne komMmyTaTopa B kayectse FTP/TFTP-knueHTa. KommyTtaTtop
coeguHaeTcss OAHUM M3 CBOMX NOPTOB C KOMMbIOTEPOM, KOTOpbI aBnaetca FTP/TFTP-
cepsepom ¢ IP-agpecom 10.1.1.1, kommyTaTop Aencteyet kak FTP/TFTP-knueHT,IP-agpec
uHtepderica VLAN1 kommyTatopa 10.1.1.2. TpebyeTtca 3arpy3nTb gann "file.txt" ¢
KOMMblOTEpPa B KOMMYTaTOP.

HacTtpolika komnbloTepa:

3anycTtute nporpammHoe obecneveHne FTP-cepBepa Ha KOMMbIOTEPE N YCTAHOBUTE UMS
nonb3oBatens "PC" n naponb "superuser”. Nomectute gann " file.txt " B COOTBETCTBYOLL M
kaTanor FTP-cepBepa Ha KomMmnbloTepe.

HacTtpoiika kommyTaTopa:

rotek(config)#interface vlan 1

rotek(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
rotek(Config-if-Vlanl)#no shut
rotek(Config-if-Vlanl)#exit
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rotek(config)#exit
rotek#copy ftp://PC:superuser@10.1.1.1/0/file.txt flash://file.txt
[na TFTP-cepBepa nocneaHss KOMaHaa COOTBETCTBEHHO 3aMeHSEeTCs Ha:

rotek# copy tftp://10.1.1.1/0/file.txt flash://file.txt

CueHapui 2: Micnonb3oBaHue koMMyTaTopa B kavectBe FTP-cepBepa. KommyTtaTop paboTtaet
Kak cepBep M NOAKIYaeTCst O4HMM M3 CBOMX MOPTOB K KOMMbIOTEPY, KOTOPbLIN SBNSETCS
knueHToM. TpebyeTcsa nepenath dann «file.txt» ¢ kKoMMyTaTopa Ha KOMMNbLIOTEP U COXPaAHNUTL
ero kak «12_25 file.txt».

Nanee onvcaHa npoueaypa HacTPOWKM KOMMYyTaTopa:

rotek(config)#interface vlan 1

rotek(Config-if-Vlanl)#ip address 10.1.1.2 255.255.255.0

rotek(Config-if-Vlan1)#no shut

rotek(Config-if-Vlanl)#exit

rotek(config)#ftp-server enable

rotek(config)# username admin password O superuser
HacTtpolika komnbloTepa:

3anguTe Ha kKoMmMmyTaTop ¢ nboro FTP-knneHTa ¢ nmeHem nonb3oBatens «admin» u naponem
«superuser», ncrnonb3ynTte komaHay «get file.txt» ans sarpysku darna «file.txt» ¢ kommyTaTopa
Ha KOMMbHOTEP.

CueHapum 3: Micnonb3oBaHne kommyTaTopa B kayectBe TFTP-cepBepa. KommyTtaTop
pabotaeT kak TFTP-cepBep 1 coeQuHSeTCH OOHUM U3 CBOUX MOPTOB C KOMMbIOTEPOM, KOTOPbIN
asnsetca TFTP-knueHToM. Tpebyetca nepegatb dpann «file.txt» ¢ kommyTaTopa Ha
komnbtloTep. [lanee onncaHa npouenypa HaCTPOMKN KOMMyTaTopa:

rotek(config)#interface vlan 1
rotek(Config-if-Vlanl)#ip address 10.1.1.2 255.255.255.0
rotek(Config-if-Vlanl)#no shut
rotek(Config-if-Vlanl)#exit
rotek(config)#tftp-server enable

HacTtpolika komnbloTepa:

3anguTe Ha koMMmyTaTop ¢ nboro TFTP-kNueHTa, Ncnonb3ynTe kKoMaHagy «tftp» ansa sarpysku
«file.txt» dpanna c koMmyTaTopa Ha KOMNbIOTEP.

1.2.5.3.4 O6HoeneHue MO kommyTaTopa ¢ NnomoLlbio FTRP/TFTP
e OO6HoeneHue cuctemHoro MO nnu 3arpysymka

KomaHpa MosicHeHue
Fno6GanbHbIN peXxum

update (system | Ckavatb chawnn MO n3 <source-url> n sanucatb B
bootloader) <source-url> cooTBeTcTBYIOLMN pa3aen FLASH. Ykasatb system ang
obHoBneHunsa cuctemHoro MO unu bootloader ans obHoBREHUA

3arpysuuka
copy <source-url> CkonupoBartb ¢hain B RAM koMmmyTaTopa 1 0OHOBUTL NMOSTyYEHHbIM
(system.img | dannom NO kommyTaTopa. YkasaTb system.img ansa o6HoBneHus

. cuctemHoro MO nnn bootloader.img Ana obHOBNeHMs 3arpy3yuka.
bootloader.img)

1.2.5.3.4.1 Tlpumep obHoBreHus N0


ftp://PC:superuser@10.1.1.1/0/file.txt
flash://file.txt/
tftp://10.1.1.1/0/file.txt
flash://file.txt/
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CueHapum 1: O6HoBUTL cuctemHoe MO ¢ yaaneHHoro TFTP-cepsepa. ®ann npoLLmskm
pacnonoxeH Ha cepBepe 192.168.1.5 1 HasbiBaeTcs vmlinux.bix:

rotek(config)#update system tftp://192.168.1.5/vmlinux.bix

Heobxogumo yuntbiBaTh, 4To 06HOBREHUe 10 3aHMMaeT NpodomkNTENLHOE BpeMS, OKOso 5-
10 MUHYT.

CueHapum 2: O6HOBUTL 3arpy3ymk ¢ yaaneHHoro TFTP-cepeepa. ®ann npowmekm
pacnonoxeH Ha cepBepe 192.168.1.5 n Ha3biBaeTcs u-boot.bin:

rotek(config)#copy tftp://192.168.1.5/u-boot.bin bootloader.img

1.2.5.3.5 YcTpaHeHue HencnpasHocTen FTP/TFTP

1.2.5.3.5.1 Tllouck HeucnpasHocTten FTP

Mepen Havanom npolecca 3arpy3ku/CkadunBaHUsA CUCTEMHbIX hannoB C MOMOLLbIO MPOTOKONa
FTP Heobxoavmo npoBepuTb Hanu4mMe cCoeanHEeHNs Mexay KINMeHTOM 1 CepBepoM, 3TO MOXHO
OCYLLECTBMTb C NOMOLLLLIO KOMaHAb! «ping». Ecnin axo-tectupoBaHne HeygadHo, cnegyet
YCTPaHUTb HEeMonaakn ¢ COeANHEHNEM.

Cneaytollee coobLieHne, oTobpaxxaeTcsi Npu ycrelHon oTnpaeke gainos. Ecnv oHo He
NosIBUNOCH, NOXarnyncra, NpoBepbTe NOAKIOYEHME K CETU U MOBTOPUTE KOMaHOy «Copy» eLle
pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...

331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful. nos.img file length = 1526021 read file ok

send file

150 Opening ASCII mode data connection for nos.img.

226 Transfer complete.

close ftp client.
Ecnu kommyTaTOp OGHOBRISIET (havin NPOLUUBKA UK darin HavyanbHOM KoHUrypaumm Yyepes
FTP, oH He JOMmMKeH NepesanyckaTbCs Noka He nosiButTcs coobuieHune "close ftp client» nnun "226
Transfer complete» ykasbiBatowme Ha ycnelwHoe oOHOBMNEHME, B NPOTMBHOM Clly4yae
KOMMYTaTop MOXET ObITb MOBPEXAEH M ero 3anyck byaet HeBo3moxeH. Ecniv obHoBneHve
yepes FTP He ygaeTcs, nonpobywTe elle pa3 unm ucrnonb3ynte pexmnm BootROM ans
OGHOBIEHNSI.

1.2.5.3.5.2 Tllouck HeucnpasHocTten TFTP

Mepen HavYanom npolecca 3arpy3ku/CkadunBaHUsA CUCTEMHbIX hannoB C MOMOLLbIO MPOTOKONa
TFTP Heo6Xx04MMO NPOBEPUTL HANUUME COEAMHEHUS MEXAY KITMEHTOM U CEPBEPOM, 3TO MOXHO
OCYLLIECTBUTb C MOMOLLIbIO KOMaHAbl «ping». Ecnu Ha oTnpaBneHHbIn echo-request He BbIno
noriy4eHo oTBeTa, cnepyeT YCTPaHUTb Hernonagku ¢ coefuHeHneM.

Cnepytowee coobLieHre, oTobpaxaeTcsa nNpu ycnewHon oTnpaske arnnos. Ecnv oHo He
NosIBUNOCK, NOXanyncra, NpoBepbTe NOAKIIOYEHNE K CETU U MOBTOPUTE KOMaHZY «COPY» eLle
pas.

nos.img file length = 1526021

read file ok

begin to send file, wait...

file transfers complete.

close tftp client.
Cnepytowee coobLieHne, oTobpaxaeTcsa nNpu ycnewHom nonydeHnm dannos. Ecrniv oHo He
NOSIBUITIOCK, NOXanyncra, NpoBepbTe NOAKNIOYEHME K CETU N MOBTOPUTE KOMaHAY «COpy» eLle
pas.

begin to receive file, wait...
recv 1526037

kkkkkhkkkkhkkkhkkhkkkkhkkkkk

write ok transfer complete


tftp://192.168.1.5/vmlinux.bix
tftp://192.168.1.5/u-boot.bin
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close tftp client.
Ecnu kommyTaTtop o6HoBNAET dhann NpoLLMBKM UK hann HavyanbHOW KOHUrypauum yepes
TFTP, OH He OOMmKeH nepesanyckaTbCs Noka He NosiBUTCA coobuleHune "close tftp client» nnun
"226 Transfer complete» ykasbiBatowme Ha ycnewHoe obHOBMEHME, B MPOTMBHOM Criy4ae
KOMMYTaTop MOXET ObITb MOBPEXAEH 1 ero 3anyck byaet HeBo3moxeH. Ecniv obHoBneHve

yepe3 TFTP He ygaeTcs, nonpobyiiTe elle pas uim Ucnonb3ynTte pexum BootROM gns
OGHOBIEHNSI.
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2 KOH®OUT'YPUPOBAHUE NOPTOB

2.1 KOH®UTYPUPOBAHUE NOPTOB

2.1.1 BBepeHue

B kommyTaTOpe cywecTBytoT kabenbHble 1 SFP-nopThI.

Ecnn nonb3oBartenb xo4eT CKOH(bVIprI/IpOBaTb ceTeBoM nopT, OH MOXEeT BBECTU KOMaHAOy

«interface ethernet <interface-list>» ana Bxoga B COOTBETCTBYIOLLMIA PEXMM KOHUIypaLmm
nopta, rae <interface-list> cogepxut ognH unu Heckonbko noptoB. Ecnu <interface-list>
COOEPXKNUT HECKOITbKO MNOPTOB, HOMEpPA NOPTOBR pasdenstoTcs crneumnanbHbIMU CUMBOIAMU «,» U
«-», TAE «,» UCMONb3yeTcs AN NePEeYnCIeHnst MOPTOR, a «-» ANS yKasaHus ananasoHa
HOMepoB NopToB. [lonoxum, onepaunsa AormkHa 6biTb BbiNonHeHa Hag noptamu 2,3,4,5. Toraa
KomaHaa byaeT BbirnsiaeTb Tak «interface ethernet 1/0//2-5». Komanga interface ethernet
1/0/2,5 nepeBoaunT B pexxum KoHdurypmposaHus uHtepdericos 1/0/2 n 1/0/5. B pexume
KOHGMrypawmm nopta MOXXHO U3MEHSTb CKOPOCTb, PEXUM AyMfeKca U HacTpanBaTtb
ynpasneHune TpadduKkom, Npy 3TOM JaHHbIE U3MEHEHMS TPEOYIOT COOTBETCTBYHOLLMX
N3MEHEHNN Ha OTBETHbIX CETEBbIX MOPTaX.

2.1.2 Cnnucok KoMmaHa ansa KoHUrypmpoBaHus NopToB

1. Bxopg B pexum KoHdurypauum nopra.

2. KoHourypaumsa napameTpoB CETEBOro Nopra.

(@]

(@]

(@]

O

O

KoHcpurypaums pexuma combo ansi combo-nopTos.
BkMounTL/BBIKNIOYMTE NOPThI.

KoHdpurypaums nmenm nopra.

KoHdurypaumsa tuna kabens Ha nopry.

KoHdurypaumsa ckopocTu 1 gynrnekca Ha nopTy.
KoHdurypaumsa KOHTPons nosiockl NPonycKkaHus.
KoHdpurypauums ynpasneHns Tpadpukom.
BkrtoyeHune/BbIkMoYEHNE DYHKUMM pacno3HaBaHUs NeTnu.
KoHdurypaumsa KOHTPOs LUMPOKOBELLATENbHbIX LUTOPMOB Ha KOMMYyTaTope.
KoHdurypaumsa pexxuma ckaHuposaHusa nopTa.
KoHpurypaums KoOHTponst HapyLleHUsi CKOPOCTU Ha MopTy.

KoHdurypaumsa nitepsana cbopa cTaTtucTvkmn N0 CKOPOCTH NopTa.

3. BwupTyanbHbi TeCcT kabens.

1. Bxog B pexum KoHdurypauum Ethernet-nopta

KomaHpa OnucaHue

Pexxum rnoGansHOro KOHUrypupoBaHus

interface ethernet <interface-list> Bxopg B pexum koHdurypaumm Ethernet-nopra.

2. KoHurypaums napameTpoB CeTeBOro nopTa.
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KomaHpga

shutdown
no shutdown
description <string>

no description

speed-duplex {auto [10 [100 [1000]] |

forcel0-half | force1O-full |
force100half | force100-full |
force100-fx [module-type

{auto-detected | no-phyintegrated |
phy- integrated}] | {{forcelg-half |
forcelg-full} [nonegotiate [master |
slave]J}| force10g- full}

no speed-duplex

negotiation {on|off}

bandwidth control <bandwidth> [both

| receive | transmit]

no bandwidth control

flow control

no flow control

loopback

no loopback

storm-control {unicast | broadcast |
multicast} <Kbits>

rate-violation {unicast | broadcast |
multicast | all } <10-2000000>

no rate-violation

rate-violation control {block |
shutdown} recovery <0-86400>

3. BupTyanbHbIi TecT kabens.

OnucaHue
Pexum nopta

BkntoyeHme/BbiknoYeHEe yka3aHHOro nopTa.

HasHa4eHne nnm otmeHa nmMeHmn nopTa.

YcTaHoBKa CKOpPOCTM 1 Aynriekca Ha nopTy Ans
100/1000 BASE-TX unun 100 BASE-F. C

ornepaTtopom NO gaHHas komaHaa BocCTaHaBiMBaeT
napamMeTpbl NopTa Nno ymoJ14aHuto, ToO eCTb JOroBOPHYHO
CKOPOCTb U aBTOMATU4ECKOE onpeneneHne aynnekca.

BkntoyeHme/BbIkoYeHne PyHKUMN aBTOMaTU4ECKOro
onpeaeneHusn napameTtpoB ans 1000 BASE-FX.

YcTaHoBKa N oTMeHa 3HauYeHUs Nomnockl NPOMNycKaHus,
ncrnonb3yemon Ans Bxoasiiero/ucxoasiiiero Tpaduka
ONS yKa3aHHbIX NOPTOB.

BkntoveHme/BbikntovYeHne PyHKLUN KOHTpons Tpadduka
0N ykasaHHbIX MOPTOB.

BknoyeHune/BbIknoYeHne pyHKUMKM NeTnn ans
yKa3aHHbIX NMOpPTOB.

BknoyeHne pyHKUMM KOHTPONS LUTOPMOB AN
LLUMpOKOBELLATENbHBLIX, MHOTONOML30BaTENBCKUX U
nepcoHarnbHbIX NAKeToOB C HEN3BECTHLIM agpecoMm
HasHayeHus (KOPOTKUX AN LWMPOKOBeLLaTeNbHOro)
yCTaHOBKa JOMYCTMMOrO Yncna LWMpoKoBeLaTenbHbIX
nakeToB; oopmaTt NO faHHOW KOMaHAbl OTKNOYaeT
OYHKLMIO KOHTPONSA LWIMPOKOBELATENbHbIX LUTOPMOB.

BknioyeHne yHKLMN 3aLMTbI OT LUTOPMOB NS MakeToB
pa3HbIX TUMOB M yCTaHOBKA A0OMNYCTUMOrO YMcna
nakeToB; doopmaT NO gaHHON KOMaHObl OTKMoYaeT
(PYHKUMIO 3aLLMTbI OT LUITOPMOB.

YcTaHaBnuBaeT MakCMMarbHYyt0 CKOPOCTb Npuema
nakeToB Ha NopTy. Ecnu ckopocTb NpUHATUSI NaKeTOB
npeBbIlLAeT paspeLLeHHyo, KOMaHaa BbIKIOYaeT 3TOT
NOpT ¥ KOHUTYPUPYET BPeMsi BOCCTaHOBMEHUS nopTa
(no ymonyanuio 300 c). KomaHga NO oTkntovaeT
YCTaHOBKY.
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KomaHpa OnucaHue
Pexum KoHdurypaumm nopra

virtual-cable-test interface ethernet TecT BupTyansHoro kabens Ha nopre.

2.1.3 Mpumepbl KOH(pUrypauum nopTa

Switch 1

Switch 3

1/0/12

PucyHok 3.1 — MNpumep KoHurypaumm nopta

VLAN He ckoH(urypupoBaHbl Ha kommyTtaTtope. Mo ymonyaHuio ncnonbsyetcsa VLAN1.

KommyTtatop [opt CBomncTBa
Switchl 1/0/7  Numut Bxogdwien nonockl: 50 MouT
Switch2 1/0/8  3epkanunpoBaHHbIA MOPT UCTOYHMKA

1/0/9 100 M6wuTt/c full, 3epkanMpoBaHHbIN NOPT UCTOYHMKA
1/0/10 1000 Mo6wurT/c full, 3epkanMpoBaHHbI NOPT Ha3HaYEHMS

Switch3 1/0/12 100 M6wuT/c full
KoHurypaums npusegeHa Huxe:
Switch1l:

Switch1(config)#interface ethernet 1/0/7
Switch1(Config-1f-Ethernet1/0/7)#bandwidth control 50000 receive
Switch2:

Switch2(config)#interface ethernet 1/0/9

Switch2(Config-If-Ethernet1/0/9)#speed-duplex force100-full

Switch2(Config-If-Ethernet1/0/9)#exit

Switch2(config)#interface ethernet 1/0/10

Switch2(Config-If-Ethernet1/0/10)#speed-duplex forcelg-full

Switch2(Config-If-Ethernet1/0/10)#exit

Switch2(config)#monitor session 1 source interface ethernet1/0/8;1/0/9

Switch2(config)#monitor session 1 destination interface ethernet 1/0/10
Switch3:

| Switch3(config)#interface ethernet 1/0/12
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Switch3(Config-If-Ethernet1/0/12)#speed-duplex force100-full
Switch3(Config-If-Ethernet1/0/12)#exit

2.1.4 YcTpaHeHue HeucrnpaBHOCTEN Ha NOPTY

34ecb NPMBOANTCSA HECKONBbKO CUTYaLMIA, YacTo BCTPEYaoLLMXCst NPy KOHMUIypaLmm nopta, 1
npegnaratoTcsi UX peLleHuns:

e [1Ba coeanHeHHbIX ONTUYECKNX MHTepdenca He NOAHMMAKOTCS eCriv OAUH UHTepdenc
HaCTPOEH Ha aBTOOMNpeAeneHne, a Ha BTOPOM XXECTKO YCTaHOBIEHbI CKOPOCTb U
aynnekc. 3to onpegensietca ctangaptom IEEE 802.3.

He pekomeHayeTcs cneaytollas KOHUrypauus: BKIKOYEHE KOHTPOSS Tpadvka 1
OOHOBPEMEHHO YCTaHOBMEHME NIMMUTA A1l MHOrOMNOSb30BaTeNbCKMX MaKeTOB Ha TOM Xe
MopTY; YCTAHOBKa OJHOBPEMEHHO KOHTPOTS 3a LUMPOKOBELLATENbHbLIMY,
MHOFOMONb30BaTENbCKMMU M NMEPCOHANBHBIMU NakeTamMu ¢ HEU3BECTHLIM Ha3HaYeHUEM 1
orpaHuyeHns nosockl Ha NopTy. Ecnn Takne komMGuMHaLMM yCTaHOBIEHbI, MPOMNYCKHas
CNocoBHOCTL NMopTa MOXET OKa3aTbCs MEHbLUE OXUOAEMOWA.

2.2 PORT ISOLATION. KOHO®UTYPALUA DYHKLUN
n3onAaunm rnorPToB

2.2.1 BBepeHue B PyHKLUMIO U30NSLUN NOPTOB

M3onsauma noptos (Port Isolation) — 3To He3aBMCMMas MOPTO-OPUEHTUPOBAHHASA PYHKLMS,
paboTatoLasn Mmexay nopTamu, KoTopasi M3onNnpyeT NOTOKM pasnnyHbIX NOPTOB APYr OT Apyra.
C nomoLLbio 3TOM PYHKLMKN NONb30oBaTeENb MOXET N3onmposaTb nopTel B npegenax VLAN ans
coxpaHeHus pecypcoB VLAN u ycuneHus cekpeTHocTu ceTu. lNocne Toro, kak ata pyHKuuna
OyaeT ckoHUrypmpoBaHa, NopThl B rpynne n3onmMpoBaHHbIX NOPTOB ByaAyT M3onnpoBaHbl Apyr
OT Apyra, B TO BPEMS Kak NOPTbl U3 pas3fIUYHbIX rpynn n3onaumm Uinm HEM3oNIMPOBaHHbIX MOTyT
nepecbinaTtb AaHHble APYr OPYry COBEPLUEHHO HOpMarbHO. Ha kommyTaTope MoXeT ObiTb
CKOHUrypupoBaHo He 6onee 16 rpynn nsonsauum NOpToB.

2.2.2 Cnucok KomaHAa Ans KoHdurypaumm n3onsaumm noptos
1. Cosgatb rpynny n3onmpoBaHHbIX NOPTOB.
2. [Hob6asutb Ethernet-nopTel B rpynny.

3. OT106pa3utb KOHMUrypauumio rpynmnbl N30nsLumM NopToB.

1. Cosgatb rpynny nsonnpoBaHHbIX NOPTOB.
KomaHna OnucaHue
Pexum rno6anbHOro KOHUrypupoBaHus

isolate-port group <WORD> Cospaet rpynny nsonupoBaHHbIX noptoB. C onepatopom NO

no isolate-port group <WORD> 3Ta KOMaHA4a yaandet rpynny n3ofimpoBaHHbIX MOPTOB.

2. [Oob6asutb Ethernet-noptel B rpynny.
KomaHpa OnucaHue
Pexum rmno6anbHOro KoHUrypupoBaHus

isolate-port group <WORD> [obaBnsieT ogMH NOPT UK rpynny NOpToB B rpynny
switchport interface [ethernet | n3onMpoBaHHbLIX MOPTOB, KOTOPbIE BYAYT N30NUPOBaHbLI OT
port-channel] <IFNAME>
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no isolate-port group <WORD> apyrux noptos B rpynne. Onepatop NO yaanseTt oavH nopt
switchport interface [ethernet|  wnm rpynny nopToB M3 rpynnbl U30NIMPOBAHHbLIX NOPTOB.
port-channel] <IFNAME>

3. OT06pa3utb KOHUrypaumio rpynmnbl N30nsLumM NopToB.
KomaHpa OnucaHue
Pexxum agmunHucTpaTtopa, Pexum rnob6anbHOro koHdurypmposaHus

show isolate-port  NokasbiBaeT KOHMIypauuio rpynn U30MpoBaHHbIX MOPTOB, BKIOYas BCe
group [ <WORD>] ckoOHUrypupoBaHHble rpynmbl N30NMpoBaHHbIX NOpTOB 1 Ethernet-nopTsl
B KaXKa0W rpynne.

2.2.3 Tunosble npumMmepbl PYHKLUU U30NSLUN NOPTOB

wons| Switch1

Switch2 Switch3

RN

PucyHok 4.1 — Tunosble npuMmepbl YHKLUN N30MSL MM NOPTOB

Tononorns n KOHMUrypaLms KOMMyTaTopoB nokaszaHa Ha pucyHke Bbiwwe. [NopTtel 1/0/1, 1/0/10 n
1/0/15 Bce npuHagnexat k VLAN 100. TpeboBaHue 3akntoyaeTcs B TOM, 4Tobbl nocne
BKMOYeHNs pyHKUMKU u3onaumm noptoB Ha kommytatope Switch1 noptel 1/0/1 1 1/0/10 Ha aTom
KOMMYTaTope He MO CBA3bIBATLCA APYr C APYroM 1 06a MOrnu CBA3bIBATLCSA C MOPTOM
1/0/15, cmoTpAWMM B ceTb. TO eCTb €BA3W Mexay nobbimu napamu downlink-nopTos - HeT, 1 B
TO e Bpems CBA3b mexay nobbim downlink-noptom u uplink - paboTaeT. BeiwecTosAwmn nopt
MoXxeT paboTaTb € NobbIM MOPTOM HOPMAIILHO.

KoHdpurypauums kommytatopa SWITCH:

rotek(config)#isolate-port group test
rotek(config)#isolate-port group test switchport interface ethernet 1/0/1;1/0/10

2.3 KOH®OUTYPALUA ®PYHKLUUU PACNO3HABAHUA NETNA
HA MNMOPTY

2.3.1 BBepeHue B (hyHKLUIO pacno3HaBaHUA NeTnun

C pas3BuTneEM ceTeBbIX YCTPONCTB BCe Oornblue 1 OorblLUe Nonb3oBaTenern NogKNiovaTCcs K
ceTu yepes Ethernet-kommyTtatopbl. B NpOMbILLINEHHBIX CETAX NOMb30BaTENyM NoAy4aT AOCTYN
yepes KOMMYTaTOpbl 2-r0 YPOBHS, YTO NPEeAbSABNSAET CTporne TpeboBaHUs K B3auMOLENCTBMIO
MeXay YCTPOMCTBaMU Kak BHELLHEN, Tak U BHyTpeHHel ceTu. Korga TpebyeTcs
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B3aMMOJENCTBME Ha 2-M YPOBHE, COOBLLEHNE OOIMKHO OTNPaBnATLCA TOYHO B COOTBETCTBUM C
MAC-agpecoM ans KoppekTHoM paboTbl Mexay Nonb3oBaTensMun. YCTpONCTBa BTOPOro YPOBHS
3anomuHarT MAC-agpeca, nsydas sxogdawmne MAC-agpeca MCTOYHUKOB NakeToB U Npu
NOCTYMNSIEHUN NakeTa C HEU3BECTHLIM agpecoM UCTOYHMKA OHM 3anucbiBatoT ero MAC-agpec B
Tabnuuy, 3akpennssa ero 3a NOpToM, OTKyAa NpuLLIEen 3TOT nakeT. Takum obpasom crieqyoLwmn
nakeT ¢ AaHHbIM MAC-aapecom B kKadecTBe nopTta HasHaveHus OyaeT oTnpaBreH cpasy Ha
3TOT NopT. TO ecTb agpec cpasy hMKCUpyeTCHa Ha NOPTY ANA OTNPaBKM BCEX NAKETOB.

Korga nakeTt ¢ MAC-agpecom UCTOYHMKA, Y>Ke U3ydeHHbIM KOMMYTaToOpoM, NPUXOAUT Yepes
Apyron nopT, 3anuce B Tabnuue MAC-agpecoB U3MeHSeTCA Takum o6pa3om, YTOObI NakeTbl C
AaHHbIM MAC-agpecom Hanpaensnucb Yepes HOBbIN NOpT. B pesynbTaTte, ecnu Ha yvactke
Mexay ABYMS aapecaTamu CyllecTByeT Kakasd-nmbo netns, sce MAC-agpeca us cetu BTOporo
ypOBHSA ByayT nepecbinaTbCa Ha TOT NOPT, rae cywecTsyeT neTtns (06bivHO MAC-agpeca B
3TOM Cry4ae C BbICOKOW YaCTOTON NEePEKnoYalTcs C OQHOro NopTa Ha APYrou), YTo Bbi3biBaeT
neperpysky u notepto pabotocnocobHOCTM ceTu 2-ro ypoBHs. BoT nouemy Heobxoaumo
NpoBepsATb HanM4ymne NeTnum Ha ceTeBblX NopTax. Korga Ha nopTy onpeaensieTcs neTns,
obHapyXuBLLEE ee YCTPONCTBO JOJPKHO Nocnatb NpeaynpexaeHne B CMCTEMY YNpaBrieHns
CETbHO, NO3BOJIsI CETEBOMY aAMUHUCTPATOPY 0OHApPYXnTb, NOKann3oBaTtb 1 peLinTb Npobnemy
B ceTwu.

Mockonbky cuctema ob6HapyxeHus netenes (Loopback detection) MoxeT aBToMaTMyeCKU
NPYHUMAaTh peLleHns O HaNnYnMKn NeTNN B COEQNHEHUN N €€ NCHE3HOBEHMU, YCTPOWCTBA C
PYHKUMAMU KOHTPOISA Ha nopTax (Takmx Kak n30onsums nopToB U KOHTPOIb 3a 3anOMUHAHUEM
MAC-agpecoB) MOryT 3HaUUTENBHO CHU3UTb Harpy3kKy CETEBOro aAMMHUCTPATOPA, a TakKe
YMEHbLUNTbE BPEMSA peakuumn Ha npobnemy, MUHUMU3NPYS BO3AENCTBME NETNN Ha CEThb.

2.3.2 Cnucok KomaHAa Ana KoHdurypupoBaHus pyHKLUN
pacno3HaBaHuUs NeTnu Ha NopTy

KoHduryprpoBaHue BpeMeHHOro UHTepBara pacrno3HaBaHUs NeTu.
BkrioueHve dyHKUMM pacriosHaBaHUs NeTru.
KoHduryprpoBaHue pexvma nopta npy pacrosHaBaHUy NeTnu.

BbiBOA 0Tnago4vHom MHd)OpMaLI,VIVI Nno pacrno3HaBaHUIO NeTIn.

a c N E

KoHuryprpoBaHue pexxnma BOCCTaHOBIEHUS NpY pacro3HaBaHUM NeThu.

1. KoHguryprpoBaHue BpeMeHHOro HTepBara pacrno3HaBaHUst NeTnu.
KomaHpga OnucaHue
Pexxum rnoGanbHOro KOHUrypupoBaHus

loopback-detection interval-time <loopback>  KoHdurypupoBaHne BpeMEHHOro MHTEpPBana
acno3HaBaHu4 nNeTnum
<no-loopback> P

no loopback-detection interval-time

2. KoHdurypupoBaHue pexunma noprta npu pacnosHaBaHUn NeTnu.
KomaHpa OnwucaHue
Pexxum KoHcurypuposaHus nopta

loopback-detection control {shutdown Bkrno4yeHune 1 BbIKNoYeHE ONpeaeneHHoro pexuma
|block} nopTa npu pacno3HaBaHun NeTnu.

no loopback-detection control
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3. BbiBOA 0TNagoyHon nHopMaLmm no pacno3HaBaHuMio NETNM.
Komanga OnucaHue
Pexum agpMuMHUCTpaTopa

debug loopback-detection  BbiBoa oTnagoyHom nHgopmalmMm no pacrnosHasaHuo netnu. C
onepartopom NO gaHHasa komaHOa npekpalaeT BbiBOg

no debug loopback- o
OTnagoyHON nHGOpMaL K.

detection

show loopback-detection [MokasbiBaeT cTaTyc M pesdynbTaThl pacno3HaBaHUs NeTnm Ha Bcex

[interface <interface-list>] nopTax, ecnu apyrnx napameTpoB HE BBOAUTCS; B MPOTUBHOM
cnydae nokasblBaeTCcs CTaTyc U pesynbTaT pacrno3HaBaHus nNeTnm
ONsi KOHKPETHbIX NOPTOB

4. KoHburypupoBaHue pexrvmMa BOCCTaHOBMEHUS MPU pacno3HaBaHWM NeTnu.
KomaHpa OnucaHue
O6wun pexumm

loopback-detection KoHdurypmnpoBaHue pexnma BOCCTaHOBMEHMS NpY pacno3HaBaHUm
control-recovery timeout neTnu (aBTOMaTU4ECKOE BOCCTAHOBMEHUE UMW HET) NN BPEMEHMU
<0-3600> BOCCTaHOBIEHUS.

2.3.3 Mpumepbl pyHKLMUN pacno3HaBaHUS NeTIN Ha NOPTY

1/0/1

PucyHok 5.1 — TunnuHeli npumMep noaknioveHus

B npvBeaeHHON HUXe KOHUrypauum, KoMMyTaTop onpeaensieT CylWwecTBOBaHME NETNN B
Tononoruun cetu. lNocne BKNOYEHUST PYHKLMM pacriosHaBaHUs NeTNN Ha NOPTY, CMOTPSILLEM BO
BHELLHIOI ceTb, KOMMyTaTop ByaeT yBeAOMNATb NOACOEAMHEHHYIO CETb O CYLLECTBOBaHUU
NeTnM 1 KOHTPONMpPoBaTb NOPT KOMMyTaTopa Ans obecrneyeHnst HopmarnbHoOW paboTbl JaHHON
ceTu.

MocnenoBaTenbHOCTb KOHUrypauum KoMMyTaTopa:

rotek(config)#loopback-detection interval-time 35 15
rotek(config)#interface ethernet 1/0/1
rotek(Config-If-Ethernet1/0/1)#loopback-detection special-vlan 1-3
rotek(Config-If-Ethernet1/0/1)#loopback-detection control block
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Ecnu BbIGpaH meToa BNoKMpoBKM Npu onpeaeneHnm NneTnu, JomkeH 6biTb rnobanbHO BKNOYEH
npotokon MSTP Ha Bcel ceTu, a Takke A0MKHbl OblTb CKOHUTYPUPOBaHbLI COOTBETCTBYHOLLINE
CBA3N MexAay NpoTokornom ceasytolero aepesa n VLAN.

rotek(config)#spanning-tree
rotek(config)#spanning-tree mst configuration
rotek(Config-Mstp-Region)#instance 1 vlan 1
rotek(Config-Mstp-Region)#instance 2 vlan 2
rotek(Config-Mstp-Region)#

2.3.4 PeweHue npobnem c chyHKLMEN pacno3HaBaHUA NeTSIN Ha
nopry

CDyHKLl,I/IFl pacno3HaBaHUA NETIIN Ha NOPTY BbIKIMK4YEeHa NoO yMON4YaHUIo U AOJKHa ObITb
BKItoHeHa npu Heob6XxoaMMoCTH.

2.4 KOHO®PUTYPALUA PYHKLUNA udid

2.4.1 O6wasna nidopmauumsa o udld

OpHoHanpaeneHHoe coegmHenne (Unidirectional Link) — aTo pacnpocTpaHeHHasi npobnema B
CceTn, 0CODEHHO ANa ONTUYECKUX coeamHeHun. Noa ogHOHanpaBneHHbIM COeANHEHNEM
NMOHMMAaEeTCHa CUTyauus, Korga oguH NopT COEANHEHMS MOXET NPUHMMATL COOOLLEeHNS OT
APYyroro nopta, a TOT He MOXET nonyyaTtb Ux oT nepeoro. Ecnv Ha duanyeckom ypoBHe
coefVHeHMe yCTaHOBMNEHO, Npobrema CBA3N MeXay YCTPONCTBAMMN HE MOXET ObIThb
obHapyxeHa. Kak nokaszaHo Ha puUcyHke, Npobriema onTU4EeCKOro COeaUHEHUSA HE MOXET ObITb
obHapyxeHa nocpeCcTBOM MeXaHU3MoB h13MYECKOrO YPOBHSI, TAKUX Kak aBTomMaTuyeckoe
cornacoBaHue napameTpoB.

SwitchA

SwitchB

PMCYHOK 6.1 - I'IepereCTHoe noAgkn4yeHne aByHarnpaBsieHHOro onTM4eckoro coeguHeHus
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SwitchA SwitchB

SwitchC

PucyHok 6.2 — OQuH 13 KOHLOB KaXKA0ro ABYXHanpaBneHHOro onTMYeckoro COeAUHEHNsT He
nogKntoyeH

Takor Bug npobnem 4acTo BO3HMKAET B CUTyaLun, korga unu nHtepdetic, nnmn GBIC (Giga
Bitrate Interface Converter — koHBepTep UHTEpdEenca co CKopocTbio 1 oUT) umeroT
nporpaMmHble Npobrembl, B 3TOM cnydae obopyaoBaHWe CTaHOBUTCS HEAOCTYMHbIM UK
paboTtaeT HenpaBwibHO. OgHOHaMNpaBNeHHOE COeaUHEHNE MOXET BbI3bIBaThb LIEMNY CEPUID
npobrem, Taknx Kak 3alMKNMBaHNe CBA3YIOLLEro AepeBa Uiy LUMPOKOBELLATENbHBIM LUTOpMaMm
(broadcast black hole).

UDLD (Unidirectional Link Detection Protocol — npoTokon obHapy>keHUsi ogHOHanpaBeHHbIX
COeAVHEHMNIN) MOXeT NOMOYb OOHAPYXMTb HEMCNPABHOCTb, KOTOPas BO3HWKAET B CUTyaLUsIX,
nepeYvncrieHHblX Boiwe. B kKommyTaTope, NoAKNioYeHHOM Yepes3 ONTUYECKYHO UMM MEeOHYI0
Ethernet nuHwmio (Takyto kak BUTas napa natow kateropum), udld MOXET MOHUTOPUTL CTaTyC
dmsmdecknx coeguHeHuin. B cnyyae, ecnvn o6HapyXeHo ogHOHanpaBneHHoe CoeanMHeHne, OH
nocelnaeTt npeaynpexaeHne nonb3oBaTensiM U MOXET BbIKITIOYUTL NOPT aBTOMaTUYECKN, UIK
BPYYHYIO, B 3aBUCUMOCTU OT KOHMrypaumm nonb3oBaTens.

OyHkuma udld B kOMMyTaTOpE pacno3HaeT yganeHHble YCTPOMCTBa U NPOBEPSIET KOPPEKTHOCTb
COEAVNHEHMWIN, UCNOSNb3YHA MHTEPAKTMBHYHO CUCTEMY CODCTBEHHbIX coobieHui. Korga udld
BKITIOYEH Ha NOpTY, MEXaHU3M onpegeneHus ctaTyca nopra 3anyckaeTcsl, YTo nogpasymeBaeT
MOCbINKY COOOLLEHNI pa3NNYHOro BMAa, KOTOPbIE MOCKITaTCS pasfnMyHbIMW NO4NPOorpaMmMamMm
3TOro MexaHm3ama 41 NPOBEpPKM cTaTyca CoeaAnHeHu nyteM obMeHa nHdopmaumen ¢
yaaneHHbsiMu yctponcteamu. udld MOXeT QuHaMmMyeckn onpeaensatb MHTepBars, C KOTOpPbIM
yAarneHHoe yCTPONCTBO NOChINaeT CBOU YBEAOMITEHUS] U NOACTPaMBaeT B COOTBETCTBUM C HUM
CBOW nokanbHbIN nHTepean. Kpome Toro, udld obecneurBaet mexaHusm pectaprta, ecnu nopt
Obin 3abnokupoaH udld, Takke coeguHeHne MoOXeT ObiTb MPOBEPEHO eLle pa3s nocne
pecTtapTta. BpemeHHOI MHTepBan NOCkINKK YBEAOMITEHUI 1 pecTapTa nopTa B udld moxeT
KOHMrypmpoBaTbCs nonb3oBatensamu, Takum obpasom udld moxeT 6bicTpee pearnpoBaTh Ha
nNpobremMbl COeAMHEHWI B Pa3fIMYHOM CETEBOM OKpYXXeHuu. [NokaszaTenem npaBuibHON paboTbl
udld siBnsieTcst paboTa coeguHEHWsT B OyNIEKCHOM pexuMe, 3T0 3Ha4mT, 4To udld BkMoYeH Ha
060MX KOHLAX COeAMHEHNS U NCMONb3YeT OAMHAKOBbLIM METOA aBTopM3aunv 1 Naponeb.

2.4.2 Cnucok KomaHa ansa KkoHdurypuposaHusa udld
Bkntouenune dyHkumm udld Ha kommyTaTope.

BkntodyeHune dyHkumm udld Ha nopTy.

KoHpurypaums arpeccMBHOro pexvma Ha KomMmyTaTope.
KoHdurypauus arpeccuBHoro pexuma Ha nopry.

KOHd)I/IpraLI,VIﬂ MeToda BbIKITIO4YEHNA OAHOHanpaBneHHOro cCoeanHeHun4.

o g M w DN RE

KoHdurypaumsa nitepsana ysegomnenui (Hello messages).
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7. KoHdurypauusa nHtepsana BOCCTaHOBMEHUS.
8. PectapTt nopTa, BblkntoueHHoro doyHkumen udld.

9. [emoHcTpaumoHHasa n otnagoyHas uHgpopmaums dpyHkuum udld.

1. Bkntouenne cyHkumm udld Ha kommyTaTope.
KomaHnga OnwucaHue
Pexxum rmo6anbHOro KOHUrypnpoBaHus

udld enable BkntoueHune unu BbikntodeHne yHkumm udld Ha kommyTaTope.
udld disable

2. BkntoveHne yHkumm udld Ha nopTy.
KomaHpa OnucaHue
Pexum KoHcurypupoBaHua noprta

udld enable BkntoyeHne nnu BoiknioveHne dyHkumu udld Ha nopT.
udld disable

3. KoHdbmrypauus arpeccuBHOro pexmnma Ha KoMMmyTaTope.
KomaHpa OnucaHue
Pexum rmo6anbHOro KoHUrypupoBaHus

udld aggressive-mode YcTaHaBnuBaeT pexum paboTbl PYHKUMM Ha KOMMYTaTope.

no udld aggressive-mode

4. KoHdurypaumsa arpecCuBHOro pexxuma Ha noprty
KomaHpa OnucaHue
Pexum KoHcurypuposaHus nopta

udld aggressive-mode YcTaHaBnueaeT pexum paboTbl PYHKLMKN Ha NOPTY.

no udld aggressive-mode

5. KoHpurypaums metoga BbIKNIOYEHNA OOHOHANPaBEeHHOro CoeguHEHMS.
KomaHpa OnucaHue
Pexum rmob6anbHOro kKoHUrypupoBaHus

udld manual-shutdown KoHduryprpyeT meToa BbIKIIOYEHNST OGHOHANPaBNEHHOIo

coeanHeHud.
no udld manual-shutdown A

6. KoHdurypauusa nHtepsana ysegomnenun (Hello messages).

KomaHpa OnucaHue
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Pexxum rno6ansHOro KoHurypupoBaHus

udld hello-interval <integer> KoHdurypauus nHtepsana ysegomnenun (Hello messages),

no udld hello-interval AnanasoH oT 5 go 100 cekyHa. 3HaveHue no ymonyaxuio - 10 ¢

7. KoHdurypauusi nHTepBana BOCCTaHOBMEHMS.
KomaHpa OnucaHue
Pexum rmob6anbHOro KOHUrypupoBaHus

udld recovery-time <integer> KoHgWrypvpyeT MHTEpBan BOCCTAaHOBUTENBHOIO pecTapTa.

no udld recovery-time InanasoH ot 30 go 86400 cekyHA. 3HaYeHUe NO yMOIYaHuio

<integer> — 0 cekyHa.

8. PecTapT nopTa, BblKnto4YeHHOro pyHkuuen udld.
KomaHpa OnucaHue
Pexum rmob6anbHOro KOHUrypupoBaH1s Unn pexxmm KoHdurypmpoBaHusi noprta

udld reset PectapTyeT Bce nopThl B pexvme rnobanbHOro KoHUrypupoBaHusi.
PecTtapTyeT KOHKpETHbIN MOPT B pEXMME KOHUIYPMPOBaHUS nopTra.

9. lemoHCTpaunoHHas 1 oTnagoyHas nHdopmaumsa dyHkunm udld.
KomaHpa OnucaHue
Pexum agpmuHucTpaTopa

show udld [interface ethernet MokasbiBaeT nHcopmaumto no udld. [ns otobpaxeHus

IFNAME] obuwen udld nHpopmaunm napameTpoB HeT. Mpn 3agaHum
KOHKPETHOro nopTa BbiBOAMTCA 06Last MHcpopmauust u
WHdopMaLmsa 0 coceasix No JaHHOMY MOpPTY.

debug udld fsm interface BknoyeHre nnu BbiKNOYEHWE BbIBOAA OTNaA04HON
Ethernet <IFname> WHopmMauunm no onpeneneHHomy nopry.

no debug udld fsm interface
Ethernet <IFname>

debug udld error BkntoyeHune nnum BbikNtoYeHE 0TNaaoyHoN nHdopmaumm 06
oLmbkax

no debug udld error

debug udld event BkntoyeHne nnu BbIKIOYEHWE 0TNag0uHON HpopMaunn o
CobObITUAX

no debug udld event

debug udld packet {receive|send} BknioueHne unu BblknoyYeHe BbiBOAa OTNaL0YHOM

no debug udld packet MHpopMaLIMM MO TUMY COOBLLEHNI

{receive|send}

debug udld {hello|probe|echo| BkntoueHune unu BeIKNOYEHME BbIBOAA AETalbHOM
unidir|all} [receive|send] interface nHdopmaLmm 06 onpegeneHHoOM Tune coobLLEHUI, KOTOpbIe
ethernet <IFname> MOTYT MOCbIIaTbCA UM NPUHUMATLCH Ha onpeaeneHHoOM

no debug udld {hello|probe|echo]| nopty.

unidir|all} [receive|send] interface
ethernet <IFname>



KommyTtaTtop RS-2408GE-PoE AC v2. PykoBoAcTBO MO aKcnnyaTaumm

2.4.3 Tunosble npumepbl KoHdurypaumm udid

PC1

% SwitchA

1/0/2

1/0/1

PC2
1/0/3

SwitchB SEEEEEERERRR \

PucyHok 6.3 — lNepekpecTHOE NoaKNIYEHMEe ABYHAMNPABIEHHOIO ONTUYECKOr0 COeANHEHUS

B ceteBou Tononornn Ha pucyHke nopT 1/0/1 Ha kommyTaTtope A, a Tarke nopt 1/0/3 Ha
KommyTaTtope B — ontudeckue. N coegnHeHne nmeeTt nepekpecTHbIn Tun. PUsndecknii ypoBeHb
BKIMIOYEH 1 paboTaeT HopMarbHO, HO COeANHEHME Ha YPOBHE AaHHbIX HepaboTocnocobHo. udld
MOXeT OnpeaennTb U 3abMnoknpoBaTh Takow TN oWnbKN Ha coeanHeHUn. KoHeYHbIM
pesynbTaTtoM 6yaeT To, 4To nopt 1/0/1 Ha kommyTaTope A, a Takke nopT 1/0/3 Ha koMMmyTaTOope
B 6yayT 3abnokvnpoBaHbl dyHKumen udld. MNopTbl cmoryT paboTats (He 6yayT 3abroKMpOBaHbI)
TONbKO ECNUN COeaAnHEHNE ByAeT KOPPEKTHBIM.

MocnepoBaTenbHOCTb KOH(*)VIrypaLIMVI KOMMYyTaTopa A:

SwitchA(config)#udld enable

SwitchA(config)#interface ethernet 1/0/1

SwitchA (Config-If-Ethernet1/0/1)#udld enable

SwitchA (Config-If-Ethernet1/0/1)#exit
NocnenosaTenbHOCTL KOHUrypaumum kommytaTtopa B:

SwitchB(config)#udld enable

SwitchB(config)#interface ethernet1/0/3

SwitchB(Config-1f-Ethernet1/0/3)#udld enable

SwitchB(Config-1f-Ethernet1/0/3)#exit
B pesynbtate nopt 1/0/1 Ha kommyTaTope A OyaeT 3abnokupoBaH dyHkumen udld n Ha
avcnnee tepmuHana PC1 nosBuTcA cnegytowas nHdopmaims.

%0ct 27 11:09:50 2022 A unidirectional link is detected! Port Ethernet1/0/1 need to be
shutted down!

%0Oct 27 11:09:50 2022 Unidirectional port Ethernet1/0/1 shut down!
MopTt 1/0/3 Ha kommyTaTope B OyneT 3abnokvposaH cdyHkumen udld n Ha gucnnee TepmuHana
PC2 nosiButcs cnegyrowas nHdopmasms.

%0ct 27 11:09:50 2022 A unidirectional link is detected! Port Ethernet1/0/3 need to be
shutted down!
%Oct 27 11:09:50 2022 Unidirectional port Ethernet1/0/3 shutted down!

2.4.4 YcTtpaHeHue Henonaaok pyHkuum udlid

3ameyaHuisi No KOHGUrypaumm:
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e [1ns yBepeHHocTH, 4yto udld cmoxeT onpeaenuTb, YTO OAUH N3 ONTUYECKMX MOPTOB HE
NOAKITHOYEH UMW NOPTbl HEKOPPEKTHO COeAMHEHbI, MOPThl AOMKHbI paboTaTthb B
AYMMNEKCHOM peXuMe U UMeTb OAMHAKOBYI CKOPOCTb.

e Ecnu mexaHnsm aBTOMaTU4YeCKOrO OnpeaerneHms napaMmeTpoB ONTUYECKUX MOPTOB,
OIMH U3 KOTOPbIX BKMIOYEH HEKOPPEKTHO, onpeaenut paboyunn pexum n ckopocTs, udld
He CMOXeT oTpaboTaTb KOPPEKTHO, BHE 3aBUCUMOCTM OT TOrO, BKITKOYEH OH UIKn HeT. B
AaHHOW CUTyauumn NOPT NOMEYaeTCs Kak BbIKIIOYEHHbIN.

e [Ins yBepEeHHOCTUN B TOM, YTO OTBETHbIN NOPT KOPPEKTHO CKOHPUIYpUpPOBaH n
O[HOHanpaBJiEHHOE CoeQMHEHNE CMOXET ObITb KOPPEKTHO onpeaeneHo, Heobxoaumo,
YTOObI HA 000MX KOHLax coeamnHeHus udld ObIn BKITHOYEH U MCNONb3oBarcs
O[MHAaKOBLIN MeTOA aBTOpM3aLmMn 1 Naposib. B Hawem npumepe napornb ¢ 06eunx
CTOPOH He YCTaHOBJIEH.

e WHuTepBan otnpasku hello-coobleHnit MoxeT ObiTb n3ameHeH (aTo 10 cekyHa no
ymonyanuto n konebnetcsa ot 5 go 100 cekyHa), Tak yto udld moryT GbicTpee
pearmpoBaTtb Ha OLUMOKN NOAKMIOYEHMS NNHUI B PA3NINYHbIX YCNOBUAX paboTbl ceTn.
Ho sToT nHTepBan gomxkeH 6biTb MeHbLle 1/3 oT BpemeHu koHBepreHumn STP. Ecnn
WHTEepBar CNULLKOM ANMHHbIA, neTns STP 6yaeTt cdbopmmpoBaHa ao toro, kak udld
OBHaPYXWUT U OTKMIOYUT MNOPT OAHOHaNPaBEeHHOro coeanHennsi. Ecnv nHtepean
CNVLLKOM KOPOTKWIN, ceTeBas Harpyska Ha nopT bygeTt yBenu4yeHa, 4To o3HavyaeT
CHUXeHune nponyckHon cnocobHocTu. udld He obpabaTbiBaeT cobbiTus LACP. OH
obpabaTtbiBaeT kaxgoe coeguHeHmne rpynnel TRUNK (Hanpumep, port-channal, TRUNK
nopTbl) HeE3aBMCMMO ApYyr oT Apyra. udld He paboTaeT ¢ NOXOXMMK NPOTOKONaMu
ApYyrvx npousBoauTenen. 3T0 0O3HaYaeT, YTO NOMb30BaTENM He MOryT UCMONb30BaTb
udld Ha ogHOM KOHLIE 1 MCNonb30oBaTh Apyrne NogobHbIe NPOTOKOMbI HA APYrOM KOHLE
coegunHeHus. udld-pyHKums oTKIOYEeHa MO yMOnyaHuio. Nocne BKIoYeHNs yHKLMK
udld B pexvme rnobanbHOro KOHUypUpPOBaHNS MOXHO BKIOYUTb BbIBOA OTNAA04HbIX
coobuweHuin. CyllecTByeT Heckonbko komaHg otrnagkv (DEBUG) ans BeiBoaa
0TNnagoyHon nHpopmaumn. Hanpumep, nHpopmaumio 0 CoOBbITUAX, COCTOSIHWM,
owmbkax n coobLueHusx. PasnumyHble TUNbl OTNagoYHbIX COOBLLEHNI Takke MOTyT BbiTb
BblBEZEHbI B COOTBETCTBUM C Pa3NIMYHBbIMK 3HAYEHUSMMW NapameTpoB.

e Talimep BOCCTaAHOBMEHNS MO YMOMYAHUIO BbIKIMOYEH U MOXET ObITb BKIOYEH TOMNBKO B
cnydvae, korga nonb3osartenb 3agan Bpems BocctaHoBrneHus (30 — 86400 cekyHA).

KomaHga pectapTta n MexaHu3m nepesarpysky nopra BO34eVCTBYHOT TOMbKO Ha NOPT, KOTOPbIN
Ob1n BbIkMOYeH dyHkuuen udld.

2.5 HACTPOMKA ®YHKLUWUU LLDP

2.5.1 O6wwme ceeageHus o pyHkuun LLDP

[MpoTokon nccnegosaHusa coeanHUTensHoro yposHs (Link Layer Discovery Protocol — LLDP) —
3TO HOBBbIV MPOTOKOM KaHaNbLHOro YpOBHS, ONucaHHbIN B cneumdpukaumm 802.1ab. OH
Nno3BoNisieT COCeAHMM YCTPONCTBAM NOChINaTb YBEAOMIIEHMSI O CBOEM CTaTyce APYriM
YCTPOMCTBAM M1 Ha BCEX MOPTax NoOOro yCTponcTBa COXpaHAaTb MHGopMauuio o6 atoM. Ecnu
Heob6xo4MMO, NOPThI TakK e MOryT nocbinarte MHpopmaumo 06 n3MeHeHun cTaTyca
YCTPONCTBAM, HEMOCPEACTBEHHO MOAKMIOYEHHBIM K HAM. OTa nHdopmMaums 6yaeT coxpaHeHa B
ctaHgapTHbix MIB SNMP. Cuctema ynpaBrneHust CeTbio MOXET NPOBEPSTb COCTOSHNE
COeINHEHMI BTOPOro YPOBHSA Nno uHgopmauunm n3 MIB. LLDP He koHdUrypupyeT unu
KOHTPOMNUPYET 3NeMeHTbl CETU UMK NOTOKM, OH TOSbLKO ONUCHLIBAET KOH(UrypaLmo BTOpOro
ypoBHs. B cneundukaymm 802.1ab Takke onvcbiBaeTcs, kKak MCNONb3yeTcsd MHopmauus,
npepoctasnsiemas LLDP anst obHapyxeHust KOHIIMKTOB Ha BTOPOM YPOBHE. VIHCTUTYT
ctaHgapTtusauum (IEEE) B HacTosiLee BpeMS UCMOMNb3yeT CYLLECTBYIOLL YO (PU3NYECKYIO
Tononoruo, MHTepdgencel n Habopsl MIB IETF.

YnpouieHHo, LLDP — npoTtokon obHapyxeHust cocegHux yctponcts. OH onpegensier
CTaHAapTHbIV MeTog, no3sonsowmin Ethernet yctponcteam, Takum, kak KOMMyTaTopbl,
MapLIpyT13aTopbl 1 TOYKM AOCTyNa yBeAOMIIATb O CBOEM CYLLLECTBOBaHUN Apyrue y3nbl ceTn u
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COXpaHsTb nHdopmaL Mo 060 Bcex coceaHux ycTponcTeax. Kak cneacraume, getansHas
WHhopMaLms O KOHpMrypaumm yCTpONCTBa M O HaMAEHHbIX coceasaxX MOXET 00bABNATLCA
nocpeacTBOM JaHHOro NPOTOKOMa.

B yacTtHocTu, LLDP onpegenseT coctaB OCHOBHOMO MH(pOpMaLMOHHOIO 00bsBNEHMS, nepegady
00bSABNEHMS N METOS COXPaHEHUS AaHHOW MHpopmauun. ns ob6baBneHns cobCcTBEHHON
WHGOPMaLMM YCTPONCTBO MOXET NOChINaTb HECKOMBKO YacTen NMHPOPMaLMOHHOIO
06bsBneHus B ogHoMm LAN-nakeTe AaHHbIX. Tun nepegayv onpegensercs 3HayeHmem nons
TLV (Type Length value — 3HaueHne anuHbl TMna). Bce ycTponcTea, nogaepxusatowme LLDP,
OOIMKHbI NOAAEPXMBaTb ONoBeLLeHns o naeHtudgukatope (ID) yctponcTea u ngeHtndpukaTope
nopta (PortID), HoO npegnonaraeTcs, 4To 60NbLUMHCTBO YCTPONCTB NOAAEPXKMNBAIOT
onoseLleHns 06 MEHN CUCTEMBI, €€ ONUCaHUK 1 NPOU3BOAUTENBHOCTU CUCTEMBI.
OnoBeLLeHus ¢ onncaHnem CUCTEMbl U O MPOU3BOAUTENBHOCTY CUCTEMBbI MOTYT TaKKe
cofepxaTtb NOnesHy nHopMauuio, Heobxognmyto ansa céopa nHopmaumm o NOToKax B
cetn. OnucaHme cMcTeMbl MOXET BKMNOYaTb Takue JaHHbIE Kak NorHoe ums ob6bsBnsemMoro
YCTPOWCTBA, TUMN YCTPONCTBA, BEPCUS €ro OnepaLoHHON CUCTEMbI 1 TaK Janee.

MpoTokon LLDP nossonsieT ynpocTuTb NoMck Npo6rem B KOpnopaTUBHOW CETU, pacLUMPUTb
BO3MOXHOCTU MHCTPYMEHTOB YNpaBrieHWsl CeTbio MyTeM ONpeaeneHnst U XpaHeHUsl TOYHOM
CeTeBoWi CTPYKTYpbI.

MHorme Tunel NporpaMm ynpaBneHusi CeTbio UCMOMb3YT PYHKLMIO aBTOMaTUYECKOro
obHapyxeHus («Automated Discovery») Ans oTCnexmBaHna N3SMeHeHU 1 TeKyLLero COCTOAHUS
TONOMOrMn, HO BONBLUMHCTBO M3 HUX paboTaeT TOMbKO Ha TPETbEM YPOBHE U B Ny4lleM crydae
KnaccuduumnpyeT yCTpoONCcTBa No Ux NoAceTsM. OTW AaHHbIE CIIULWKOM MPUMUTUBHDI,
NO3BOMSAIOT OTCMEXMBATbL TONbKO 6a3oBble cobbITUS, Takme Kak JobaBneHve unn yganeHue
YCTPOMCTB BMECTO AeTanbHON MHAOPMaLMN O HUX U O TOM, KaK YCTPOWCTBA B3aMOAENCTBYIOT
C ceTblo.

NHgpopmauus, cobpaHHas Ha 2 ypoBHe, COAePXKUT cBeaeHUst 06 yCTpoMCTBaXx, UX NopTax u o
TOM Kakue KOMMYTaTopbl C KakuMK coeduHeHbl 1 T. N. OHa Tak e MOXeT rnokasblBaTb
MapLUpYyTbl MEXAY KMeHTamu, KoMMyTaTopamu, MapLupyTUsaTopam U CeTeBbIMU CEpBEpami.
Takne gaHHble 0YeHb BaxHbl A5 onpeaeneHnst U UCCredoBaHUsl UCTOYHMKA NPoGreM Ha ceTu.

LLDP siBnisieTcst None3HbIM MHCTPYMEHTOM YrpaBneHus, NPeAoCTaBASOWMM TOUHYHO
MHGOpMaLMIO O 3epKanMpoBaHUKN CETU, OTOBPaKEHUM NOTOKOB AaHHbLIX U MOUCKE CETEBbIX
npobnem.

2.5.2 Cnucok komaHAa ans koHdurypuposaHusa LLDP
BkntoyeHue LLDP Ha ycTpoiicTBe.

BkntoyeHue pyHkumm LLDP Ha nopTy.

KoHdpurypauums ctatyca LLDP Ha nopTy.

KoHdpurypaums nHtepsana obHoBneHnst coobieHun LLDP.
KoHdpurypaums MHOXUTENS BPEMEHN MOAAEPXKKM coobLweHnn LLDP.
KoHdpurypaums 3agepxkm oTnpaBkM 0OHOBNSAOLLMX COOBLLEHWIA.
KoHpurypaums nHtepsanos noceinkv TRAP-nakeTos.

BkntoveHue dpyHkumn TRAP Ha nopTy.

© ©® N o g kM w DN

KoHdourypaumsa ononHuTeNbHbIX NapaMeTpoB MHAOpMaUmMi ANs OTNpaBku Ha NopTy.
10. KoHdurypauusa pasmepa namsTu, UCNOMb3yeMoit AN XpaHeHnsa Tabnuu, Ha nopry.
11. KoHdourypauua gencreumin npy nepenosniHeHMn naMaTi Ana Tabnuubl Ha nopry.

12. OTo6paxeHune oTnagovHon nHdopmaumm no dyHkummn LLDP,

1. BkntoyeHne LLDP Ha ycTponcTse.
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KomaHna OnucaHue
Pexum rmob6anbHOro KOHUrypupoBaHus

lldp enable Ob6Lee BKIOYEHUE/BLIKIIOYEHNE
lldp disable

2. BknodeHune yHkumm LLDP Ha nopTy.
KomaHpa OnucaHue
Pexxum KoHcurypupoBaHus nopra

lIdp enable BkntoyeHue/BbikntoveHme dyHkumm LLDP Ha nopTy.
lldp disable

3. Kondburypauusa ctatyca LLDP Ha nopTy.
KomaHpa OnucaHue
Pexxum KoHurypupoBaHus nopra

lldp mode (send|receive|both|disable) KoHdpurypaums pexxuma padotbl pyHkumm LLDP

4. KoHdurypauus nHtepeana obHoBrneHus coobuennin LLDP.
KomaHpa OnucaHue
Pexum rmobanbHoro koHdurypuposaHus

lldp tx-interval <integer> KoHdurypaums nHtepana obHoBneHus coobuiexmn LLDP kak

. OnNpeaeneHHon BEMUYMHBI UMK 3HAYEHMWS MO YMOSYaHMIO.
no lldp tx-interval

5. KoHdurypaums MHOXUTENSA BpEMEHM NOAAEPKKM coobLieHmn LLDP.
KomaHpa OnucaHue
Pexum rmobanbHoro koHdurypuposaHus

lldp msgTxHold <value> KoHdurypaumsa MHOXWUTENSA BpeMeHU Noaaepku cooblieHun LLDP

Kak onpegeneHHON BENUYMHbI UMK 3HaYEeHNS MO YMOSYaHuIo.
no lldp msgTxHold pea y

6. KoHdurypaums 3agepkvm oTnpaBky OOHOBMSIIOLLNX COOOLLEHWIA.
KomaHpa OnucaHue
Pexum rmobanbHoOro koHurypupoBaHus

lldp transmit delay <seconds>  KoHdurypaums 3agep>kv oTnpaBku OOHOBNSIOLLNX
COODLLIEHU KaK ONpeaeneHHON BEMUYNHBI UMK 3HAYEHUS MO

no lldp transmit delay YMOMYaHMIo

7. KoHpurypaums nHtepsanos noceinky TRAP-nakeToB.

KomaHpga OnucaHue
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Pexxum rno6ansHOro KoHurypupoBaHus

lldp natification interval <seconds>  KoHdurypaumsa nHtepsanos nocbiniku TRAP-nakeTos
Kak onpeaeneHHON BENUYMHbBI U 3HAYEHUS NO

no lldp notification interval
YMO4aHuto.

8. OToGpakeHne oTnagovHon uHpopmaumm no gyHkuum LLDP.
KomaHpa OnucaHue

Admin, Pexxnum rno6anbHoOro KOHUrypupoBaHus

show lldp OTobpaxeHune TekyLen KoHdurypaumm dyHkuum LLDP.
show lldp interface ethernet OTtobpaxeHne nHpopmauum o koHdurypaumm LLDP Ha
<IFNAME> KOHKPETHOM NopTy

show lldp neighbors interface OTobpaxeHne nHdbopmaumm o LLDP coceasix Ha gaHHOM
ethernet nopTry.

<IFNAME>

show debugging lidp OTobpaxxeHne Bcex NOPTOBR C BKIOYEHHOW DYHKLMEN
oTnagku LLDP

2.5.3 TunoBoun npumep KoHcpurypauuu LLDP
SwitchA

SwitchB
PucyHok 7.1 — Tunoson npumep KoHdurypauum pyHkumm LLDP

Ha cxeme ceTeBow Tononorun, npusegeHHomn Beiwwe, nopt 1,3 Ha KommyTaTope B nogknioyeH K
nopty 2,4 kommytatopa A. lNopT 1 koMmyTaTopa B ckoHUrypupoBaH B pexume npuema
naketoB. Onuusa TLV Ha nopTy 4 kommyTaTopa A ckoHdurypmpoaHa kak portDes n SysCap
(nepepayva nHgopmaumm 06 onncaHnmM NOpTa U BO3MOXHOCTSAX CUCTEMBI.).

KommyTtaTtop A. lNocnenoBaTensHOCTbL KOMaHA KOHUrypauum:

SwitchA(config)# lldp enable
SwitchA(config)#interface ethernet 1/0/4
SwitchA(Config-If-Ethernet1/0/4)# lldp transmit optional tlv portDesc sysCap
SwitchA(Config-If-Ethernet1/0/4)exit
KommyTtaTtop B. lNocnegoBaTensHOCTb KOMaHA KOHUrypaLmm:

SwitchB(config)#lldp enable
SwitchB(config)#interface ethernetl1/0/1
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SwitchB(Config-If-Ethernet1/0/1)# lldp mode receive
SwitchB(Config-If-Ethernet1/0/1)#exit

2.5.4 YcTtpaHeHune HeucnpaBHocTen pyHKkuum LLDP

®yHKkuma LLDP no ymonyaHuio BbikntodeHa. Mocne ee BKNIOYEHNS B pexume rnobansHoro
KOHUrypmpoBaHusi, Nonb3oBaTeny MOryT BKNIOYMTL pexumM otnagkm «debug lldp» ans
NPOBEPKN 0TNaao4Hon uHpopmaumm. Micnonb3ya komaHay «show» yHkumm LLDP MoxHO
BbIBECTU UH(POPMALINIO O KOHPUTYPUPOBaHUN B rNOBanbHOM pexume KOHUrypmpoBaHus,
nnbo B pexxmmMe HacTPONKN MHTEPENCOB.

2.6 PORT CHANNEL. HACTPOUKA ArTPETMPOBAHUSA
NOPTOB

2.6.1 ArpernpoBaHue noprtoB. O6wme cBeaeHusn o Port channel

ArpervpoBaHue NopToB - 3TO NPOLECcC 06beANHEHNS HECKOIbKUX NOPTOB C OAMHAKOBOM
KOHdoMrypauuen v ons Ncnornb30BaHMs NX NOrM4eckn B Ka4ecTBe 04HOro manyeckoro noprta —
nopt-kaHana (Port-Channel), 4To no3BonseT cyMMMpoBaThb NONOCY NPONyCKaHWs B OOHOM
NOrM4ecKoM NMHKE 1 UCNOoNb30BaTb pe3epBnpoOBaHMe.

[nst noHMMaHus TepmmnHa nopT-kaHana (Port channel) Hago BBeCTU NOHSATUE rPynnbl NOPTOB.
'pynna nopToB — 3TO rpynna pmanyecknx NopToB Ha KOHPUrypaLnMoHHOM ypoBHe. TOrnbKo
dm3ndeckme NopTbl B rpynne NopToB MOryT ObiTb YacTblo 06beaUHEHHOTO KaHamna u ctaTtb
yyacTtHukamu Port channel. Jlorndecku rpynna nopTtoB SiBNAETCS HE NOPTOM, a Habopom
noptos. Mpy onpefeneHHbIX yCnosBuax husnyeckue nopThl B rpyrnne nopTos No3BONS0T
nocpencTeom ob6beanHeHus NopToB copmmpoBath Port channel, koTopbii 06nagaet Bcemun
CBOMCTBAMMU JIOrMYECKOro nopTta U Takum obpa3om CTAaHOBUTCS HE3ABUCUMbIM JTOTMYECKUM
nopTom. Arperaums NnopToB — 370 abCTpPaKTHOE NOHATUE, Nnogpa3ymMeBatoLlee no cobou
0b6beaguHeHne Habopa NOpTOB C O4MHAKOBbLIMM CBOMCTBaMM B fiormdeckuin nopt. Port channel
— 3TO Habop hU3NYECKNX NOPTOB, KOTOPLIN NTIOMMYECKN UCMONb3YeTCs Kak 0auH U3NYECKnin
nopT. OH MOXeT NCMNONb30BaTLCS NOMb30BaTENEM Kak 00ObIYHbIN NOPT. OH HE MOXET HEe TONbKO
[00aBNTb MPOMYCKHOWM CNOCOOHOCTM Ha ceTb, HO M cnocobeH obecnevnTb pe3epBupoBaHme
coegunHeHun. OBblYHO 06begMHEHME NOPTOB UCMONb3YETCs, KOrAa KOMMYTaToOp NMOAKITHOYEH K
MapLIpyTU3aTopy, KIMEHTCKOW CTaHLUN U ApYyrmM KOMMYyTaTopam.

SwitchA

<=
-

=)
SwitchB

PucyHok 8.1 — ArpervpoBaHue nopToB

Kak nokasaHo Bbilwe, koMMyTaTop SwitchA o6beaumHun noptel B Port channel. MponyckHas
nonoca Port channel paBHa cymme nponyckHbix cnocobHocTen YeTbipex noptos. Koraa
HeobxoaMMo nepenaTb Tpaduk ¢ koMMmyTaTopa SwitchA Ha SwitchB, pacnpegeneHue Tpaduka
Oynet onpenensaTbca Ha ocHoBe MAC-agpeca UCTOYHMKa U Mnaawero 6uta MAC-agpeca
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npuemHuka. B pesynbTate BblUMCNEHWIA ONpeaenseTcs, kakon nopT OyaeT nepenasaTb
Tpaduk. Ecnu ogun nopt B Port channel HencnpaeeH, Tpaduk 6yaeT nepepacnpenensiteCca Ha
Apyrve nopTbl NOCPEACTBOM anroputma pacnpegenenust. [JaHHbIn anroputm nogaepxnsaeTcs
annaparHo.

KommyTaTop npegnaraet ABa MeTofa KoHpUrypaumm o6 beamHeHnsi MopToB: py4YHOe co3faHue
Port channel n guHammyeckoe NocpeacTBOM NMPOTOKOSAa KOHTPOSSt 0GbeANHEHUSI COeANHEHNIA

(Link Aggregation Control Protocol — LACP). O6begnHeHe BO3MOXHO TOJNbKO A1 NMOPTOB,
paboTaloLmx B pexmme NosiHOro Aynrekca.

[na npasunebHon paboTbl Port channel Heobxoanmo cobntogath crneayoLme yCroBus:
e Bce nopTbl paboTaloT B pexume NOMHOro gynrekca.
e Bce nopTbl MMEIOT OANHAKOBYIO CKOPOCTb.

e Bce nopTbl ABNAIOTCA NOpTamu 4OCTYyNa U NpuHaanexat ogHoMy VLAN, uUnm Bce OHM
ABNSAIOTCA TPAHKOBLIMU NOPTaMM UIM OHWU BCE TMGPUAHBIE NOPThI.

e Ecnu Bce nopTbl SIBNAKTCA TPAHKOBBIMU UMW TMOpUAHLIMUK, TOraa
CKOHApUrypupoBaHHble Ha HUX gonyctumble VLAN 1 ocHoBHOM VLAN A0mKHbI ObITb y
BCEX O4WHAaKOBbIMW.

Ecnu Port channel ckoHurypvpoBaH Ha koMMyTaTope Bpy4HY Man AUHAMUYECKU, cucTema
aBTOMaTUYeCKN Ha3HayaeT NopT C HAMMEHbLLLMM HOMEPOM MacTep-nopToM nopT-kaHana. Ecnu
Ha KOMMYyTaTOpe akTUBMPOBaH NPOTOKON spanning tree (STP), NpoToKoN NOCTPOEHNs1 AepeBa
BocnpuHmMmaeT Port channel kak nornyeckuin nopT u nocelnaet BPDU-nakeTbl Yepes mactep-
nopr.

Ob6beanHeHne NOPTOB XXECTKO CBA3AHO C annapaTHOW YacTbio koMmyTaTopa. KommyTtatop
Nno3BONAEeT arpermposaTtb COeUHEHUA MexXay nobbiMun OBYyMA KOMMYTaTopaMu. MakcumanbHo
BO3MOXHO co3faTtb 128 rpynn no 8 nopToB K KaXaoMn.

Mocne Toro, Kak NOPTbl arpernpoBaHbl, X MOXHO UCMOfb30BaTb, Kak OObIYHbIM NOPT.
KomMyTaTop MMeeT BCTPOEHHbIN peXuM KOHPUrypupoBaHust HTepderca arperawumu,
nonb3oBaTernb MOXeT co3fiaBaTb COOTBETCTBYIOLLYIO KOHUIYpaL Mo B 3TOM pexmmMe TOYHO
TakKke, Kak npn koHdpurypmuposaHun VLAN nnmn dpusmyeckoro nHTepdenca.

2.6.2 O6uwwme cBeaeHuns o LACP

LACP (Link Aggregation Control Protocol) — npoTtokon, 6asupytowmiics Ha ctaHgapte IEEE
802.3ad, n peanuayoLmin MexaHm3Mm gnHammyeckoro obbeanHeHms kaHanos. MNMpotokon LACP
ucnoneayet naketsl LACPDU (Link Aggregation Control Protocol Data Unit) anss o6meHa
UHdopMaLnel ¢ OTBETHLIMU MOPTaMM.

Mocne Toro, kak npoTokon LACP BkntoYeH Ha NOpTY, AaHHbIN NOPT nocbinaeT naketsl LACPDU
Ha OTBETHbIV NOPT CoOeAUHEHUs], yBeOMNAs O npuoputeTe cucteMbl, MAC-agpece cuctemsl,
npuopuTeTe NopTa, MAeHTUdMKaTope nopTta u knove onepaunn. Koraa oTBeTHbIM NOPT
nonyyaet aTy UHpopmaLmio, OHa CpaBHUBAETCS C MHGOPMaLUen o Apyrux noprax, KoTopble
MOryT BbITb 06beanHeHbl. COOTBETCTBEHHO, 06€ CTOPOHbI COEANHEHUST MOTYT JOCTUYb
COrnaleHnst O BKIMKOYEHUN UITM UCKITIOYEHMM NopTa N3 AMHAMNYeCcKon o6 beaAnHEHHON rpynnbl.

Kntoy onepaummn cosgaeTtcs NPOTOKONOM B COOTBETCTBUM C KOMBUHaLMen napameTpos
KOHdpurypauum (CKopocCTb, gynnekc, 6asoBas KoOHMrypaums, Koy ynpaBrneHus) nopTos,
KoTopble 6yayT 06beguHATBLCS.

Mocne BkItOYEHMS NPOTOKONA AMHAMUYECKoro oobeauHeHnst noptoB (LACP), krtod
ynpasrneHusi no ymonyanuto paseH 0. MNocne ctatnyeckoro 06beanHEeHNst MOPTOB NOCPEACTBOM
LACP, kntod yrnpaBrneHus nopta Takon xe, kak ID o6beanHeHHON rpymnnbl.

Mpu auHaMuyeckom o6bearHeHN NOPTOB BCE UNEHbl OAHOM rPYMMbl UMEIOT OAUHAKOBbIN KoY
onepauuu. Mpu ctatmyeckoMm o6beANHEHUN TOMBbKO aKTUBHbLIE MOPThl UMET OANHAKOBbIN KoY
orepauuu.
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2.6.2.1 Cratunyeckoe obbeanHeHue LACP

CraTtnyeckoe 06begMHEHNE BbINOMHAETCS NyTEM KOH(UIYpUpPOBaHNS Nonb3oBaTeneM u He
TpebyeT npoTokona LACP. Npu koHurypmupoBaHum ctatndeckoro LACP-06beguHeHus,
UCNonb3yeTcsa peXxnm «ony» ANa BKIKOYEHWUs nopTa B rpynny arperauuu.

2.6.2.2 [OuHamun4yeckoe obbeanHeHne LACP
1. O6wme nonoxeHnsa guHammyeckoro ooveamHenuns LACP.

JvHamunyeckoe o6beamMHeHne — 3To 06beauHeHVe, co3gaBaemoe/ygansemoe CUCTeMow
aBTomMaTnyeckn. OHO He NO3BONSAET NOMb30BaTENSAM CaMOCTOSATENbHO J06aBNATL UNKU yaansaTb
nopTbl U3 AuHamMu4eckoro o6beanHeHns LACP. MopTbl, KOTOpblE MMET OANHAKOBbIE
napameTpbl CKOPOCTU U Aynnekca, NOAKMOYEHHbIE K OOHUM U TEM Xe YCTPONCTBaM, umerome
OQMHaKOBYIO KOH(UIypaLmnio MoryT BbiTb AnHaMmmyeckn obbeanHeHsl B rpynny. B cnyyae, ecnu
TONbKO OAVH MOPT MOXET Co3[aBaTb AMHaAMU4Yeckoe obbeanmHeHne, 3TO Ha3biBaeTCs
0QHOMOPTOBLIM 06beanHeHneM. [Npu guHammnyeckom 06beamHeHn LACP-npoTokon Ha nopTy
AOMXKEH BbITb BKIIOYEH.

LACP ncnonb3ayet LACPDU coobuieHus ans obmeHa nHdopmaumern ¢ cocegHen CTOPOHOM.

Mocne BkntoyeHus LACP nopt nocbinaet LACPDU, yBeaomMnsas OTBETHYIO CTOPOHY O
npuoputeTte n MAC agpece cuctemsl, npyopuTeTe 1 agpece nopta u knove onepaunn. Koraa
OTBETHbIN NOPT NonyvyaeT 3Ty MHOpMaL Mo, OH CpaBHUBAET €€ ¢ MHopmaumen 0 CBONX
nopTax, HaCTPOEHHbIX Ha arperayuto. Takum obpasom obe CTOPOHbI AOCTUralT COrfaLIEHNs O
BKITHOYEHUN NN NCKNIOYEHUN NOpTa U3 JMHAMUYECKOW rpynnbl arperayuu.

2. Pexxvmbl NOpPTOB B AMHAMUYECKOW rpynne obbeanHeHus.

B auHamuyeckon rpynne o6beanHeHns NopThl UMEKT ABa cTaTyca — BblOpaHHbIn (selected)
unn «B oxmaaHumy» (standby). O6a Tuna NOpToOB MOryT NocbINaTe U NPUHUMATL NakeThbl
npotokorna LACP, HO nopThkl B cTaTyce «OXUAAHUA» HE MOTYT Nnepechinartb JaHHbIE.

|-|OCKOJ'Ibe cyulecTByeT orpaHn4yeHme Ha MakCumaribHoe KOJ1In4eCTBO NopTOoB B rpynne
arperauunu, ecnm TeKyLLI,MVI HOMeEP NnopTa npesBbilWaeT npegen B rpynne, torga yCTpOVICTBO Ha
OOHOM KOHLE coeguHeHnA goroeapuBaeTca C YCTpOIZCTBOM Ha OpyromMm KoHue Ons
onpeneneHua ctatyca nopTta B COOTBETCTBUU C M,El,eHTVI(bl/IKaTOPOM nopta.

OTanbl cornacoBaHus, cneaywwme:

1. CpaBHeHwne ngeHtucukatopos (ID) yctponcTs (npuoputet cuctembl U MAC-agpec
cuctembl). CHavana cpaBHUBalOTCA npuopuTeTbl cuctem. Ecnmn oHn ognHakoBebie,
Torga cpasHuBatoTca MAC-agpeca yCTPOUCTB. YCTPOUCTBO C MEHbLUNM
NOeHTUMUKaTOPOM NMEET BbICLLNIA MPUOPUTET.

2. 3atem ugeT cpaBHeHWe naeHTUdMKaTopoB NOPTOB (MPUOPUTET NopTa U
ngeHTudukatop nopta). [nsa kaxkgoro nopta Ha CTOPOHE YCTPOMCTBA C HAMBbLICLLUM
NPYOPUTETOM CUCTEMbI CHa4ara CpaBHUBAOTCHA NPUOpPUTETLI MOPTOB. Ecrin
NPUOPUTETHI OAMHAKOBLIE, TOr4a CPaBHMUBAKOTCS UAEHTUdMKaATOPLI NOPTOB. NopT ¢
HaVMeHbLUMM NAeHTUMKATOPOM NopTa CTaHOBUTCS BbibpaHHbIM (selected), a
oCTanbHble CTaHOBATCH B peXUM «oxuaaHue» (standby).

3. B rpynne o6beguHeHUsi NOPT C HAMMEHBLLIMM UAEHTUGMKATOPOM U CTaTyCoM
«BblOpPaHHbIN» CTaHOBUTCS MacTep-nopToM. [ipyrve nopTbl CO CTaTyCOM «BblBpaHHbI»
CTaHOBSITCA Y4aCTHUKaMM rpynnbl.

2.6.3 Hactpowuka Port channel

CosgaHue rpynnbl noptoB (Port-Group) B pexwumMe rnobansHOro KoHUrypmpoBaHusi.
[o6aBneHne NopToB B OnNpeaeneHHyto rpynny U3 pexunmMa KoHurypupoaHus nopTa.
Bxopg B pexum koHdurypuposaHus port-channel.

3apgaHve meToaa 6anaHcMpPOBKK ANS rPynbl NOPTOB.

a ~ N e

3agaHune npuoputeTta cuctembl B LACP-npoToKone.
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6. 3apaHue npuopuTeTa Ans KOHKpeTHoro nopTta B LACP-npoTtokone.

7. 3apaHue pexuma TanmmayTta Ha nopty B LACP-npoTtokone.

1. Co3aaHue rpynmbl NOpPTOB.
KomaHpga OnucaHue
Pexum rmob6anbHOro KOHUrypupoBaHus

port-group <port-group-number> CospgaHue unu yganeHue rpynnsl NOpToB.

no port-group <port-group-number>

2. lo6aBneHve NopToB B OnpedeneHHyto rpynny.

Komanga OnucaHue
Pexum KoHcurypmpoBaHua nopta

port-group <port-group-number> mode {active | [JobaBnseT nopTbl B rpynny 1 ycraHaBnmeaeT
passive | on} NX PEXUM.

no port-group

3. 3agaHne meTtoga 6anaHCUPOBKM ANA YCTPOWCTBA.

KomaHpa OnucaHue
Pexxum rno6anbHOro KOHUrypupoBaHus

load-balance {dst-src-mac | 3agaHue metoga 6anaHcMpoBKM ANs YCTPONCTBA, N3MEHEHNS
dst-src-ip | dst-src- mac-ip}  HauuHaT gercTBoOBaTh Ha rpynne noptoB 1 ECMP dyHKUuK
cpasy.

4. 3agaHve npuoputeTa Ana KOHKpeTHoro nopta B LACP-npoTokone.

Komanpa OnucaHue
Pexum KoHcurypuposaHus nopta

lacp port-priority <port-priority> 3agaHue npuopuTeTa ansa KoHkpeTHoro nopta B LACP-
npoToKore. KoMaHaa no BO3BpaLLaeT 3HaYeHue no

no lacp port-priority YMOMYaH1IO

5. 3apaHuve pexuma Tanmayta Ha nopty B LACP-npoTokorne.
KomaHpa OnucaHue
Pexxum KoHcurypuposaHus nopra

lacp timeout {short | long}  3agaHue pexvma Tanmayta Ha nopty B LACP-npoTokore.

. KOMaHAa nNo BO3BpallaeT 3HavyeHve Mo YMOYaHuio.
no lacp timeout

2.6.4 Mpumepsbl ucnonb3oBaHua Port channel

BapwuaHT 1. Hactpoiika Port channel ansa npotokona LACP.
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NwmeeTtca aea kommyTtatopa SWITCHA n SWITCHB. lMNMopThl 1,2,3,4 Ha kommyTaTtope SWITCHA

- nopThl gocTyna u gobasneHsl B rpynny1 (port-group 1) B aktBHOM pexume. MNopTel 6,8,9,10
Ha kommyTaTope SWITCHB — Toxe nopTbl goctyna n gobaeneHsbl B rpynny 2 (port-group 2) B
naccuBHom pexume. Bce nopTel coeguHeHbl kabensamu.

OTanbl KOHGUrypaLuum nokasaHbl HUXKeE:

Switchl1#config

Switch1(config)#interface ethernet 1/0/1-4
Switch1(Config-If-Port-Range)#port-group 1 mode active
Switch1(Config-If-Port-Range)#exit
Switch1(config)#interface port-channel 1
Switch1(Config-If-Port-Channell)#

Switch2#config

Switch2(config)#port-group 2

Switch2(config)#interface ethernet 1/0/6
Switch2(Config-If-Ethernet1/0/6)#port-group 2 mode passive
Switch2(Config-If-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode passive
Switch2(Config-If-Port-Range)#exit
Switch2(config)#interface port-channel 2
Switch2(Config-If-Port-Channel2)#

SwitchA

SwitchB

PucyHok 8.2 — KoHdpurypauums Port-Channel
PesynbTaTt KOHUrypaumm:

KommyTaTop coobwuT, 4To arpernpoBanune npowso ycnewHo. MNoptel 1,2,3,4 kommyTaTopa
SwitchA BxogaT B rpynny Port-Channel1, a nopTel 6,8,9,10 kommyTaTopa SwitchB BxogaT B
rpynny Port-Channel2.

BapwuaHT 2. Kondwmrypauusa Port channel B pexxume ON.

Kak nokasaHo Ha pucyHke, noptbl 1,2,3,4 kommyTtaTtopa SwitchA — nopTbl goctyna n 6yayT
pobaeneHbl B rpynny1 (port-group 1) ¢ pexxumom ON. MopTkl 6,8,9,10 kommyTaTopa SwitchB —
TOXe NopTbl 4ocTyna u 6yayT gobasneHsl B rpynny2 (port-group 2) ¢ pexxumom ON.

OTanbl KOHd)VIpraLI,I/IVI NoKa3aHbl HMXe:

Switch1#config

Switch1(config)#interface ethernet 1/0/1
Switch1(Config-If-Ethernet1/0/1)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/1)#exit
Switch1(config)#interface ethernet 1/0/2
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Switch1(Config-If-Ethernet1/0/2)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/2)#exit
Switch1(config)#interface ethernet 1/0/3
Switch1(Config-If-Ethernet1/0/3)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/3)#exit
Switch1(config)#interface ethernet 1/0/4
Switch1(Config-If-Ethernet1/0/4)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/4)#exit

Switch2#config
Switch2(config)#port-group 2
Switch2(config)#interface ethernet 1/0/6
Switch2(Config-1f-Ethernet1/0/6)#port-group 2 mode on
Switch2(Config-If-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode on
Switch2(Config-If-Port-Range)#exit

PeaynbTat koHGUrypauuu:

MopTtbl 1,2,3,4 Ha kKoMMmyTaTope SwitchA gob6aBneHbl Mo NopsiAKy B rpynny NopTtoB 1 B pexnme
ON. KommyTaTtopy Ha yaaneHHOM KoHLe He TpebyeTcs obmeH naketamu LACP ons
3aBepLUeHns obbeamHeHus. Arperaums 3aBepLuaeTcs cpasy, Korga BbINOMHAETCH KomaHaa
pobasneHus nopta 2 B rpynny 1. MopTbl 1 1 2 06beanHsatoTes B port channel 1. Korga nopt 3
BcTynaet B rpynny 1, port channel 1 n3 noptos 1 n 2 pasbupaetcsa n nepecobmpaeTcsi C NOPTOM
3 onate B port channel 1. Korga nopt 4 Bctynaet B rpynny 1, port channel 1 n3 noptos 1,2 un 3
pasbupaetcs n nepecobupaeTtca ¢ noptom 4 onate B port channel 1 (Hago oTMETUTh, YTO
KaXXObll pa3, korga HOBbIW NMOPT BCTynaeT B rpynny obbeanMHeHMs NOPTOB, rpynna pa3bupaeTcs
n cobnpaetcs 3aHoOBO). Tenepb Bce 4 nopTa Ha 06oMx kKoMMyTaTopax 06 beAUHEHbI B peXnme

«ON».

2.6.5 YcrtpaHeHue HeucnpaBHocTen Port channel

Ecnu Bo Bpems koHMrypaumm o6beamMHeHrsi NOpTOB BO3HUKNW Npobriemel, B NEPBYIO odepeab
npoBepbTE crieaytoLlee:

e YbBeguTechb, 4YTO BCE nopTbl B rpynne nMerT OaNHaKoBble HaCTpOVIKM, Hanpumep, oOHn
BCe B peXunme NnoJyiHOoro gynnekca, MUMerT OOMHaKOBYH CKOPOCTb U HaCTpOVIKM VLAN.
Ecnn 06Hapy>|<eHb| HECOOTBETCTBUA, UCMpaBbTe 3TO.

HekoTtopble komaHgpl (arp, bandwigth, ip, ip-forward n 7.4.) He MOryT 6bITb MCNONB30BaHbI Ha
noptax B port channel.

2.7 KOH®OUTYPUPOBAHUE MTU

2.7.1 O6wume cBeaeHust oo MTU

MTU (Maximal Transmition Unit) — makcumarnbHbIA pa3mMep kagpa AaHHbIX, KOTOPbIA MOXET
ObITb Nepenan 6e3 coparmeHTauyuu. Mo ymonyaH1o KOMMyTaTop oTnpaenseT\NnpuHNMaeT
Kagpbl AaHHbIX pa3mepom He 6onee 1500 6ant. MNakeT, nmetowmii pasmep ot 1519 go 9000,
NPUHATO HasbiBaTb JUMBO-tpenm.

B HacToswmmn MoMeHT Jumbo-cperiMm He MMeEeT onpeaensaLero CTaHgapTa B CETEBbIX
TEXHOMOorMsax (B YaCTHOCTU, He Bbiny cTaHaapTM3MpoBaHbl hopmat naketa n anuna). Mpu
NCNOSIb30BaHUN TaKMX MakeToB, CKOPOCTb Nepenayn AaHHbIX B CETU yBenuumBaetTca Ha 2 % — 5
%. TexHudeckn JUMBO — 37O yaANUHEHHbIN hpeniM, NocbinaemMbii U NPUHNMaEMbIiA
kommyTatopoM. OaHako, yunTblBasg ANUHY, Takme penmsl He MoryT BbiTb MOCNaHbl Ha
npotieccop yctponctaa. Mbl ncknoyaem nocbInky 60nsbLLUMX penMoB NPoLEeccopy BO BpeMs
npuema nakeToB.
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2.7.2 KoHdurypuposaHne MTU
1. BknoveHne yHkunmn MTU.

KomaHpa OnucaHue
O6wWwun pexumm

mtu [<mtu-value>] BkntovaeT dyHkumto npmema/nockinikn JUMBO-cperimoB. KomaHaa

no mtu enable NO BbikntovaeT yHkumo npuema/nocsinkn JUMBO-chpenmos.

2.8 ®YHKUUA PORT-SECURITY. BE3OMNACHOCTb NOPTOB

2.8.1 BBepeHue

Port-Security — aTo MexaHun3Mm, ocHoBbIBaoLwWminca Ha MAC-agpece ong ynpasfieHns 4OCTYNoM
K ceTn. ATo paclumpeHmne cyuiectytowmnx ayteHTudmkaumn 802.1x 1 MAC. OH KOHTponupyeT
OOCTYN HEaBTOPU3NPOBAHHbLIX YCTPONCTB ceTu, nposepsas MAC-agpec NCTOYHMKA NONYy4YEHHOro
Kagpa 1 JoCTyn K HeaBTOPU3MPOBaHHbLIM YCTPOMCTBaM, nposepsas MAC-agpec ycTponcTea
HasHa4deHwus B kagpe. C Port-Security, nonb3oBaTenb MOXET HacTpanBaTb pasfnnyHble PEXUMbI
©e3onacHoCTU nopTta Ansg Toro, YTobbl YCTPOMCTBO 06yyYanock TonbKo neraneHbiMm MAC-
agpecam nctouHuka. Ecnv nocne BknioveHns Port-Security ycTponcTso obHapyxmBaeT ppenm
¢ HeBepHbIM MAC-agpecom, 3TO Bbi3biBaeT COOTBETCTBYHOLLYIO (pyHKUMO Port-Security n
BbINOSHAET NpegonpeneneHHble AeUCTBMS aBTOMaTMyeckn. [aHHbIn pyHKUMOHAN CHUXaeT
06beM NoNb30BaTENBCKOrO 0BCMYXMBAHMSA N 3HAYUTENBHO NOBbIAET 6€30MacHOCTb CUCTEMBI.

2.8.2 HacTtpowka 6e3onacHoOCTU NOpTOB

1. bBa3soBble HacTpoikun 6e30nacHOCTM NOPTOB.

KomaHpa OnucaHue
Pexum KoHcurypuposaHus nopta

switchport port-security HacTtpoiika 6e3onacHOCTM NOPTOB Ha UHTepdeENce.

no switchport port-security

switchport port-security mac- HacTpolika cratudeckoro 6esonacHoro MAC-agpeca Ha
address <macaddress> [vlan uHTepdeiice
<vlan-id>]

no switchport port-security
mac-address

<macaddress> [vlan <vlan-

id>]

switchport port-security HacTpowika makcMManbHoro yucna 6esonacHeix MAC-agpecos,
maximum <value> [vlan paspeLleHHbIX Ha nHTepdeince

<vlan-list>]

no switchport port-security
maximum <value> [vlan

<vlan-list>]
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switchport port-security Korga npeBbIlLeHO MakcuManbHOe YMCo HacTPOeHHbIX MAC-
violation {protect | restrict | appecoB, MAC-agpec gocTtyna K UHTepdency He npuHagnexvr
shutdown} aTomy uHTepcpericy B Tabnmue MAC-agpecos nnnm MAC-agpec

HaCTPOEH Ha HeCKonbko MHTepdericoB B ogHom VLAN, oHn oba

no switchport port-security OyayT HapywaTb 6e3onacHocTe MAC-aapecos.

violation

switchport port-security aging BkntoyaeTt BpemMs unu Tun ctapeHus port-security Ha
{static | time <value> | type nHTepdence.
{absolute | inactivity}}

no switchport port-security
violation aging {static | time |
type}

Pexxum agMuHUcTpaTopa

clear port-security {all | Ctnpaet BBeaeHHble 6e3onacHbie MAC-agpeca Ha
configured | dynamic | sticky} uHTepdelice.

[[address <mac-addr> |

interface <interface-id>] [vlan

<vlan-id>1]]

show port-security [interface  NokasbiBaeT KOHUrypaumio.
<interface-id>] [address

| vlan]

2.8.3 Mpumepbl HacTpounku Port-security

PC1 ——
. B

PucyHok 10.1 — Tunn4yHasa cxema tononoruun gns 6esonacHocTy nopTa.

Ha nHTepdeliice BkntoveHa yHKuma 6e3onacHOCTM nopTa, HAaCTPOEHO MaKCUMarnbHOE YNCIo
paspeLueHHbIX UCToYHUKoB MAC-afpecoB Ha uHTepdence pasHoe 10, u uHTepdenc
paspewaeT goctyn 10 nonb3oBaTensamM B MHTepHeT. Ecnn npeBbiLeHO MakcuMarnsHoe
KONMMYECTBO, TO HOBbLIW NOMNb30BaTeNb HE NONYYUT JOCTYN B UHTEPHET, YTO HE TOMNBLKO
OTrpaHN4mMT YNCIO Nornb3oBaTenen, Ho U caenaeT A0CTyN B MHTepHeT 6e3onacHbiM. Ecnu
cAenaTtb HACTPOWKY MakcumanbHoro Yucna 6esonacHeix MAC-agpecoB paBHOM 1, TO TOMbKO
PC1 vnn PC2 nonyyat gocTyn B ceTb.

Mpouecc HacTpownKK:

#Configure the switch.
rotek(config)#interface Ethernet 1/0/1
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rotek(config-if-ethernet1/0/1)#switchport port-security
rotek(config-if- ethernet1/0/1)#switchport port-security maximum 10
rotek(config-if- ethernet1/0/1)#exit

rotek(config)#

2.8.4 YcTtpaHeHue HeucnpaBHocTten PORT SECURITY

Ecnu Bo3HMKkaloT Npobnemsl ¢ HACTPOWKON 6Ge30nacHOCTU, MPOBEPLTE HE ABMAKOTCS NN OHU
cneacTBMeM Crie4yoLLmMX NPUYNH:

e [lpoBepbTe BkNtoveH nu PORT SECURITY.

Y6eanTech B HacTpoKike MakcumarnbHoro konvyectsa MAC-aapecos.

2.9 HACTPOMKA DDM

2.9.1 BBegeHue

2.9.1.1 Kpatkoe BBegeHue 8 DDM

DDM (Digital Diagnostic Monitor) peanunsyeT pyHkuuto nogpodHoON LMdPOBON ANArHOCTUKN MO
ctangapty SFF-8472 MSA. DDM koHTponupyeT napaMeTpbl CUrHana n oungpoBbIBAET €ro Ha
nHTEepdencHom onTudeckom mogayne. Nocne vyero nHdopmMauusa MoxeT BbiTb cynTaHa
KOMMYTaTOpPOB AN MOHUTOPUHra.

OB6bIuHO onTHYeckMe UM poBbIE MOAYNN NOSAEPKMNBAIOT PDYHKLMIO LMPOBON ANArHOCTUKN.
O6opynoBaHune CeTeBOro ynpasneHns MMeeT BO3MOXHOCTb KOHTPONMpOBaThb NapamMmeTpbl
(TemnepaTypa, HanpsbkeHne, TOK cMeLLeHnst, TX-MOLWHOCTb N RX-MOLLHOCTb) ONTUYECKNX
MoZyrnen Ang nonyyYeHns Ux NoporoBbiX 3HAYEHUN B peXnMe peanbHOro BpEMEHU Ha TeKyLem
onTMyeckoM Moayrne. To nomoraetT 060pya0BaHMI0 CETEBOIO ynpasrneHns obHapyxunsaTb
HEeNCnpaBHOCTWN B ONTUYECKOW MMHUN, COKPATUTb SKCNIyaTaLMOHHYIO Harpy3ky 1 NoBbICUTb
Ha4EeXHOCTb CUCTEMBI.

MpumeHeHne DDM npepocTaBnseT crieaytowme BO3MOXHOCTU:
1. MporHo3 NPoAoMKUTENBHOCTU XXU3HWU MOAYIIS.

KOHTpOﬂMpOBaHMe TOKOB YTE€4KM NO3BOJIAET caesiaTb NPOrHo3 BpeMeHU XU3Hu nasepa.
A,EI,MVIHVICTpaTOp MOXET HaNTN HECKOSIbKO NOTEHLMaNbHbIX np06neM NO0 MOHUTOPUHTY
HanpsaxXeHna n temneparypbl MOAOYINA.

e Bbicokoe HanpsikeHue Vcc npmeeaeT kK nonomke CMOS, HU3Koe — K HeNpaBubHOM
pabore.

e Bbicokass RX-MOLWHOCTb NpUBEAET K NOBPEXOEHUIO MPUHMMALOLLErO MOAYNS, U3-3a
HM3KON RX-MOLLHOCTM MOAYMb HE CMOXET HoOpMarbHO paboTaThb.

(] Bbicokas TemMnepartypa npmueenet K 6bICTpOMy CTapeHunto annapaTtHbIX CcpeacTB.

(] KOHTpOJ'Ib MOLLHOCTH, nonyqaemoﬁ Nno BOJIOKHY, NOMOraeT npoBepnTb BO3MOXXHOCTU
JIMHUK N yaaneHHOoro Kommyrtartopa.

2. OnpegeneHne mecTa NoBpeXaeHus.

B onTOBONIOKOHHOWM NHUN onpeaeneHne HencnpaBHOCTU MMEET Ba>XHOE 3Ha4YeHne ansa
6b|CTp0[7I nepes3arpyskum cepsuca, n3onimposaHme HencrnpaBHOCTM NoMoraeT aaMUMHUCTPaTopy
6bICTp0 HaNTU MECTOMNOJSIOXEHNE HeuncnpasHOCTN B Moayrne (ﬂOKaJ'IbeIIZ mnnm yﬂ,aﬂeHHblVl
MOLI,yﬂVI) U1 Ha JIMHUKN, YTO TakKKe COoKpallaeT BpeMd BOCCTAHOBJIEHNA CUCTEMBI NMOCIe
HEencnpaBHOCTU.

AHannsnpysi ctaTycbl ONOBELLEHUSA Y CUTHANM3aLnK B pexXume peanbHOro BpeMeHu rno
napameTpam (Temnepartypa, HanpsbkeHne, Tok cMeLLeHusl, TX-MOLHOCTb U RX-MOLLHOCTb)
MOHO ObICTPO OBHAPYXWUTb HEUCNPABHOCTb C MOMOLLBbI (PYHKLMY LMGPOBOWN ANArHOCTUKMN.
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Kpome Toro, coctosHmne Tx Fault 1 Rx LOS nmeeT BaxxHOe 3Ha4YeHWe ansi aHanmsa
HENCNPaBHOCTMU.

3. NpoBepka COBMECTMMOCTM.

MpoBepka COBMECTUMOCTM UCMOSb3yeTCs ANs aHanusa, BNsSeTcs N KoHuUrypaums

o6opyaoBaHusi, BKIOYAIOLLIEro ONTUYECKMiA MOAY b, COTfTacoOBaHHOM BPYYHYIO UM COBMECTUMA
C COOTBETCTBYIOLLMM CTaHAapTOM, NMOCKOIbKY BO3MOXHOCTM MOAYNS MOryT ObiTb peanv3oBaHbl
TOJIbKO C COBMECTUMOW KOHbUrypaLmen BKoYatoLwero B cebs AaHHbIi Moaynb 060pyaoBaHus.

MHorga napameTpbl BKMOYaoLWero Mogyrnb 000pyaoBaHUs NPEBbLILLAOT YCTaHOBMNEHHbIE
BPYYHYIO UMK CTAHOAPT COOTBETCTBUS, YTO NPUBEAET K YMEHbLLUEHUIO BO3MOXHOCTEN MOAYNS U
owmnbke nepenayn.

BkniovatoLlee mogynb obopynosaHne He COBMECTUMO:
e HanpspkeHve npesbillaeT yCTaHOBIEHHbIN AnanasoH.

e RX power NpuBOAMUT K Nepesarpyske Unm K MeHbLLEeR YyBCTBUTENBHOCTU
npuemonepeaaTymka.

e TewmnepaTypa npeBbiliaeT AManasoH paboyei TeMnepaTypbl.

2.9.1.2 ®yHkuum DDM
OnuncaHne DDM nokasaHo B cniefytoLlemM npumepe:

1. NMpocmoTp MHOPpMALUK MOHUTOPUHIA Ha NpUeMonepeaaTymke.

AOMUHUCTPATOP MOXET y3HaTb TeKyLLlee COCTOsiHME TpaHCcMBepa U HalTK NoTeHUnarnbHble
npo6rieMbl C MOMOLLbI0 NPOBEPKM CNEeAYHLWNX NapaMeTpoB (BxoasaLas TX-MoWHOCTb, RX-
MOLLIHOCTb, TEMMNepaTypa, HanpsikeHue, TOKN YTeYKN) U 3anpocuTb MHAOPMALIMIO MOHUTOPUHTA
(Takylo Kak OMoBELLEHNS!, CUTHaANM3aLusi, COCTOsIHME B pearibHOM MacluTabe BpeMeHu U T.4.).
Kpome Toro, npoBepka MHOPMaLUM O HEUCNPABHOCTAX ONTUYECKUX MOAynei noMmoraeT
agMUHUCTPaTOPY BbICTPO OGHAPYXUTb HEUCTIPABHYIO NUHUIO Y COKPaTUTL Bpemst
BOCCTaHOBMEHUS.

2. OnpepeneHue 3HayYeHnst nopora nofb3oBaTenemM.

Ons napameTpoB B peancHoMm macwitabe BpemeHm (TX-MOLWHOCTU, RX-MOLHOCTH,
TemneparTypbl, HANPSXKEHWS, TOKOB YTEYKN) eCTb (PUKCMPOBaHHbIE 3HA4YEeHNsI NOpPOoroBs. [oTomy,
YTO MOSIb30BATENbLCKOE OKPYXXEHME PasfiMyHO, NoSib3oBaTellb MOXET ONpeAenimTb 3HavYeHne
nopora (BxoasLiasi CUrHanusaumsi ¢ BbICOKMM W HU3KUM NPUOPUTETOM, OMOBELLEHNE C BbICOKUM
N HU3KUM NPUOPUTETOM), TMOKO KOHTPONMPOBAaThL paboyvee COCTOsIHWE TpaHcKBepa u
HemMeaneHHO 06HapyXuNTb HENCNPaBHOCTb.

HacTtpoiika 3HayeHns Noporos NPoM3BOAUTCS NOfb30BaTENEM U MPOM3BOANTENEM N MOXET
ObITb NokasaHa B TO e Bpemsi. Korga nopor onpeaenseTcs nonb3oBaTenem HepauoHansHo,
OH OyaeT 3anpoLleH y Nonb3oBaTens U curHan TpeBOru 1y onoBeLLeHNs aBTOMaTUYECKN
YCTaHOBWT MOPOT MO YMOMYaHuio (Nofnb3oBaTenb MOXET BOCCTAHOBUTL BCE NMOPOroBbIie
3HAYeHWs MO YMOMYaHMIO).

PaunoHanbHoe noporosoe 3Ha4vyeHue: BbICOKOE/HM3KOe 3Ha4YeHne curHana ornoBeLLeHns
OOJITKHO BbITb Mexay BbICOKUM U HU3KUM CUTHarnom curHannsaunm n BbiICoOkoe 3Ha4eHue nopora
OOJITKHO ObITb BbIlLE, YEM HU3KOE N, @ UMEHHO, BbICOKOE 3Ha4YeHUe CUrHanu3aumm = BbICOKOe
3Ha4yeHue onoBeLLeHUsa = HU3K0oe 3HaYeHMe OnoBeLLeHUs = HU3Koe 3HaYeHne curHanmaaumu.

[na onTudeckoro MOAynNA peXxumMm npoBepKu nojtyd4aemMoro nntTaHna BK4YaeT BHYTPEHHIOK U
BHELLHKOO NPOBEPKY, KOTOPbIE onpeaenuin npon3BoanTersn. Kpome TOro, peEXM NPoOBEPKU
napamMmeTpoB B pearibHOM MacLTabe BpeMeHn 1 NOpPOroBbIX 3Ha4YeHun no YMOITYaHUIO.

3. KoHTponb TpaHcuBepa.

Kpome npoBepku cocTosiHus paboTbl TpaHCUBEpa B pearnibHOM MacluTabe BpemeHu,
NnonNb30BaTENto HYXXHO CreAuTb 3a Nogpo6HON MHpopMaumer 0 COCTOSTHUK, TaKOW Kak
nocnegHee Bpemsi HeMCNpaBHOCTK M ee Tun. KOHTponb TpaHcMBepa NOMOraeT nofb3oBaTento
HaWTK NocrnegHee COCTOsIHNME HEUCMNPaBHOCTM Yepes3 NPOBEPKY FOroB M 3anpocuTb nocrneaHee
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COCTOsIHVE Hernonaaku Yepes BbinorHeHne komaHa. Korga nonb3oBartens HaxoauTt
MHGOpMaLIMIO O HEMoNagKke ONTUYECKOro Moayns, To MHopmauus 06 onTuyeckoM Moayrne
MOXeT ObITb NepenpoBepeHa nocne 06paboTkyn MHGOPMaLMM O HEUCNPaBHOCTU, 34EChb
nonb3oBaTeslb MOXET 3HaTb MHGOPMAaLMIO O HEUCMPaBHOCTU U BO30OHOBUTb MOHUTOPUHT.

2.9.2 Cnucok komaHa KoHdpurypauum DDM
Hactporika DDM:
1. [pocmoTp MHGOPMALUK KOHTPOSS B pearibHOM Maclutabe BpeMEHM.

2. HacTpoiika 3Ha4eHWin nopora curHanusauum Uy OnoBeLLLEHUsI KaxKaoro napaMeTpa Ans
TpaHcuBepa.

3. HacTpoiika COCTOSIHUSI MOHUTOPUHIa TpaHcUBepa.
o Hactpoiika nHTepBana MOHUTOPMHra TpaHcuBepa.
o Hactpoliika cocTosiHUSI BKIIOYEHUS MOHUTOPUHIa TpaHcuBepa.
o [MpocmoTp MHGOPMaLMM MOHUTOPUHIA TpaHCUBepa.

o Ouuctka nHdopmMaumm MOHMTOPUHIa TpaHCMBEpA.

1. NpocmoTp uHdopmaumm KOHTPOMs B peanbHOM MacLuTabe BpeMeHMU.
KomaHpa OnucaHue
Pexum koHdUrypmpoBaHus nopTta, pexxmm agMMHUCTPaTOpa UM rnobanbHbIN PeXUm

show transceiver [interface ethernet <interface- [MpOCMOTP MOHMTOPUHIa COCTOSHMSA
list>] [detail] TpaHcuBepa.

2.9.3 Mpumepsbl npumeHeHus DDM
Mpumep 1:

B nHTtepdencel Ethernet 1/0/21 n Ethernet 1/0/23 BkntodeHsl onTuyeckue mogynu ¢ DDM, B
uHtepdenc Ethernet 1/0/24 sknioyeH ontuyeckmn mogynes 6e3 DDM, B Ethernet 1/0/22 He
BKITIOYEH Kakon-nnbo ontuyeckun mogyrnb. MNpocmoTtp nHdpopmauumn o DDM gnsa onucaHHoro
cueHapuvs NpeacTaBneH HUXe.

e [IpocMOTp MHpOpMaLMK O BCeX UHTepdericax, KOTopble MOryT YiTaTb NapamMeTpsbl B
pexvmMe pearnbHOro BpeMeHu (Npy oTCYTCTBUM ONTUYECKOrO MOAYMS U ONTUYECKUIA
Moayrb He NoaaepXxuBaeTcs, Hpopmaumsa He OyoeT nokasaHa), Ana npuMmepa:

rotek#show transceiver

Interface Temp (°C) Voltage (V) Bias (mA) RXPower (dBM) TX Power (dBM)
1/0/21 28 3,28 23,34 -3,75 -0,79
1/0/23 46 3,28 26,00 -2,10 -2,21

e [lpocmMoTp nogpoOHON MHOPMAaLLMK, BKIHOYAIOLLEN OCHOBHYO MHCpOpMaLuio, 3Ha4YeHne
napameTpoB MOHUTOPWHIa B pearnbHOM MacluTabe BpeMEHU, CUrHam OMOBELLEHMS,
CUrHanmu3auuio, COCTOSIHME HEUCMPABHOCTY U MHPOPMaLMIO NOPOroBOro 3HaYeHWs, Ans
npuMepa:

rotek#show transceiver detail
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Ethernet 1/0/21 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is 1000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information:

RX loss of signal Voltage high

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
Realtime Value High Alarm Low Alarm High Warn
Temperature (°C) 33 70 0 70
Voltage (V) 7,31 (A+) 5,00 0,00 5,00
Bias current (mA) 6,11 (W+) 10,30 0,00 5,00
RX Power (dBM)  -30,54 (A-) 9,00 -25,00 9,00
TX Power (dBM -6,01 9,00 -25,00 9,00

Ethernet 1/0/22 transceiver detail information: N/A
Ethernet 1/0/24 transceiver detail information:
Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is 1000BASE-SX,

Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.
Nominal bit rate is 1300 Mb/s,

Laser wavelength is 850 nm.

Brief alarm information: N/A

Detail diagnostic and threshold information: N/A

2.9.4 YcTtpaHeHue HeucnpaBHocTten DDM

Low Warn
0

0,00

0,00
-25,00
-25,00

Ecnu npu HacTpoike DDM Bo3HMKaloT NpobneMsbl, — noxanyncra, NpoBepbTe ABNSETCA N 3Ta
npobrnema crneacTBUEM CReAYOLWNX NPUYMH:

e YbepguTechb, YTO TPAHCUBEP Ha ONTMYECKOM MOAYMe Obif BKMOYEH Ha NOpTe, MHaye
KoHdurypauus DDM He BygeT nokasaHa.

e [pu otcytcTBum onoBelleHunss no SNMP, ybeautechb, 4to SNMP koppekTHO
CKOHpUIypUpOBaH Ha KOMMYTaTOpE;

e He Bce kommyTaTopbl nogaepxusatt SFP ¢ DDM nnu XFP ¢ DDM, npoBepbTe
TEXHUYECKNE XapaKTEPUCTUKN UCMOSb3YEMOro KoMMyTaTopa u yoeamtech B

NCNonbL30BaHUN YCTPONCTBA C NOAOEPXKKOM COOTBETCTBYOLLEN DYHKLUN.

e lcnonb3oBaHne komaHg show transceiver unu show transceiver detail moxeTt
3aHATb MHOTO BPEMEHMU, TaK Kak KOMMyTaTop GyAeT npoBepsiTb BCE NOPThl, NO3TOMY
pekoMeHAyeTcs 3anpalunBaTh MHOpMaLMio O TpaHCUBEPE Ha onpeaeneHHbIi NopT.

Y6eautech, YTO yCTAHOBIEHHBI NoNb3oBaTeNeM Nopor senaeTcsa gehcTeyowmM. Mpu noGo
oLunGKe NOpPOroBOro 3Ha4eHUs TpaHcueep ByaAeT NochinaTe CUrHanM3aLUno B COOTBETCTBUM CO
3HaYeHMEM, YCTAHOBIEHHBLIM MO YMOMYaHUH0.
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2.10CTATUCTUKA MO NOPTAM

CraTtucTtrka NnopToB KOMMYTaTopa (Tpaduk, OLMBKM, COCTOSTHME) — KITHOYEBOW MHCTPYMEHT ANg
MOHUTOPWHra CeTu U AMarHOCTUKN HeucnpaBHocTen. OHa NO3BONSET BbIABUTL NEPErPYKEHHbIE
nHTepdencel, coboun kabenen n HenpaBuibHbIE HACTPOVKN. Hxe npvBeaeHbl KOMaHabl A4S
npocMoTpa CTaTUCTUKM MO NopTam.

KomaHpa OnucaHue

Pexxum rno6anbHOro KOHUrypupoBaHus

show interface ethernet status [MokasaTb cTaTyc BCex NOpToM
KOMMyTaTopa.
show interface ethernet counter ( packet | rate ) [MokasaTb cyeT4MKM NOPTOB.

Pexum nopta
show interface ethernet <PORT:port> statistics [MonyyeHne cTaTMCTMKM NO NOPTY.

show interface ethernet ( <PORT:port> | MNonyynTb geTanbHyo
<PORT_RANGE:ports>) detail MHdopMaLno O nopTe.
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3 HACTPOMKA BUPTYAJIbHbIX NNOKAJIbHbIX CETEW
(VLAN) " HACTPOUKA MAC

3.1 KoHdurypuposaHue VLAN

3.1.1 HavanbHble cBegeHusi o VLAN

VLAN (Virtual Local Area Network — BUpTyanbHas fnokanbHas ceTb) — TEXHOSOrs,
pasgenstollas normdeckne agpeca yCTpomCcTB B CETU ANS OTAENEeHUA CerMeHTOB CeTU B
3aBMCUMOCTM OT (PYHKLIMIA, BbIMOMHAEMbIX YCTPOUCTBAMMU, NPUITOXKEHUIA NN TpeboBaHWUi
ynpasneHus. LnpokoBelaTenbHbIN, MHOrOaapecHbl U ogHoaapecHbIn Tpaduk B ogHom VLAN
otgeneH ot apyrmx VLAN. Takum obpasom, BUpTyarnbHble foKanbHble rpynnbl MOryT
dopMMpPOBaTLCA HE3ABMCMMO OT (PU3NYECKOTO PaCronoXeHnst yCTponucTB. Ans
ctaHgapTtusauumn npumeHeHna VLAN IEEE ony6nvkosan npoTtokon IEEE 802.1Q. VLAN Ha
KOMMyTaTope paboTaeT B COOTBETCTBMM C 3TUM NPOTOKOSOM.

OcHoBHas nges texHonornm VLAN B TOM, 4TOBbI pasgenutb AnHaMmyeckn 60nbLuyto
nokanbHYylo CeTb Ha HECKOJbKO HE3aBMCUMbIX LLMPOKOBELLaTeNbHbIX JOMEHOB B COOTBETCTBUU
¢ TpeboBaHMAMU, NpeabaBNSEMbIMU K CETH.

SwitchA SwitchB SwitchC
-
<

VLAN 1

0

—

Server1

VLAN 2

VLAN 3

SEEEEEERERRR\ SEEEEEERERR
PC2 PC3

PucyHok 12.1 — Jlorndeckoe onpefeneHune cetn VLAN

Kaxgpiin limpokoBeLlaTenbHbin 4oMeH Ha pucyHke sinsietca VLAN. VLAN bl UMEIOT Te xe
CBOWCTBA, YTO U PU3nYecKne ceTn, 3a UCKIoYeHnem Toro, 4to VLAN — noruyeckoe
obbeauHeHne, a He dmanyeckoe. NMoaTomy oobeanHeHne VLAN OB MOXET cO3aBaTbCs BHE
3aBNCUMOCTU OT PU3NYECKOrO PaCMONOXEHMS YCTPONCTB U LLUMPOKOBELLATENbHBIN,
MHOronosnb30BaTenbCKMN U 0gHOMNOMNb30BaTeNbCKUN Tpaduk BHYTpy VLAN oTaeneH oT Apyrux
VLAN’oB.

Bnarogaps BbilLienepeYncrieHHbIM 0Co6eHHOCTAM, TexHonorus VLAN oBecrneunsaet
cregyroLime npenmyLLecTea:

e ynyduwaeTca npon3BoaAUTENIbHOCTb CEeTHU;
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e  OKOHOMSITCH CETEBble PECYpChl;
e yMpoLlaeTcs ynpaBreHne CeTblo;
e  CHWKaeTcsl CTOMMOCTb CeTu;

e ynyywaercsa 6e30nacHOCTb CETU.

Ethernet-nopTbl kOMMyTaTOpa MOryT paboTtaTb B Tpex pasnuyHbiX pexumax: Access, Hybrid n
Trunk. Kaxgpin pexxvm nmeeTt cBOM CNOCO6 NepechInikiu NakeToB, C METKOM unm 6es.

Access. NMopTbl TMNa Access npuHagnexaT Tonbko ogHoMy VLAN. O6bI4HO OHM MCMOSb3YHTCS
ANA MOAKIMYEHNST KOHEYHbIX YCTPOWCTB, Takux kak MK nnn WI-FI maplipyTtnsatop B kKBapTupe
unu ocpuce.

Trunk. MopTbl TMNa Trunk No3BoONST NepecbinaTtb NakeTbl Heckonbknx VLAN’0B. OHK MOryT
Ucnonb30BaTbCA ANA COeAUHEHNS MeXOy KOMMYyTaTopamMu Unu noaknioveHus
nonb3oBaTenbCKNX ycTponcTB. OBbIYHO UCNONb3yeTCs ANA COEANHEHNST KOMMYTaTOPOB.

Hybrid. MopTel TMNa Hybrid, Takke kak u Trunk, no3BonatOT nepeckinarb NakeTbl HECKOMbKNX
VLAN’0B. OHM MOryT MCNOMNb30BaTbCA NS COEAMHEHUS MexXay KOMMyTaTtopaMmu Unm
NOAKITIOYEHNS NONb30BaTENbCKUX YCTPOWCTB.

MopTbl TMNoB Hybrid 1 Trunk NnpMHMMaloT gaHHbIE NO OQHOMY anropuTMy, HO METOAbI OTNPAaBKK
AaHHbIX OTnnYatoTca: nopThl TMNa Hybrid moryT oTnpaBnsiTb nakeTbl B pa3nuyHble VLAN'bI 6e3
meTkn VLAN’a, Torga kak nopTbl TMNa Trunk oTnpaBnsaoT nakeTbl pasnuyHbix VLAN TOMbKO C
meTkorn VLAN’a, 3a nckniodeHnem VLAN, nponnucaHHOro Ha nopTy Kak native.

Mpumenenne VLAN n GVRP (GARP VLAN Registration Protocol — npotokon perncrpaumm
GARP VLAN) Ha kommyTaTope onucbiBaeTcd B cTaHaapTe 802.1Q. [JaHHasa rmaBa geTtansHo
00bsCHSAET Mcnonb3oBaHue u koHdurypaumio VLAN o n GVRP.

3.1.2 KoHdurypuposaHue VLAN
CospaHue unu yaaneHune VLAN.

YcraHoBka unu yganeHune nmexdn VLAN'a.
MpucoeanHeHue nopta kommyTatopa K VLAN'y.
YcTaHoBKa Tvna nopTta KoMmyTaTopa.
HacTpolika TpaHKOBOro nopra.

HacTpouka nopTa gocryna.

Hactpoiika rubpmngHoro nopta.

BkntodyeHune/BbikntodeHne npasunn 06paboTkm BxodHbix naketoB VLAN Ha nopTax.

© ©® N o g kM w DN

KoHndurypaums npusatHoro VLAN'a.
10. Hactpoiika cesasen npusatHoro VLAN'a.

11. OnpepeneHune BHYTpeHHero naeHtudgukaropa VLANa.

1. CosgaHue unu yganexHue VLAN.
KomaHpa OnucaHue
Pexum rmobanbHOro koHurypupoBaHus

vlan WORD CospaHne/yaanenune VLAN’a unu Bxop B pexum VLAN’a
no vlan WORD
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2. YcraHoBka unu yganenuve nmenn VLANa.
KomaHpa OnucaHue
VLAN Mode

name <vlan-name> YcTtaHoBka unu yganexdve nmexdn VLAN'a

no name

3. NpwucoeanHeHve nopta kommyTtaTopa K VLAN'y.
KomaHpa OnucaHue
VLAN Mode

switchport interface <interface-list> HasHayeHne nopTta kommyTtaTopa VLAN'y

no switchport interface <interface-list>

4. YcTaHoBKa TUNa nopTa KommyTtaTtopa.
KomaHpa OnucaHue
Pexxum KoHurypupoBaHus nopra

switchport mode {trunk | access | YcTaHoOBKa TeKyLLero nopta kak TpaHKoOBOro, nopra goctyna
hybrid} nnm rnépunaHoro.

5. HacTtpoika TpaHkoBOro nopra.
KomaHpa OnucaHue
Pexum koHdurypuposaHusa nopta

switchport trunk allowed vlan {WORD | YctaHoBka/yganeHune VLAN’0OB, NPUNUCaHHbIX K
all | add WORD | except WORD | aToMy TpaHKy. KomaHga

remove WORD
} «NO» BOCCTaHaBnMMBaeT 3Ha4YeHmne no ymon4aHuio.

no switchport trunk allowed vian

switchport trunk native vlan <vlan-id> YctaHoBka/yaaneHne PVID anga TpaHKoBOro nopra.

no switchport trunk native vlan

vlan-trunking enable YcTaHoBKa pexuma npospadyHon nepegaym VLAN

. ceTeln Ha TPaHKOBbIX MHTepdericax 6e3 ux cosgaHus
no vlan-trunking enable P P® A

6. HacTpoiika nopta goctyna.
KomaHpa OnucaHue
Pexxum KoHcurypuposaHus nopta

switchport access vlan <vlan-id> [ob6aBnseT Tekywmin nopT Kk ykazaHHoMy VLAN'’y. KomaHga

. NO BoccTaHaBnMBAaET 3Ha4YeHNe N0 YMONYaHMIo.
no switchport access vlan

7. Hactpoiika rmbpuaHoro nopta.
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KomaHpa OnucaHue

Pexum KoHcurypmpoBaHua nopta

switchport hybrid allowed vlan {WORD | all | YcTtaHoBka/yganeHvne VLAN’a, npynmcaHHoro K
add WORD | except WORD | remove rMépmaHoOMy NOPTY C PEXUMOM METKN nnu 6e3

WORD} {tag | untag} Hee.

no switchport hybrid allowed vlan

switchport hybrid native vlan <vlan-id> YcTtaHoBka/yaaneHune PVID Ha noprty.

no switchport hybrid native vlan

8. BkntoueHue/BbIkntodeHne npasun 06paboTkm BxoaHblx naketoB VLAN Ha nopTtax.
KomaHpa OnucaHue
Pexxum KoHdurypupoBaHus nopra

vlan ingress enable BkntoveHune/BbikntovYeHe Bxoasawmx npasun Ha VLAN'e.

no vlan ingress enable

9. KoHdpurypaums npmsatHoro VLAN’a.
KomaHpa OnucaHue

VLAN mode

private-vlan {primary | isolated | KoHdurypauma VLAN’a kak TekyLiero npusatHoro. KomaHga

community} NO ypanseT npusaTHbI VLAN.

no private-vlan

10. Hactpownka cesazen npusaTtHoro VLAN’a.
KomaHpa OnucaHue
VLAN mode

private-vlan association <secondary-vlan-  YcTaHoBka/yganeHue cBA3en npuBaTHOro
list> VLAN’a.

no private-vlan association

11. OnpeneneHue BHyTpeHHero naeHtudgukatopa VLAN a.
KomaHpa OnucaHue
Pexum rmobanbHOro koHurypupoBaHus

vlan <2-4094> internal OnpepensieT naeHtudgukatop BHyTpeHHero VLAN’a.

3.1.3 Mpumep TunnyHoro npumeHeHnsa VLAN

B cooTBeTCcTBUMM C Tpe6OBaHl/IF|MI/I ﬂpl/IJ'IO)KeHI/IVI n 6e3onacHoCTn CyLLECTBYIOLLYIO JNTOKallbHYO

ceTb Heobxoammo pasgenuTb Ha Tpu VLAN (PucyHok 12.2). Tpu VLAN nmetot

naoeHTndukatopbl VLAN2, VLAN100 n VLAN200. 371 Tpu VLAN oxBaTtbiBaloT ABa PasfnyHbIX

(b|/|3|/1‘-IeCKI/IX MecTa pasmMelleHna: nnowaakm A un B.
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Ha kaxgoli nnowanke nmeetcs KommyTaTop, TpeboBaHus K CBA3M Mexay nioLaakamu
YOOBNETBOPSAOTCA, €CIIM KOMMYTATOPb! MOTYT BhINOMHATL 06MeH Tpadgukom VLAN.

O61BbekT KoHurypauum OnucaHue KoHdurypauum
VLAN2 Site A and site B switch port 2-3
VLAN100 Site A and site B switch port 4-5.
VLANZ200 Site A and site B switch port 6-7.
Trunk port Site A and site B switch port 11.

MopTbl KOMMYTOTOPOB A 1 B B pexknme trunk nogkntoyeHbl K TPAHKOBOMY KaHany Ans nepegaym
mexay yanamu tpacdmka VLAN. OcTanbHble YyCTPOMCTBA NOAKIIOYEHBI K APYrMM nopTam
VLAN’oB.

B gaHHOM npumepe nopTtbl 1 1 12 cBoGOOHbI U MoryT ObITb MCMOMb30BaHbI ANs ynpasndarwmnx
nopToB Unn opyrnx uenen.

(O VLAN 10 Y
o EEEEEN
‘\ »J/f
4 VLAN 2 Y 'a VLAN 200 D
AEEEEERERRRR (RN
Y ol s /
SwitchB |1/0/11
Ve VLAN 2 =, o] s Ay — 2N
-. AEEEEEEERRRR '_E_I — AEEEEEEERRRR |
AN J AN J
e N
RN
=

0 VLAN 100 J
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PucyHok 12.2 — TunnyHasa Tononoruns npumeHernns VLAN'a
LLaru koHurypaumm onucaHbl HUXe:
KommyTtatop A:

rotek(config)#vlan 2
rotek(Config-Vlan2)#switchport interface ethernet 1/0/2-3
rotek(Config-Vlan2)#exit

rotek(config)#vlan 100

rotek(Config-VIan100)#switchport interface ethernet 1/0/4-5
rotek(Config-Vlan100)#exit rotek(config)#vlan 200
rotek(Config-VIan200)#switchport interface ethernet 1/0/6-7
rotek(Config-Vlan200)#exit rotek(config)#interface ethernet 1/0/11
rotek(Config-1f-Ethernet1/0/11)#switchport mode trunk
rotek(Config-If-Ethernet1/0/11)#exit

rotek(config)#

KommyTatop B:

rotek(config)#vlan 2

rotek(Config-Vlan2)#switchport interface ethernet 1/0/2-3
rotek(Config-Vlan2)#exit rotek(config)#vlan 100
rotek(Config-Vlan100)#switchport interface ethernet 1/0/4-5
rotek(Config-Vlan100)#exit rotek(config)#vlan 200
rotek(Config-Vlan200)#switchport interface ethernet 1/0/6-7
rotek(Config-Vlan200)#exit rotek(config)#interface ethernet 1/0/11
rotek(Config-1f-Ethernet1/0/11)#switchport mode trunk
rotek(Config-1f-Ethernet1/0/11)#exit

3.1.4 Mpumep TUNUYHOIO NpUMeHeHusa rmépugHbix (Hybrid) noptoB

SwitchA

st
PC1

PC2

SwitchB

PucyHok 12.3 — TunnyHoe npuMmeHeHne rmbpraHoro noprta

PC1 nogkntodeH k uHtepdericy Ethernet 1/0/7 kommyTtaTtopa B, PC2 nogkntodeH K uHtepgency
Ethernet 1/0/9 kommyTaTopa B. MNopT Ethernet 1/0/10 kommyTaTopa A k nopty Ethernet 1/0/10
KommyTaTtopa B.

TpebyeTtcs, 4tobel PC1 n PC2 He Buaenu gpyr gpyra no tpebosaHusam 6e3onacHoOCTH, HO
OOIMKHbI UMEeTb JOCTYN K APYrMM CETEBbIM pecypcam vepes L3 KoMmyTaTopa A.
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Mbl MOXXeM peannsoBaTb 3Ty cxeMy vyepe3 rmbpuaHei nopt. KoHpurypaums o6bekToB Kak
OMnCaHO HUXeE:

MopT Tun PVID MNMponyckaemble VLAN’bI
Port 1/0/10 of Switch A Access 10 MponyckaeT nakeTtbl VLAN’a 10 6e3 meToK.
Port 1/0/10 of Switch B Hybrid 10 MponyckaeT nakeTtbl VLAN’oB 7,9, 10 6e3 meTOK.
Port 1/0/7 of Switch B Hybrid 7 MponyckaeT nakeTtbl VLAN'0B 7, 10 6€3 MeTOK
Port 1/0/9 of Switch B Hybrid 9 MponyckaeT nakeTtbl VLAN'0B 9, 10 6e3 MeToK.

LLlarn koHurypaumm onucaHbl HUXe:

KommyTartop A:

rotek(config)#vlan 10
rotek(Config-Vlan10)#switchport interface ethernet 1/0/10
KommyTartop B:

rotek(config)#vlan 7;9;10

rotek(config)#interface ethernet 1/0/7
rotek(Config-1f-Ethernet1/0/7)#switchport mode hybrid
rotek(Config-1f-Ethernet1/0/7)#switchport hybrid native vian 7
rotek(Config-I1f-Ethernet1/0/7)#switchport hybrid allowed vlan 7;10 untag
rotek(Config-If-Ethernet1/0/7)#exit

rotek(Config)#interface Ethernet 1/0/9
rotek(Config-If-Ethernet1/0/9)#switchport mode hybrid
rotek(Config-If-Ethernet1/0/9)#switchport hybrid native vian 9
rotek(Config-1f-Ethernet1/0/9)#switchport hybrid allowed vian 9;10 untag
rotek(Config-1f-Ethernet1/0/9)#exit

rotek(Config)#interface Ethernet 1/0/10
rotek(Config-I1f-Ethernet1/0/10)#switchport mode hybrid
rotek(Config-1f-Ethernet1/0/10)#switchport hybrid native vlan 10
rotek(Config-1f-Ethernet1/0/10)#switchport hybrid allowed vilan 7;9;10 untag
rotek(Config-If-Ethernet1/0/10)#exit

3.2 KoHdurypupoBaHue TyHHensa Dot1Q

3.2.1 O6uwme cBeaeHusa o TyHHensx Dot1q

TyHHenb Dotlq, Takke HasbiBaembl QINQ (802.10-in-802.1q), ABnsieTcs paclumpeHmem
npoTtokorna 802.1q. OcHoBHas uges 3aknoyaeTcs B yNakoBke METKM KnueHTckoro VLAN
(CVLAN tag) B meTky VLAN cepsuc-npoarigepa (SPVLAN tag). lNakeT ¢ ABymMs meTkamu
VLAN’a nepefaeTcsa Yepes3 MarmcTparnbHylo CETb MHTEPHET-NpoBangepa, Takum obpasom
obecneunBas NPOCTON TYHHErMb BTOPOro YPOBHS Ansi Nonb3oBaTens. ATO NPOCTO U fnerko ansi
yrnpaBneHus, NPUMEHMMO TOSMbKO Ha CTaTUYECKNX KOHMUIypaLmsax 1 cneunansHo
afanTMpoBaHo Anst HeBOMbLWMX OUCHBIX UM METPO-CETEN, NCMONb3YOLLUX KOMMYTaTopbI
TpEeTbEero ypoBHS Kak MarMctpansHoe o6opyaoBaHue.

lMocne BkrOYeHWs Ha KNMEHTCKOM NopTy, TyHHernb Dotlg npucsamnBaeT Kaxaomy
nones3oBatento naeHtudukatop SPVLAN (SPVID). 3aeck ngeHtudpukatop nonb3osatens — 3.
Takow xe SPVID moxeT OblTb NPUCBOEH TakMM e nosb3oBaTensM Ha apyrux PE (PucyHok
13.1). Korga naket npuxoaut ¢ CE1 Ha PE1, oH HeceT meTkn VLAN’ oB 200-300 BHYTpeHHEN
ceTu nonb3oBaTens. Koraa TyHHenb Dotlq BkrtodeH, knmeHTcku nopT Ha PE1 pobaensieT B
nakeT gononHutensHble MeTkn VLAN'OB, Y KOTOPbIX NOEHTUHUKATOPOM SIBNSIETCA
Ha3Ha4eHHbI nonb3oBaTento SPVID. MNMNotom naket 6yaeT HanpaneH Tonbko B VLAN3,
KOTOPbLIN YXOAUT B CETb MHTEPHET-NpoBanaepa, u 6yaet Hectn Aee meTkn VLAN 0B
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(BHYTpeHHAst MeTka fobasneHa, korga naket npuwen Ha PE1, u gpyras asnsetca SPVID), B To
Bpems kak nHgopmarmsa o knneHtckmx VLAN oTkpbiTa Ans npoBariaepa cetu. Korga naket
pocturHeT PE2 1 nepepg otnpaskoi Ha CE2 ¢ knneHTckoro nopta Ha PE2, BHeLWWHASA MeTka
VLAN’a ygansetcsa vn nakeT, npuweawmii Ha CE2, cTaHOBMTCS MONHOCTBIO MOEHTUYEH MaKeTy,
oTtnpaeneHHomy ¢ CE1. [Ina nonb3oBaTens ponb onepaTopa cetn mexay PE1 n PE2
3aknyaeTcsa B obecneyeHmn kaHana BTOPOro YpOBHS.

CeTb npoBangepa

KnueHT A KnuneHT A

™ 9 AN 200-300

PucyHok 13.1 — MexceTeBoe B3aumogencTemne Ha ocHoe Dotlg-TyHHens

TexHonorna TyHHens Dotlq no3BonsieT MHTEPHET-CEPBUC-NPOBaaepy NoaaepKmBaTb
MHOXecTBO KnmeHTcknx VLAN 0B ¢ nomoLubto ogHoro ceoero VLAN’a. lNpoBangep v KNUeEHT
MOryT KOH(purypumpoBaTb cBon VLAN’bI HE3aBUCMMO OpYr OT Apyra.

TexHonorus TyHHenst Dotlq MMeeT creayloLme XapaKTePUCTUKK:

e O6ecneyeHune npocToro L2-kaHana gnsa nonb3oBartens TpebyeT HeGoNbLINX PeCypcoB
KaK CO CTOPOHbI HACTPOMKM\OBCNYKMBAHMS U CO CTOPOHbI annapaTHbIX BO3MOXHOCTEN
obopyanoBaHus.

e [pyMeHMMa Yepes NPOCTYH CTAaTUYECKYIO KOHDUIYPALIMIO, HE HYXHbI CIOXHast
KOHUrypaums 1 MaHunynsumm.

e OnepaTtop npucsauBaet oauH SPVID kaxgomy nonb3oBaTernto, YTo yBenMyunsaeT
KONMYeCTBO OAHOBPEMEHHO NoAaepXuBaeMblX NOfNb3oBaTenemn; B TO Xe BpeMs
nonb3oBaTeny NMeT MOMHY cBOGOAY Npu BIGOPE 1 ynpaBneHun ngeHTngmkaTtopos
VLAN (nonb3oBatenb BbibupaeT n3 gnanasoHa ot 1 go 4096).

e KnmeHTcKas ceTb NOMHOCTbIO He3aBucuma. Koraa nHTepHeT-cepBuc-npoBangep
MOZEPHU3NPYET CBOI CEThb, KITMEHTCKME CETU He TPeDYIT N3MeHeHNs KoHUrypaumm.

3.2.2 KoHdurypupoBaHue TyHHens Dot1q
1. KoHdurypnposaHune yHKLMM TyHHens Dotlg Ha nopry.

2. KoHdurypuposaHue Tuna npotokona (TPID) Ha nopTy.

1. KoHpurypuposaHue dyHKuun TyHHensa Dotlg Ha nopTy.
KomaHpa OnucaHue
Pexxum KoHcurypuposaHus nopta

dotlg-tunnel enable BkntoueHune / oTkNoYeHne pexuma TyHHenst dotlg Ha nopTy

no dotlg-tunnel enable

2. KongurypmposaHue tuna npotokona (TPID) Ha nopTy.
KomaHpa OnucaHue

Pexxum KoHdurypuposaHus nopra
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dotlg-tunnel tpid KoHdpurypmposaHue Tvna npoTokona Ha
{0x8100]0x9100|0x9200|<1- 65535>} MarucTpanbHOM MOpPTY.

3.2.3 Mpumep TUNUYHOro npumMmeHeHusa TyHHens Dot1q
CueHapwuii:

MorpanHnyHblie y3nel PE1 n PE2 nHtepHeT-npoBangepa nepecoinatoT gaHHble VLAN’oB 200-
300. Mexay CE1 n CE2 knueHtckon cetn yepea VLANS. MopTt PE1 nogkntoyveH k CE1, nopt 10
noAkmntoYeH kK nyénuyHon cetu, TPID nogkntovyeHHoro obopygoeaHust — 9100; MopT 1 PE2
nogkntoveH kK CE2, nopt 10 nogkmntodeH K nybGrMyHOM ceTu.

O6bEeKT KOHUrypauum OnucaHue KoHdUrypaumum
VLAN3 Mopt 1/0/1 y3nos PE1 n PE2.
dotlg-tunnel MopTt 1/0/1 y3anos PE1 n PE2.
tpid 9100

Mpouenypa KoHpUrypaLmm onmcaHa Huxe:
PE1:

rotek(config)#vlan 3
rotek(Config-Vlan3)#switchport interface ethernet 1/0/1
rotek(Config-Vlan3)#exit
rotek(Config)#interface ethernet 1/0/1
rotek(Config-Ethernet1/0/1)# dotlg-tunnel enable
rotek(Config-Ethernetl/0/1)# exit
rotek(Config)#interface ethernet 1/0/10
rotek(Config-Ethernet1/0/10)#switchport mode trunk
rotek(Config-Ethernet1/0/10)#dot1g-tunnel tpid 0x9100
rotek(Config-Ethernet1/0/10)#exit
rotek(Config)#

PE2:

rotek(config)#vlan 3

rotek(Config-Vlan3)#switchport interface ethernet 1/0/1
rotek(Config-Vlan3)#exit

rotek(Config)#interface ethernet 1/0/1
rotek(Config-Ethernet1/0/1)# dotlg-tunnel enable
rotek(Config-Ethernetl/0/1)# exit
rotek(Config)#interface ethernet 1/0/10
rotek(Config-Ethernet1/0/10)#switchport mode trunk
rotek(Config-Ethernet1/0/10)#dot1qg-tunnel tpid 0x9100
rotek(Config-Ethernet1/0/10)#exit

rotek(Config)#

3.2.4 YcTpaHeHue HeucnpaBHocTen TyHHens Dot1q

e Bknoyenune TyHHens Dotlq Ha nopTy B pexume Trunk genaet MeTKy nakeTa gaHHbIX
HenpeackasyeMon, 4To He NoaxoauT ANs Ucnonb3oBaHus. MosToMy He pekomeHayeTcs
ucnone3oBaTtb TyHHerb Dot1q Ha TpaHKOBOM nopTy.

e lcnonb3oBaHue TyHHenNs coBMecTHO ¢ STP/MSTP He nopaepxusaeTcs.
e lcnonb3oBaHue TyHHens coBmecTHO ¢ PVLAN (Private VLAN) He noaaepxuBaeTcs.

e T[locne nameHennn Hactpoek VLAN HEOOXO0OUMMO NepEeENHULManM3MpoBaTh PyHKLNIO
dotlq Ha 3aTpPOHYTLIX NOpTax criefyL MMy KomaHgamu (B pexmme KoHdurypaumm
nopra):
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no dotlg-tunnel enable
dotlg-tunnel enable

3.3 Hactpowuka VLAN-translation

3.3.1 O6wwme ceegeHusn o TpaHcnauum VLAN’oB

®yHkuma VLAN-translation (TpaHcnauus VLAN’0B), kak cnegyeT U3 Ha3BaHus, TpaHCNMpyeT
opuruHanbHbIn naeHtTudpmukatop VLAN’a B HOBbI B COOTBETCTBUM C TpeboBaHMAMM
nonb3oBatens unu ang obmeHa aaHHbIMU Mexay pasnuuHbiMm VLAN amn. TpaHcnaumsa moxeT
NPUMEHATLCA KakK ANsi BXOAALLEN, TaK u ncxoasiien nigopmaumn. laHHoe obopyanosaHune
nogaepxusaet nameHeHue naeHtudpukatopa VLAN’a Tonbko Ha Bxoae.

3.3.2 KoHdurypuposaHue TpaHcnsaumm VLAN’a
1. KoHdwrypuposaHune cyHkummn TpaHenaumm VLAN’a Ha nopTy.
KoHdurypuposaHue cootBeTcTBui TpaHcnsaumm VLAN’a Ha nopTy.

3. [pocmoTp KoHUrypaumm cootTBeTcTBMi TpaHenaumm VLAN'a.

1. KoHgurypupoBaHune yHkuumn TpaHcnauum VLAN’a Ha nopTy.
KomaHpa OnwucaHue
Pexum KoHcurypupoBaHua noprta

vlan-translation enable BkntovaeT unu BeiknovaeT pexum TpaHcnsaumm VLAN

no vlan-translation enable

2. KoHdhurypupoBaHue cooTBeTCcTBUIN TpaHcnaumm VLAN’a Ha nopTy.
KomaHpa OnucaHue
Pexum KoHcurypuposaHus nopta

vlan-translation <old-vlan-id> to HobaBneHve/yganeHne cooTBETCTBUI TPaAHCNALUA
. . VLAN'oB.
<new-vlan-id> (in | out)

no vlan-translation old-vlan-id (in |
out)

3. MpocmoTp kKoHGUrypauumn cooTBeTCcTBUN TpaHcnsaummn VLAN’a.
KomaHpa OnucaHue
Pexum agMuMHUCTpaTopa

show vlan-translation NpocMoTp CKOHUIYpPUPOBaHHbLIX COOTBETCTBUN TpaHcnaumn VLAN'oB

3.3.3 TunoBoe npumeHeHune TpaHcnsauum VLAN’oB
CueHapwii;

MorpaHnyHblie y3nel PE1 n PE2 nHtepHeT-npoBangepa nogaepxumsatoT VLAN gaHHbix 20
mexay CE1 n CE2 u3 knueHtckon cetu, yepe3 VLAN 3. Mopt 1/0/1 PE1 MoakntoyeH k CE1L,
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nopt 1/0/10 nogkntoyeH k nyénuyHon cetu, nopt 1/0/1 PE2 nogkntodeH k CE2, nopt 1/0/10
NOAKITIOYEH K NYyGrn4Hon ceTu.

CeTb NpoBanaepa

PucyHok 14.1 — Tononorus cetn ¢ TpaHcnaunen VLAN’oB

O61beKT KoHdUrypaumm OnucaHue koHdUrypauum
VLAN-translation Mopt 1/0/1 y3nos PE1 n PE2.
Trunk port MopTbl 1/0/1 1 1/0/10 yanoe PE1 n PE2.

Mpoueaypa KOHPUIYpUPOBaHUS yKkasaHa HXKe:
PE1, PE2:

rotek(Config)#interface ethernet 1/0/1
rotek(Config-Ethernet1/0/1)#switchport mode trunk
rotek(Config-Ethernet1/0/1)# vlan-translation enable
rotek(Config-Ethernet1/0/1)# vlan-translation 20 to 3 in
rotek(Config-Ethernet1/0/1)# vlan-translation 3 to 20 out
rotek(Config-Ethernet1/0/1)# exit
rotek(Config)#interface ethernet 1/0/1
rotek(Config-Ethernet1/0/1)#switchport mode trunk
rotek(Config-Ethernet1/0/1)#exit rotek(Config)#

3.3.4 YcTpaHeHue HeucnpaBHocTen TpaHcnauum VLAN’oB
O6bIuHO TpaHcnaumsa VLAN npMMeHseTcs Ha TPaHKOBbIX NMopTax.

MpuoputeTbl Mexay TpaHcnauuen VLAN'oB 1 BxogsLen punbTpaumein VLAN'oB
pacnpegenstTca Tak: TpaHcnauua VLAN oB Bbilwe Bxoasilen unbtpauun VLAN'oB.

3.4 KoHdurypaumusa Multi-to-One VLAN-translation

3.4.1 BBepeHue B Multi-to-One VLAN-TpaHcnauuio

TpaHcnaumsa Multi-to-One VLAN — a1o TpaHcnsauusa ncxogHoro VLAN ID B HoBom VLAN ID B
COOTBETCTBMM C TpeboBaHMAMN Nonb3oBaTenen Ha Bocxoaawmi (uplink) Tpadduk un
Bo3BpalLeHue ncxogHoro VLAN ID Ha Hucxogsawmin (downlink) Tpadpdpuk.

3.4.2 HacTtpounka nepegaum Multi-to-One VLAN
1. Hactporika Multi-to-One VLAN-nepegaun Ha nopTe.

2. TlpocmoTp HacTpoek 1 Multi-to-One VLAN-nepegav.

1. HacTtponka Multi-to-One VLAN-nepenayn Ha nopre.

KomaHpa OnucaHue
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Pexum KoHcurypmpoBaHua nopta

vlan-translation n-to-1 <WORD>to BkntoyeHune/oTknoueHne TpaHcnsaumm Multi-to-One VLAN
<new-vlan-id>

no vlan-translation n-to-1 <WORD>

2. MpocmoTp HacTpoek Multi-to-One VLAN-nepegaum.
KomaHpaa OnucaHue
Pexxum agpMuHucTpaTopa

show vlan-translation n-to-1 Noka3sbiBaeT CBsA3aHHbIE HACTPONKM TpaHcnsumMm Multi-to- One
VLAN

3.4.3 Mpumep TMNNYHOro NpuMeHeHus TpaHcnaumm Multi-to-One
VLAN

CueHapwuii:

Monbsosatenu 1, 2 n 3 npuHagnexat VLAN 1, 2 n 3 cootBeTCcTBEHHO. BXxoaswmi Tpacddumk
AaHHbIX, nonb3oBatenen 1, 2 n 3 6yget nepesegeH B VLAN100 Ha uHTepdence Ethernetl/0/1
CO CTOpPOHbI SwitchA. Takum xe obpasom byaeT nepenaH Tpadduk AaHHbIX Nonb3osaTenen 4,
5n6.

AnemMeHT KOoHdurypaumm OnucaHue
VLAN SwitchA, SwitchB
Trunk Port Hucxoasawwmi nopt 1/0/1 n Bocxoasawmi nopt 1/0/5 Ha SwitchA un
SwitchB
Multi-to-One VLAN- Hucxogawwmn nopt 1/0/1 Ha SwitchA n SwitchB
TpaHcnsaums

Mpoueaypa HacTpoOuKu:

Switchl, Switch2:

rotek(Config)# vlan 1-3;100
rotek(Config-Ethernet1/0/1)#switchport mode trunk
rotek(Config-Ethernet1/0/1)# vlan-translation n-to-1 1-3 to 100
rotek(Config)#interface ethernet 1/0/5
rotek(Config-Ethernet1/0/5)#switchport mode trunk
rotek(Config-Ethernet1/0/5)#exit
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SwitchA SwitchB

VLAN3

VLANZ )
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VLAN1
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PucyHok 15.1 — TunnyHoe npumeHeHmne TpaHensaumm VLAN

3.4.4 YcTtpaHeHue HeucnpaBHocTen Multi-to-One VLAN-TpaHcnauum
e Henb3s ncnonbsosatb Multi-to-One VLAN-TpaHcnauuio ogHoBpemeHHo ¢ Dotlg-tunnel.

e Henb3sa ncnonbsosatb Multi-to-One VLAN-TpaHcnauuio ogHoBpeMeHHo ¢ VLAN-
translation.

e opauHakoBble MAC-agpeca He JOMMKHbI CYLLeCTBOBaTb B OPUTMHANsHOM 1
TpaHcnmpoBaHHoM VLAN.

e YbBeguTechb, 4YTO al'll'lapaTHbIIZ 4mn MOXeT nogaepXxumBaTtb HOpMalribHYH pa60Ty
KIMNEeHTOB.

e [lpeBbiweHne npegena obydeHns MAC-agpecam MoXeT NoBnuATb Ha Multi-to-One
VLAN-TpaHcnaumio.

Multi-to-One VLAN-TpaHcnsaums gormkHa b1t BknoveHa nocrie MAC-o6yyeHus.

3.5 HACTPOMKA TABJIULbI MAC-AIPECOB

3.5.1 O6wwme cBegeHusa o tabnuue MAC-agpecoB

Tabnvua MAC-agpecoB — aT1o Tabnuua cootBeTcTBMN MAC-agpecoB YCTPOWCTB Ha3Ha4YeHust
noptam kommyTtaTopa. MAC-agpeca genatcsa Ha cTaTuyeckue n guHamudeckme. Ctatmyeckne
MAC-agpeca Bpy4HYO CKOH(OUIypUpoBaHbI Nonb3oBaTenem, UMelT HauBbICLLUUIA NPUOPUTET U
OEVNCTBYIOT MOCTOSHHO (OHW HE MOTyT ObITb 3aMeLleHbl AuHammydeckum MAC-agpecamu).
OuHamuyeckne agpeca 3anoMuHalOTCA KOMMYTaTOPOM MNpy nepefade nNakeToB AaHHbIX, U OHU
OencTByloT orpaHmMyeHHoe Bpems. Korga kommyTaTop nonyyvaeT penM AaHHbIX And
nepecsoIinku, oH coxpaHset MAC-agpec UCTOYHMKA dperima 1 COOTBETCTBYHOLLMIA eMy NopT
Ha3HaueHus. Koraa Tabnmua MAC-agpecoB onpaluvBaeTcs Ha npeameT MAC-agpeca
NpUeMHMKa, NPY HAXOXOEHUN HYXKHOMO aapeca, NakeT JaHHbIX OTNpaBnAeTCcHa Ha
COOTBETCTBYHLLMI MOPT, B NPOTMBHOM CIly4ae KOMMYTaToOp NepeckifiaeT nakeT Ha CBOM
LnpokoBeLLaTenbHbli gomeH. Ecnv anHamuyecknin MAC-agpec He BCTpeyaeTcd B NakeTax
[ON1s1 Nepecbifiki ANUTeNbHOE BpeMs, 3anmcb 0 HeM yaanseTtcs u3 tabnuubsl MAC-agpecoB
KoMMyTaTopa.

Insa Tabnuubl MAC-agpecoB onpefeneHbl ABe onepauun:
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1. TMony4eHnne MAC-agpeca.

2. OrtnpaBka unu unbTpaumsa naketa gaHHbIX B COOTBETCTBUM € Tabnuuen MAC-
aapecos.

3.5.1.1 TlonyyeHue Tabnuubl MAC-agpecos

Tabnuua MAC-agpecoB MOXeT ObiTb MOCTPOEHa CTaTU4eCKU Unu gnHamuyeckn. Ctatmyeckum
KOH(UrypmpoBaHuemM HacTpavnBaeTcsa cooTBeTcTeme Mexay MAC-agpecamu 1 noptamu.
[vHamunyeckoe obyyeHne — 3TO Npouecc, Koraa KoMmMyTaTop u3yyaet ceasu mexagy MAC-
agpecamu 1 nopTamm un perynsapHo obHosnseT Tabnuuy MAC-agpecos. B gaHHoOM nogpasgene
Mbl OCTaHOBUMCS Ha NpoLecce AMHaMM4ecKoro noctpoexus Tabnuusl MAC-agpecos.

1/0/5 E B 1/0/12

_—
- = Tpm .
— AEEEEEEERERR — AFE5EEEERERR
PC1 PC2 PC3 PC4

70:B3:D5:62:C0:01  70:B3:D5:62:C0:02 70:B3:D5:62:C0:03  70:B3:D5:62:C0:04
PucyHok 16.1 — dnHamnyeckoe noctpoeHue Tabnuusl MAC-agpecos

Tononorus onucaHHOro nNpumepa npeactasneHa Ha pucyHke Bblwwe: 4 MK nogknoyeHbl K
kommytatopy, rae PC1 n PC2 npuHagnexaT ogHOMY (PMU3N4eCKOMY cerMeHTy (JOMeHyY
KOMnu3uin), prandecknin cerMeHT nogknoyeH k nopty 1/0/5 kommyTtaTtopa, PC3 n PC4
npuHagnexar K gpyromy usnyeckoMy CerMmeHTy, NogKnoYeHHoMy K nopTty 1/0/12
KOMMyTaTopa.

HavanbHasa Tabnvua MAC-agpecoB He COOEpPXUT HUKaKnX 3HavyeHuin. Bosbmem ans npumepa
npouecc caasm mexay PC1 n PC3. MNMpouecc 06ydyeHna MAC-agpecam, criegyowmi:

1. Korga PC1 nocbinaet coobuwenne k PC3, MAC-agpec nctodHuka 70:B3:D5:62:C0:01 n
nopt 1/0/5 n3 atoro coobueHns 3aHocaTcsa B Tabnmuy MAC-agpecoB kKoMMyTaTopa.

2. B 10 e BpemsA komMMyTaTOpy HAAo MOHSTb, KaK OCTaBUTbL COODLLIEHNE HA aapec
70:B3:D5:62:C0:03. Tak kak Tabnuua cogep>xuT 3anucb TONbKo ANs agpeca
70:B3:D5:62:C0:01 n nopta 1/0/5, a gns agpeca 70:B3:D5:62:C0:04 HMKakux 3anucen
HeT, KOMMYTaToOp paccbinaeT AaHHoe CoobLLEeHNE Ha BCe CBOM MOPThLI (Mpegnonaraem,
4YTO BCE MOPThI NpuHaanexar no ymonyauuio VLAN1L).

3. PC3 u PC4 nonyvatoT coobuienne, nocnaHHoe PC1, Ho PC4 He oTBevaeT Ha 370
coobLeHune, Tak Kak agpec npmemMHuka 70:B3:D5:62:C0:03, n otBeyaTb Ha Hero byger
Tonbko PC3. Korga nopt 1/0/12 nonyyaet coobuieHne, oTnpaeneHHoe PC3, B Tabnuuy
MAC-agpecoB gobaensietcst 3anucb 0 MAC-agpece 70:B3:D5:62:C0:03 n
cooTBeTCcTBYIOWEM emy nopTe 1/0/12.

4. Tenepb Tabnuua MAC-agpecoB uMeeT ABe anHamuyeckme 3anncu: MAC-agpec
70:B3:D5:62:C0:01 — nopt 1/0/5 n 70:B3:D5:62:C0:03 — nopt 1/0/12.

5. Tocne obmeHa naketamu mexay PC1 n PC3, kommyTaTop GornbLue He nony4vaet
nakeTtoB, otnpaeneHHbix PC1 n PC3. M 3anucu B Tabnuue MAC-agpecos,
COOTBETCTBYIOLLME 3TUM ycTponcTBam yaansatoTca yepes 300 unu 2x300 cekyHp (T.e.
NpoCToe nnn ABorHoe BpeMs xn3Hu). 300 cekyHa 34echb 3TO BPEMS XU3HU MO
ymorn4yaHuio ang 3anucer B Tabnuue MAC-agpecoB. Bpems n3Hn MoXeT bbiTb
N3MEHEHO Ha KOMMyTaTope.
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3.5.1.2 [Tllepecbinika nnu punbTpauus Kagpos

KommyTaTop nocbinaet nnu otomnbTpOBLIBAET NPUHUMAEMbIE NakeTbl AaHHbIX B COOTBETCTBUM
¢ Tabnuuen MAC-agpecoB. PaccmaTpuBasi 4Anst npuMepa pUCyHOK Bhile, Npeanoraraem, Yto
KommyTaTtop usyunn agpeca PC1 n PC3, n nonb3oBartesnb Bpy4HYO HACTPOUI COOTBETCTBUE
noptoB ans PC2 n PC4. Tabnuua MAC-agpecoB KommyTaTopa OyaeT cneayoLlen:

MAC-aapec Homep nopta Kem gpo6aBneHa 3anucb
70:B3:D5:62:C0:01 1/0/5 OuHamunyeckoe obyyeHne
70:B3:D5:62:C0:02 1/0/5 CraTtunyeckasi kKoHurypaumsi
70:B3:D5:62:C0:03 1/0/12 OuHamunyeckoe obyyeHne
70:B3:D5:62:C0:04 1/0/12 CraTtunyeckas koHurypaumsi

1. OTnpaBka nakeToB B COOTBETCTBUM C Tabnuuen MAC-agpecos.

Ecnun PC1 nocbinaet naket k PC3, koMmyTaTOp OTNpaBnsaeT AaHHble, MOMyYeHHbIE C NopTa
1/0/5 na nopt 1/0/12

2. GunbTpauus gaHHbIX B COOTBETCTBUM ¢ Tabnuueit MAC-aapecos.

Ecnun PC1 nocbeinaet coobuieHne PC2, kommyTatop, nposepus Tabnuuy MAC-agpecos,
HaxoguT PC2 n PC1 B ogHOM (hmn3nyeckom cermeHTe u oTmnbTpoBbIBaET 3TO coobLieHme (To
ecTb cbpacbiBaeT 310 coobLieHmne).

KommyTaTtopom MoryT nepecbinaTsCs Tpy TUNa Kagpos:
e LlUupokosewartenbHble — Broadcast frames;
e MHoroagpecHbie — Multicast frames;
e OpHoapgpecHble — Unicast frames.
[anee onucebiBaeTcs, kak KOMMyTaTOp paboTaeT co BCeMu Tpems TUnaMmm NakeToB.:

1. Broadcast frame: KommyTaTtop MOXeT onpegensaTb KONnmM3num B JOMEHE, HO TONbKO He
ANg WwupokosellaTenbHbIX AoMeHoB. Ecnv VLAN'bl He ycTaHOBMNEHbI, BCE YCTPOUCTBA,
NOAKMOYEHHbIE K KOMMYTaTOpy, CYUTAOTCA HaxoaaWMMNcsa B O4HOM
LmMpokoBeLlaTensHoM gomeHe. Korga kommyTtaTtop nonyyaeT Broadcast frame, oH
nepecbinaeT ero Bo Bce nopThl. Ecnv VLAN’bI ckoHdurypmpoBaHsl, Tabnuua MAC-
aZipecoB afjanTupyeTcs B COOTBETCTBUM C AOMNOMNHUTENbHOW nHdopmaLmen o VLAN'ax.
B aTom cny4ae kommyTaTop OTnpaBnseT perm TONbKO Ha NOPThbI, Haxoadwmecs B
ToM Xe VLAN’e.

2. Multicast frame: ecnn MHOrononbL30BaTENbLCKNA JOMEH HEN3BECTEH, KOMMYTaTOp
paccbinaet penm B Tom xe VLAN’e, HO, ecnin BkrntoveHa yHkuma IGMP snooping
UNn CKOHUrypupoBaHa ctaTnyeckast MHOronosb3oBaTernbckasi rpynna, KoMMyTaTop
OygeT nockbinatb 3TOT hperiMm B NOPTbI MHOTOMNOIb30BATENBCKOM rpynbl.

3. Unicast frame: ecnn VLAN’bl He ckoHGUryprpoBaHsl, To, ecnn MAC-agpec npMemHuka
ecTb B Tabnvue MAC-agpecoB KoMMmyTaTopa, KOMMyTaTop HanpsMyto nepecbinaeT
nakeT B COOTBETCTBYHOLMI NopT. Ecnu xe agpec npvemMHuka B Tabnuue He HanaeH,
KOMMYTaTop AernaeT LWMPOoKoBeLaTeNbHYI pacchinky aTtoro dgpperma. Ecnu VLAN'bI
CKOHUrypupoBaHbl, KOMMYyTaTop pacceinaeTt Unicast frame Tonbko BHYTpU 0gHOro
VLAN’a. Ecnn MAC-agpec HaingeH B Tabnuue, Ho npuHagnexut gpyromy VLAN'y,
KOMMYTaTop AenaeT LWMPOKOBeLLaTenbHY paccbiiky dpenva B Tom VLAN'e, K
KOTOPOMY NpUHaanexnT ppenm.

3.5.2 KoHdurypupoBaHue tTabnuubl MAC-agpecoB

1. KoHurypmposaHue BpeMeHu xum3Hn MAC-agpecos.
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KoHcpuryprpoBaHue cratnyeckon pmunbTpauum Nnm nepechbIinku.
KoHpurypupoBaHue yHKL MM orpaHnyeHns konmdectsa anHammyeckux MAC-agpecos
Ouunctka anHammnyeckon Tabnuusl MAC-agpecos.

HacTpoiika 06y4eHuss MAC-agpecoB Yepes yrnpaBrieHne NpoLecCopoM.

o g &~ w D

HacTpolika 3awuTbl OT KONnM3unm

1. KoHgourypmpoBaHue BpemeHn xumsHm MAC-agpecos.
KomaHpa OnucaHue
Pexxum rmobanbHoOro kKoHgurypmpoBaHus

mac-address-table aging-time <0|aging- KoHdgurypmupoBaHune BpemeHmn xmsHm MAC-
time> agpecos

no mac-address-table aging-time

2. KoHurypmpoBaHue ctatnyeckon hunbTpauumn unm nepechInku.
KomaHpa OnucaHue
O6wun pexumm

mac-address-table {static | static-multicast | KoHdurypupoBaHue ctaTudeckmx 3anucemn ans
blackhole} address <mac-addr> vlan <vlan- MAC-agpecoB, cTaTU4ecKmnx

id> [interface [ethernet | portchannel] MHOronosib30BaTENbCKMUX 3anncen, 3anmcen
<interfacename>] | [source|destination|both] (punbTpaLy NakeTos.
no mac-address-table {static | static-
multicast | blackhole | dynamic} [address
<mac-addr>] [vlan

<vlan-id>] [interface [ethernet | portchannel]

<interface-name>]

3. KoHdbmrypupoBaHmne yHKLMK OrpaHnyeHmns konmyectsa amHamudecknx MAC-agpecos
KomaHpa OnucaHue
Pexum koHdurypauumm noprta

switchport mac-address dynamic BkntoveHune/oTknouveHmne yHKUUN orpaHmyeHmns
maximum Konmyectsa anHammyeckux MAC-agpecos. KomaHga no

. OTKIMIOYaeT 3T HKLMIO.
no switchport mac-address y yHku

dynamic maximum

4. OuucTka guHamuveckomn Tabnumubl MAC-agpecos.
KomaHpa OnucaHue
Pexum agMuHucTpartopa

clear mac-address-table dynamic [address Ouuctka guHamunydeckon Tabnuubl MAC-

<mac-addr>] [vlan <vlan-id>] [interface afpecos

[ethernet
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| portchannel] <interface-name>]

5. HacTpoiika 06y4eHust MAC-agpecoB Yepes ynpasreHue npoLeccopomM.

KomaHpa OnucaHue
Pexxum rmobanbHOro KoHgurypmpoBaHus

mac-address-learning cpu-control  BkritoueHue/oTknoveHne obyyeHnss MAC-agpecoB yepes

no mac-address-learning cpu- ynpasnenue CPU

control

6. Hactpoika 3awwmnTbl OT KOMN3UHA.

KomaHpa OnucaHue
Pexxum rmobanbHOro KoHhurypmpoBaHusi

mac-address-table avoid-  BknoyeHune/oTknoueHne dyHKLMKM Tabnumusl konnunamm MAC-
collision agpecos, BblaaHHbIX ffp

no mac-address-table
avoid-collision

show collision-mac- MokasbiBaeT Tabnuuy konnuaun MAC-agpecos
address-table

Pexum agMuHucTpatopa

clear collision-mac-address- Ounctutb Tabnuuy MAC-agpecos
table

3.5.3 Mpumepbl TUNNYHOW KOHUrypaLummn
CueHapui:

YeTbipe kOMMbIOTEPA, Kak NOKa3aHo Ha pUcyHke, noaknoyeHsl k noptam 1/0/5, 1/0/7, 1/0/9,
1/0/11 kommyTaTopa. Bece 4 komnbloTepa npuHagnexar no ymonyaHuio VLAN1. B
COOTBETCTBMM C TPeOOBaHMAMMU K CETU, BKIMOYEHO 0by4YeHne anHamudeckum agpecam. PC1
COOEPXKUT BaXKHbIe AaHHbIE, N HEAOCTYMNEH AN APYrUX KOMMbIOTEPOB U3 APYrMX prUamyecKknx
cermeHToB; PC2 n PC3 cTtatuyecku npununcaHbl kK noptam 7 n 9, COOTBETCTBEHHO.

1/0/6 1/0/11
1/0/7 i B 1/0/9
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70:83:D5:62:C0:01 70:B3:D5:62:C0:02 70:B3:D5:62:C0:03 70:B3:D5:62:C0:04
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PucyHok 16.2 — Tunosoun npumep koHgurypauum Tabnuusl MAC-agpecos JTtansl
KOHMrypaLmm nokasaHbl HUXe:

1. YcraHoBka MAC-agpeca 70:B3:D5:62:C0:01 PC1 kak counstpyemoro.

| rotek(config)#mac-address-table static 70:B3:D5:62:C0:01 discard vlan 1
2. YcTtaHoBKa ctaTuveckon cesasm and PC2 n PC3 ¢ noptamu 7 n 9 cOOTBETCTBEHHO.

rotek(config)#mac-address-table static address 70:B3:D5:62:C0:02 vlan 1 interface
ethernet 1/0/7
rotek(config)#mac-address-table static address 70:B3:D5:62:C0:03 vlan 1 interface
ethernet 1/0/9

3.5.4 YcTpaHeHMe HeMcrnpaBHOCTEN, CBA3aHHbIX ¢ Tabnuuen MAC-
appecoB

Mpwn ncnonb3oBaHun komaHabl show mac-address-table, ObI110 BbISSICHEHO, YTO Ha NOPTY
npou3sowlen cbon 06y4eHns MAC-agpecam YCTPOWCTB, MOAKIHOYEHHBIX K HEMY.

Bo3MOXHbIE MPUYNHLI:
e [loakntoYeHHbIN kabernb NoBpeXaeH.

e Ha nopty BkntoveH Spanning Tree B ctatyce «discarding» nnu nopT TOMbKO YTO
NOAKIIoYMICa u Spanning Tree noka B cTaTyce BbluMcneHns gepesa. [loxamTecs, noka
BblYMCMEHNE CTPYKTYPbl 3aKOHYMTCA 1 nopT obydntca MAC-agpecy.

e Ecnu npobnemsbl, onncaHHble Bbille, He OBHapyXeHbl, MPOBEPbTE NOPT KOMMYyTaTOpa U,
npu HeobXOAMMOCTM, CBAXKMUTECH C TEX.NMOAAEPXKKON ANSA pelleHns npobnemsl.

3.5.5 JononHutenbHble ¢hbyHKUMKM Tabnuubl MAC-agpecoB
3.5.5.1 puesaska MAC-agpecos

3.5.5.1.1 O6wwme cBegeHus o npusaske MAC-agpecoB

BonbLWMHCTBO KOMMYTaTOPOB NOAAEPXKMBAIOT pexnum obydyeHus MAC-agpecam. Kaxabin nopT
MOXET AMHaMMYECKN 3anoMHUTb Heckonbko MAC-agpecoB, Takum o6pa3om BO3MOXHaA
nepegaya NOTOKOB AaHHbIX Mexay u3sectHbiMM MAC-agpecamun BHYTpu nopTta. Ecnv cpok
*n3Hm MAC-agpeca UCTeK, NakeT, HanpaBeHHbIM Ha 3TOT agpec, OyaeT pasocnaH
LUIMpoKoBeLLaTensHO.

Opyrumun cnosamu, MAC-agpec, KoTopomy obyunncst nopt, 6yaet ucnonb3oBaTbecs Ans
nepefadv nakeToB K 3TOMy NopTy. Ecnun coeanHeHne nepeknoyeHo Ha Apyrom nopr,
KOMMYTaTOp CHOBa BbINOMHUT 06y4eHne MAC-afpecy u byneTt nepegasatb AaHHbIE HOBOMY
nopTy.

OpHako, B HEKOTOPLIX Cry4Yasix NonuTMUKa ynpaBeHns UM CEKPETHOCTU MOXET TpeboBaTb,
yT0b6bl MAC-agpeca 6binv NpPUKPEneHbl K nopTam, U TONbKO NOTOKK C NPUBsiI3aHHbIX MAC-
agpecoB 6yoyT nponyckaTbes K Nepeckinike Ha nNopT. To ecTb, nocrne npuesaskn MAC-agpeca K
nopTy, B 3TOT NOPT MOryT NepefaBaTbCs TOSLKO JaHHblE, NpeAHa3Ha4YeHHble And JaHHOro
MAC-agpeca. MoToku AaHHbIX, NpeAHasHaveHHble ana apyrux MAC-agpecos, He NpUBA3aHHbIX
K AaHHOMY MOpPTY, He ByayT nponyckaTbCs Yepes nopr.

3.5.5.1.2 Hactpovika npusaskum MAC-agpecos
1. BknoveHne dyHkumm npueaskn MAC-afpecoB Ha MopTy.
2. Tpwueaska MAC-agpeca K nopry.
3. KoHdurypaumsa napameTpoB pyHKUMM NpuBsidaHHbIX MAC-afpecos.
4.

KoHdurypauuna SNMP-Tpanos gns ysegomneHun o MAC-agpecax.
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1. BkntoyeHune cpyHkmm npussskn MAC-agpecos Ha nopTy.
KomaHpa OnucaHue
Pexum KoHcurypmpoBaHua nopta

switchport port-security BknioueHue cyHkumm npussskn MAC-agpeca Ha nopTy v dukcauus
nopta. Korga nopt 3agmkcupoBaH, pyHKkuUnsa odydyeHuns MAC-
agpecam BblkntodeHa: KomaHga «no switchport port-security»
BbIKMoYaeT dyHKuuio npuaskm MAC-agpeca Ha nopTy v
BOCCTaHaBnmBaeT pyHkuuio obyyeHmns MAC-agpecam Ha nopTty

no switchport port-
security

2. ®dukcauua MAC-agpeca Ha nopTy.

Komanga OnucaHue
Pexum KoHcurypmpoBaHua nopta

switchport port-security aging BkntoyaeT dpyHKuMo Tanmepa dukcauum nopra.

no switchport port-security aging KomaHga «no switchport port-security aging»
BOCCTaHaBMMBAET 3HaYeHWE N0 YMOMYaHWIO.

switchport port-security mac-address [dobasnsieT ctatudeckue 6esonacHble MAC-agpeca.

< > i . .
[<macaddress> | sticky] KomaHnga «no switchport port-security macaddress»

no switchport port-security mac- yoanset ctatudeckne 6esonacHble MAC-agpeca.
address [<mac-address> | sticky]

Pexxum agMuHUcTpaTopa

clear port-security dynamic [address OuuwaeTt guHamunyeckue MAC-agpeca, BblyYeHHbIE Ha

<macaddr> | interface <interface-id>] YKa3aHHOM nopTy.

3. KoHdburypauusa napameTtpos npusaskm MAC-agpecos.

KomaHpa OnucaHue
Pexum KoHcurypuposaHus nopta

switchport port-security YcraHaBnuBaeT MakcumarnbHoe vncno 6esonacHbix MAC-
maximum <value> agpecoB Ha MopTy; koMaHda «no switchport port-security

. . maximum» BOCCTaHaBNMBAET 3HAYEHWE MO YMOMYaHMIO.
no switchport port-security

maximum <value>

switchport port-security YcTaHOBKa pexvmMma HapyLleHUsa Ha NopTy; KoMaHda «Nno
violation {protect | restrict |  switchport port-security violation» BoccTaHaBnnBaeT 3Ha4YeHne
shutdown} [recovery] no yMOMYaHuio.

no switchport port-security
violation

3.5.5.1.3 YcTpaHeHue npobnem npueaskn MAC-agpecos
BkntoueHune npusaskm MAC-agpecoB Ha NopTy MOXET OblTb HEyAa4YHbIM MO HECKOSBKUM
npuynHam. Hwke NpMBOANTCS HECKOIBKO BO3MOXHBIX MPUYMH U X YCTPaHEHNE:

e Ecnu npusasaHHbii MAC-agpec HeQoCTyNeH Ha nopTy, ybeanTech, 4To NOpPT He
BXOOUT B port-aggregation n He CKOHPUrypmMpoBaH Kak TpaHKoBbIW. [puBsidaHHbIn MAC-
agpec yHUKaneH B KOHKPETHOM KoHdurypauuun. Ecnu Bel xotTuTe npueasate MAC-
agpec, OyHKUNW, YNOMSAHYTbIE Bbille, AOMMKHbI ObiTh BbIKITIOYEHbI.
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Ecnu 6e3onacHbIi agpec yCTaHOBIMEH Kak CTaTUYeCcKuin agpec u yganeH, Torga aToT
BesonacHbl agpec He MoXeT BblTb UCNOMb30BaH, XOTA OH U ByaeT cywecTeBoBaTh. Mcxoas u3
3TOro, pekoMeHayeTcs nsberatb HasHaYeHNs CTaTUYECKMX agpecoB 4118 MOPTOB, AN KOTOPbIX
BKStoveHa npussaska MAC-agpecos.

3.6 OunHamunyeckmn VLAN

3.6.1 O6bwwme cBepgeHuns o AuHamuyeckom VLAN

JuHamuyeckul VLAN - 310 0606LLeHHOE NOHATUE, Ha3BaHHOE TakK B MPOTUBOMOCTaBIEHNE
ctatmdeckomy VLAN (npumeHsiemomy ctaTtuyecku Ha nopT). AnHamnyeckun VLAN BknoyaeT B
cebsa VLAN ocHoBaHHbI HAa MAC-agpecax, VLAN noaceter n npotokonbHbi VLAN.

VLAN, ocHosaHHbIl Ha MAC-adpecax (MAC VLAN) - aTo TeXHOMorusi, No3sonsitoLlas
pacnpegenatb Tpaduk no VLAN Ha ocHoBe MAC-agpeca: Kaxablh XoCT ¢ pa3nmyHbiM MAC-
agpecom MoXeT ObITb HasHayeH onpeaeneHHoMmy VLAN, B 3aBMCMMOCTM OT 0603HaYEHHbIX
TpeboBaHWi. TO JAET BO3MOXHOCTb OTKa3aTbCs OT HacTponkn VLAN npu nameHeHum
MECTOMNONIOXEHUA NONb30BaTENS: B HE 3aBUCUMOCTU OT MECTOMNOSIOXEHUSA, Tpaduk
nonb3oBaTtens 6yget onpedeneH B cson VLAN.

VLAN nodcemedi (IP-subnet VLAN) - TexHonorusi, No3sonstoLwasn pacnpeaensartb Tpadumk no
pasnuyHbliM VLAN Ha ocHoBe |IP-agpeca CToYHuKa u macke ero nogceTtu. Ero npeumyuectso
Takoe xe, kak y VLAN Ha ocHoBe MAC: nonb3oBaTento He HYyXKHO U3MeHSATb KOHMrypauuio
npwv N3MEHEHNN CBOEIO MECTONMONOMXKEHNS.

Pasgenenne VLAN Ha ocHOBe npoTokona ceteBoro ypoBHs (Protocol VLAN) 6yget
ynobeH ans Tex agMUHUCTPaTOPOB, KOTOPbIE XOTAT pasfdensiTb Nonb3oBaTenei no
NpUNoXeHnsam unu cepsucam. Ero ynob6cTBo coctout B TOM, YTO NONb30BaTENb MOXET
U3MEHATb CBOE MEeCTOMNONOXEHUE B CETU, COXPAHSAS NP 3TOM cBoe 4neHcTBO BO VLAN.

3.6.2 KoHdurypaumsa auHamuyecknx VLAN
BkntoveHue pyHkumm JuHamnyecknx VLAN Ha nHTepdence
Bbi6op VLAN B kauvectBe MAC VLAN

Hactpoiika cootBeTcTBUA Mexay MAC-agpecom 1 VLAN
BkntoyeHue IP-subnet VLAN Ha nHTepdelice

HacTtpoiika cootBeTcTBUA Mexay IP mackon n VLAN

HacTtpoiika cooTBETCTBUSA MeXay NPOTOKONOM ceTeBoro ypoBHA U VLAN

N o g~ w D RE

HacTtpotrika npuoputeta ansa QuHamudecknx VLAN

1. BknoveHune dpyHkumn OuHamnyeckoro VLAN Ha nHTepderice
KomaHpa OnucaHue
B pexxume koHdurypaumm nopra

switchport mac-vlan enable BkntounTb pyHKUMIO AvHamuyecknx VLAN Ha nHtepdence

no switchport mac-vlan enable Bbiknountb dyHKumo guHammnyecknx VLAN Ha uHTepderice

2.Bbibop VLAN B kauectBe MAC VLAN
KomaHpa OnucaHue
B pexxnme rmob6anbHon KOHUrypaumm

mac-vlan vlan <vlan-id> Ha3HaunTb VLAN B kayectBe MAC-based VLAN
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no mac-vlan yaanute MAC-based VLAN

3. Hactpoitka cootBeTcTBUA Mexay MAC-agpecom n VLAN
KomaHpa OnucaHue
B pexxume rmobanbHon KOHUrypauum

mac-vlan mac <mac-address> <mac-mask> vlan Cospatb cooTBeTcTBME Mexay MAC-
<vlan-id> priority <priority-id> agpecom n VLAN

no mac-vlan {mac <mac-address> <mac-mask>|all}
Ypanutb cootBeTcTBUE Mexay MAC-
agpecom n VLAN

5. Hactpowika cootBetcTBus mexay |P mackon n VLAN
KomaHpa OnucaHue
B pexxume rmobanbHon KOHUrypaumm

subnet-vlan ip-address <ipv4-address> mask <subnet- [obaBnTb cooTBETCTBUE Mexay IP-
mask> vlan <vlan-id> priority <priority-id> noaceTbio U VLAN

no subnet-vlan {ip-address <ipv4-addrss> mask <subnet-
mask>|all} Ypanutb cooTBeTCcTBUE Mexay |P-
noacetbio n VLAN

6. HacTtpowika cooTBeTCTBUS Mexay NPOTOKONOM CETEBOro ypoBHsi u VLAN
KomaHpa OnucaHue
B pexume rnmob6anbHon KoHUrypaumm

protocol-vlan mode {ethernetii etype <etype-id>|lic {dsap <dsap- [Job6aBuTb cCOOTBETCTBUE
id> ssap <ssap-id>}|snap etype <etype-id>} vlan <vlan-id> Mexay npotokonom u VLAN
priority <priority-id>

no protocol-vlan {mode {ethernetii etype <etype-id>|lic {dsap YaanuTb COOTBETCTBME
<dsap-id> ssap <ssap-id>}|snap etype <etype-id>}|all} Mexay npotokonom u VLAN
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4 QoS U NEPEHANPABJIEHUE NMOTOKOB

4.1 HACTPOUKA QOS

4.1.1 O6bwme cBeaeHusi o QoS

QoS (Quality of Service — kayecTBO cepBuca) — HABOp BO3MOXHOCTEN KOTOPbI€ NO3BOMSOT
co3faBaTb pa3feneHHble Nonockl Ansg nepegaBaemMbiX Mo CETU AaHHbIX, TEM CaMbIM
obecneunBas nyywmnii cepesmc Ang BblIbpaHHOro ceteBoro Tpaduka. QoS — rapaHTus kayecTsa
nocreoBaTenlbHON U Npeackasyemon nepeaayn gaHHblx ans obecneyveHns TpeboBaHui
nporpaMmm. QOS He co3gaeT JOMNONHUTENBHON NONOCkl Nepefayn, Ho obecneunBaeT bonee
achdekTnBHOE ynpaBrieHe NosIoCcon B COOTBETCTBUMN C TPEBGOBaHUAMUN NPUITOXKEHUIA 1
NONUTUKON yrpaBneHnsi CeThbio.

4.1.1.1 TepmuHbl QoS

QoS: KauecTBo cepsuca, obecnedeHne rapaHTMpPOBaHHOIO kKa4YecTBa cepeuca Ans
nocnegoBaTenbHON U NpeackasyeMon nepegaydm aHHbIX U BbIMONHEHMS TpeboBaHui
nporpamm.

DomeH Qo0S: [lomeH QOS nogaepxumBaeT ycTponctea ¢ QoS anst GopMUpoBaHMS CETEBOM
Tononorunn, KotTopas obecneynT Ka4ecTBo cepBuca. Takas Tononorns HasbiBaeTcs AOMEHOM
QoS.

CoS: Knacc cepsuca - knaccudmkaumoHHas nHpopmaums, nepegasaemas cpenmamm 802.1Q
Ha BTOpOM ypoBHe. 3aHnmaeT Tpu 6uta nons Tag B 3aronoBke dperiMa 1 HasbiBaeTcH
YPOBHEM MOSb30BaTENLCKOro NpuopuTeTa B gnanasoHe ot 0 o 7.

Layer 2 802 1Q/P Frame

P bl Start frame
reamble delimiter | MAC-DA |MAC-SA | Tag | PT | Data | FCS

'y

— 3 bwura ucnone3ytotca ana CoS
PucyHok 17.1 — NpuoputeTsl Knacca cepsuca

ToS: Tun cepuca. OgHobariToBoe none, nepegaBaemMoe B 3arofioBke naketa |IPv4 Ha TpeTbem
ypOBHe Ans obbaBneHus Tuna cepeuca IP-naketa. 3HavyeHnem nona ToS MOXeET ObITb
npuoputeT IP (IP Precedence) unu sHayeHne DSCP.

Layer 3 IPv4 Packet

Version
HeadLen |DSField | Len | ID |Offset| TTL | Proto | FCS | IP-SA | IP-DA | Data

Y

— IP precedence (3 6uta) unu DSCP (8 tur)
PucyHok 17.2 — INpuoputet ToS

IP Precedence: MpuoputeT IP. KnaccudgukaunoHHas nHdopmMauus, nepegatoasca B
3arosfioBKe Naketa TPETLErO YPOBHS, 3aHUMatowas 3 6uta u MoryLias NnpuHUMaTh 3Ha4YeHus OT
O0po7.

DSCP (Differentiated Services Code Point): koabl pasfeneHHbIX CEPBUCOB,
KnaccudukaLoHHas nHgopmMaums, nepefarLlasica B 3arofioBke |P-naketa TPETbETO YPOBHS,
3aHUMaeT 6 6uT, nmeeT 3HadeHne oT 0 oo 63 n obpaTHO coBMecTMMa C npuoputeTom IP.

MPLS TC(EXP) : TMone MPLS o3Ha4aeT knacc obcnyxumeaHus, umeeT 3 buta ans guanasoHa
otr0po7.
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Layer 2.5 MPLS Packet

PT | Laper | Traffic

0x8847 Class Sbit | TTL

MAC-DA | MAC-SA | Tag

Traffic Class (3 6uTa)

PucyHok 17.3

Internal Priority: BHyTpeHHUI NpuopuTeT, ycTaHaBNMBaeMbIi NPOLIECCOPOM KOMMYyTaTopa.
BoamoXHbIV OnanasoH 3HauyeHuid 3aBucuUT oT Tuna npoleccopa. CokpalleHHo Int-Prio unu IntP.

Drop Precedence: NpuoputeT cbpoca. NMpn obpaboTke nakeToB nepBbiMy cOpackIBaOTCA
nakeTbl ¢ 6onbLLMM npuopuTeToM cbpoca. MimeeT 3HayeHne 0 unu 1. CokpalleHHo
o6osHa4vaeTcsa Drop-Prec unu DP.

Classification: ocHoBHOe Ha3HadYeHue mexaHmama QOoS, knaccuduumpyeT nepegaBaemble
nakeTbl B COOTBETCTBMM C KNnaccumkaumMoHHON Hopmaumen, cogepxallencs B naketax u
cnuckamu koHTpons goctyna (ACL).

Policing: pencrteme mexaHmama QOS Ha Bxofde, KOTOpOe yCcTaHaBnMBaeT NOSINMTUKN Tpaduka n
ynpaenseT KnaccuguumMpoBaHHbIMU NakeTaMu.

Remark: geiictBne MexaHnama QoS Ha Bxofe, BbINOMHsioLLee Npornyck, 0CTaHOBKY Unn c6poc
nakeTa B COOTBETCTBUM C NONMTMKaMK Tpaduka.

Scheduling: penctene mexaHnama QoS Ha Bbixoge. [lobaBnsieT NakeTbl B COOTBETCTBYOLLNE
ncxogsime ovyepeam OCHOBbIBasICb Ha BHYTPEHHEM npuoputeTe. M npMHMMaeT peLueHue o
nocoblinke nnm cbpoce NakeToB B COOTBETCTBMM C NPUOPUTETOM cOpoca, anroputMom MOCLINKY 1
Ba)XHOCTbO COOTBETCTBYIOLLIEN OYEPEaN B UCXOOSALLEM MOTOKE.

In-Profile: Tpadduk B pamkax nonutukmn QoS (monoca nponyckaHus Uiy A4oNOAHUTENbHON
nonocomn) HasbiBaetcs In-Profile.

Out-of-Profile: Tpadduk B pamkax nonutnkm QoS (Nonockl MponyckaHus nnm
OOMNONHUTENbHOM nonockl) HasbiBaeTcs Out-of-Profile.

4.1.1.2 Peanusaumsa QoS

[nsi BbINONHEHUS HA KOMMYTaTOpPE NPorpaMmmMHOro QO0S HeoOX0AMMO PacCMOTPETb OCHOBHYHO
6asoBylo Mmogenb. QOS He co3gaeT HOBOM MOSOCKI B KaHarne, HO MOXET MakCcMMarbHO
noAcTpamBaTb KOHUIypaLuio TEKYLLIMX KaHanbHbIX pecypcoB. [lonHasa peanusauua QoS faet
BO3MOXHOCTb NMOSMIHOCTLIO YNPaBnaTh CETEBbLIM TpaukoM. Huxe, kKak MOXXHO ToUuHee,
onucebiBaeTcs cam npuHumn QoS.

Cneumndukaums nepegaym gaHHbIxX B IP NOKpbIBaeT TONbKO agpecaLumio U CEPBUCHI UICTOYHMKA U
npUeMH1Ka, a Takke KOppeKkUumo nepegadn naketoB C NOMOLLLI0 NMPOTOKOMOB 4 YypOBHA Modenu
OSI u BbIWwe, Takmx kak TCP. OgHako, B 60MnbLWIMHCTBE criydyaes npoTokon IP ucnonb3yet
MaKCMMaribHO BO3MOXHY MPOMYCKHY CMOCOBHOCTb BMECTO MexaHn3Ma NoAAEPKKM 1
3aLNUTbI NOSOCHI MAKETHOW Nepedayn. ATO NPUMEHUMO A1151 TAaKUX CEPBUCOB Kak nodta u FTP,
HO MpuY yBenuMYyeHun nepenadn MyrnbTUMEOUNHBIX KOMMEPYECKUX AaHHbIX U SNEKTPOHHbIX
OM3Hec-cepBMCOB, METO MaKCMarbHOM 3arpy3kn He MOXeT YAOBNeTBOPUTL TpeboBaHNS
HeOOXOAMMOW NOMOChI N HU3KMX 3aEePXKeEK.

Basnpyscek Ha pasnuuHbIX MeTofax, QoS onpeaenseT NPUOPUTET AN KaXa4oro BXoasLero
naketa. KnaccudurkaymoHHas nHcopmauusa cogepuTcsa B 3aronoBkax IP-nakeToB TpeTbero
YypOBHS 1 B 3aronoBkax gpenmos 802.1Q BToporo ypoBHsi. Q0S obecneynBaeT 0gUHaKOBbIV
CepBu1C Ansi NakeToB O4MHAKOBOrO NpMopuTeTa, B TO BPEMS KaK ANS NakeToB C
pasnuyarowmnmMmcs npuopuTeTaMmu npegnaratoTca pasnuyatomnecs onepaumm. MapLipytusaTtop
unun kKommyTaTop, nogaepxueatome cepenc QoS, moryt obecnedmBaTtb pasnUyHyo
NPONYCKHYI CMOCOBHOCTE B COOTBETCTBMM C MHOPMAaLMEN O Knaccudukauum, nomevaTb
TpaduK B COOTBETCTBMM C HACTPOEHHOW NOMUTMKON, a Takke cOpacbkiBaTb HEKOTOPbIE
HU3KONPUOPUTETHLIE NakKeTbl B Crydyae HexXBaTKM NOMOCHI NPOMyCcKaHus.
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KoHdurypaums QoS asnsetcsa rmbkon, bonee npocTon Nnm CrioxXHon B 3aBUCMMOCTHY OT
TOMONOrUN CETN N YCTPONCTB, a Takke rMybuHbl aHann3a BxoasLlero/mucxogsuiero Tpadumka.

4.1.1.3 basoBas mogenb QoS

BbasoBas mogenb QoS coctouT u3 4 yacten: Knaccudpmkaums (Classification), NMpumeHeHne
nonutuk (Policing), MomeTka (Remark) u MNnannpoBaHne (Scheduling), roe knaccmndukaums,
NPUMeEHEHME NONUTUK U MOMETKM — NocneaoBaTeNbHble AENCTBUS HA BXode, a paboTa ¢
ouepeasMu 1 NnaHMpoBaHue — aenctems QoS Ha Bbixoae.

g ) 14
YcTaHoBKa Ingress Egress
Internal Priority Mo e
naxkeTos
Classification . Policing g Remark ?| Scheduling
CopTHpOBKaBXOAALLETO PelueHue o MexaHume O0paboTka nakeToe MomeljeHune nakeTtas
TPagMKa B 3aBHCUMOCTH OKpalmMBarms, Single bucket COMNAcHOo WX LyBETY: transmit, ouepefb COMacHo ero In-
ot Mex;Husma Knaccu- ; hdual Collor unu Dual bucket drop, remark. Remark nog- ternal Priority v nocneayto-
WKaLMN. ree color, B 3a_3MCMMOC_TM oT pasyMmeBaeT nepeMapku- ujaq obpaboTka oyepeaw B
Hasraqenue Internal BbINOMNHEHHON HACTPOWKK POBKY NaKETOB, M3MEHEHue COOTBETCTBMM C HACTPOEH-
priority :11 Drop prec- nonei DSCP, ToS, CoS. HbIM anropuTMOM
edence
\_ J (N

PucyHok 17.4 — basoBas mogenb QoS

Knaccudmkaums (Classification): KnaccudwmumpyeT Tpadumk B COOTBETCTBUM C
KnaccumkaumoHHON nHgopMaumen NakeToB U reHepupyeT 3HaueHne BHYTPEHHEro
npuopuTeTa, OCHOBaHHOE Ha KnaccndukaumoHHon nHdopmaummn. ng pasnnyHbix TUNOB
nakeToB Knaccudukauusa obecneunsaeTcs pasnuyHbiM obpasom. Cxema Hbke nokasbiBaeT
aTo.

MpumeHeHune nonutuk (Policing) n nomeTka (Remark): Kaxgbin naket B
KnaccuuunmpoBaHHOM BXoAsLeM Tpadmke NonyyaeT 3HayeHne BHYTPEHHEro npuopmTeTa u
MOXeT Aarnee noAsepraTbCs OENCTBUIO MONUTUK U MOMEYaTbCS.

lMpumeHeHNe NONUTUK MOXET ObITb BLIMOMHEHO HA MOTOKE AaHHbIX ANA obecneyeHns
pasnU4HON NONOCkI MPONYyCKaHUA AN pasnuyHbIX Knaccos Tpaduka. HasHadeHHas nponyckHas
nonuMTukKa MoxeT ObITb «0AHa KOop3uHa-aBa LBeTa» (single bucket dual color) nnu «gse
Kop3uHbI-Tpu useTa» (dual bucket three color). Tpaduky npuceamBaloTCa pasnnyHble LiBeTa U B
COOTBETCTBMM C HUMW OH MOXET cOpacbiBaTbCst UNK NponyckaTbes. K nponyLeHHbIM nakeTam
NPUMeEHSETCS AENCTBME NOMETKM, KOraa nakeTy HasHavyaeTcs HOBbIN, 6onee HU3Kuin
BHYTPEHHMWI NPUOPUTET A1 3aMEHbI CyLLEeCTBOBaBLLEro paHee 605ee BbICOKOrO BHYTPEHHEO
npuopwuteTa. Nona COS n DSCP 6yayT moanduumnpoBaHbl B COOTBETCTBMU C HOBbIM
BHYTPEHHMM MPUOPUTETOM Ha Bbixoge. CriefyoLas cxema OnvcbiBaeT 3Tn onepawmu.
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Y
IP packet
N

N Set the packet COS as
tag packet the default ingress
COS(*4)
Y
A 4 \ 4 A 4
DSCP-to-DSCP COS-to-Int-Prio EXP-to-Int-Prio
DSCP-to-Int-Prio COS-to-Drop-Prec EXP-to-Drop-Prec
DSCP-to-Drop-Prec conversation according conversation according to
Conversion according to the to the COS value (*5) the packet MPLS EXP value
packet DSCP

Y

.| Set the packet COS field |
equals Int-Prio

Y
Enter the
policing flow
PucyHok 17.5 — lNpouecc knaccudmkalmm

3ameuaHue 1: 3HavyeHme COS paccunTbiBaeTCs UCXOAsI M3 CBOWCTB NakeTa M HUKaK He CBA3aHO
CO 3Ha4YeHneM BHYTPEHHEro npuopuTeTa, NoNy4YeHHbIM Arsi NoToKa.

3ameyaHue 2: Ecnv ogHOBpeMeHHO CKOHMrypmpoBaHbl npoBepka DSCP n CoS, 1o npuoputet
DSCP BaxHee COS.
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=D

Whether configure
the policing policy

N | Decide the packet color and
action according to the policy

The specific color Drop

ection

Select one or several option of the following:
Set COS: Set L2 COSfiled of the packed Set
Int-Prio: Set internal priority of the packet Set
Drop-Prec: Setdrop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed of the
packet

Enter scheduling Drop the
packets

PucyHok 17.6 — Npoueccebl PerynvpoBaHust 1 noMeTKn

3ameyaHue 1. BHyTpeHHUI NpruopuTeT GyOeT CKPbIT Nocre YCTaHOBKU. YCTaHOBKa BHYTPEHHEro
npuopuTeTa Ha TpaduK C onpeaeneHHbIM LBETOM MOKpbIBAeT YCTAHOBKY BHYTPEHHErO
npuopuTeTa Ha TpaduK, He CBS3aHHbIN C LIBETOM.

3ameuaHue 2. COpoC BHYTPEHHErO NpMopuTeTa NakeToB OCYLLIECTBNSIETCA B COOTBETCTBUM C
KapTow npeobpa3oBaHns «BHYTPEHHUIN MPUOPUTET - BHYTPEHHMI npuopuTteT» (IntP-to-IntP).
Mpu knaccudukauum NOTOKa BHYTPEHHUI NpuopuTeT 6epeTcsa OT NCTOYHKKA UMK
ycTaHaBnueaeTcs JeNCTBUAMMW, HE CBA3AHHBLIMU C LIBETOM.

Pa6oTa c ouepeasaMu U NNaHMpoBaHue: CYLLLECTBYET BHYTPEHHMWIA NPUOPUTET AJ1s
MCXoasLLIMX NakeToB, B COOTBETCTBUM C HUM NNaHWpyeTcs pacnpenerneHne nakeTos rno
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ouepeaam C pasnuyHbIM NPUOPUTETOM U NMaKeTbl NOCLINATCA B COOTBETCTBUN C BECOBbLIM
npuopuTETOM OYepeamn 1 npuoputeTom copoca. Crnegytollas cxema onuckiBaeT onepauum
nnaHnupoBaHus.

A

Remark DSCP and L2 COS .

fields of the packets accord- | _ Remark EXP f'e'f’ of the
ing to Int-Prio-to-DSCP Int- packed according to
Prio-to-COS mapping (*1) Int-Prio-to-EXP mapping

Y

Select queue according to
Int-Prio-to-Queue mapping

Queue Number

Read the buffervalue ac-
cording to the queue remove
algorithm, the packet drop
priority and the egress queue

Buffer
available

Place the packets into the
specified queue, and forward
the packets according to the

weight priority

Y

( Finish )

PucyHok 17.7 — Mpouecchl NNaHNPOBKM 1 yripaBlieHns ovyepeasmm

Drop the
packets

4.1.2 KoHdmrypupoBaHue QoS
1. KoHdpurypupoBaHue kapTbl Knaccos (class map).

YcTaHaBnuBaeT KnaccudukaumoHHble npasuna B cooteetcteum ¢ ACL, CoS, VLAN ID,
npuoputetom IPv4, DSCP u IPv6 FL ansa knaccudukaumm notoka AaHHbIX. PasnuyHble knaccbl
NMOTOKOB AaHHbLIX 00pabaTbiBaloOTCsi MO pasHbIM NONUTUKAM.

2. KoHdhurypupoBaHue kapTbl nonutuk (policy map).

Mocne knaccudukaLmm NoToka 4aHHbIX MOXET ObITb CO34aHa KapTa NoNMTUK, NS CBA3N C
KapToOW KnaccoBs, CO34aHHOW paHee U BXOAOM B PeXMM Knacca. Toraa pasfimyHble noanuTuku
(Takue Kak orpaHuyeHue nNonockl, MOHWXEHNE NpUopmuTeETa Ha3HA4YEHNEM HOBOIO 3HAYEHMS
DSCP) MOryT NpUMEHSITLCA AS151 Pa3NINYHbIX MOTOKOB AaHHbIX. Takke MOXHO OnpeaenvTb
Habop MONUTKK, KOTOPbIE MOTYT NMPUMEHSTLCS OS5 HECKONbKUX KITACCOB B KapTe MOSNUTUK.

3. MpumeHeHne QOS Ha nopTty unu VLAN-uHTepdeiice.
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KoHcpuryprpoBaHne goBeputensHOro pexuma (trust mode) Ha nopTy unu NnpmBa3ka NOMUTUK K
nopty. MonnuTtukn 6yayT 3agercTBOBaHbl HA NOPTY TOSLKO €CIM OHW BYAYT NPMBA3aHbl K HEMY.
MonuTtukmn Tak ke moryT 6biTb NpuBA3aHbl k onpeaeneHHomy VLAN. He pekomengyeTcs
OOHOBPEMEHHO MCnonb3oBaTh kapTy nonuTuk Ha VLAN 1 Ha ee nopTax, B MPOTMBHOM Cllyyae
NPUOPUTET KapTbl NONUTUK HA NOPTY OyaeT Bbille.

4. KoHguryprpoBaHue anroputma yrnpaeneHus oyepeasiMu.

KoHduryprpoBaHue anroputma ynpaeseHns oyepeasiMu, Takoro kak sp, wdrr u apyrmx.
KoHdurypupoBaHue pacnpegeneHus QosS.

KoHdurypmnposaHue pacnpegenenunsa nsa CoS s DP, ns3 DSCP B DSCP, u3 IntP B DSCP.

1. KoHdurypupoBaHue KapTbl KNaccoB.
KomaHpa OnucaHue
Pexxum rmobanbHOro kKoHgurypmpoBaHus

class-map <class-map-name> CospgaHue KapTbl KIaccoB U BXO4 B PEXUM KapThbl
KrnaccoB; KomaHga «no class-map <class-map-

no class-map <class-map-name>
P P name>y yaansieT yKkasaHHyo KapTy KNnaccos.

match {access-group <acl-index-or-name> | YcTaHoBKa cornacoBaHHbIX KpUTepumes

ip dscp <dscp-list>| ip precedence <ip- (knaccudmkaumst notoka AaHHbeix no ACL, CoS,
precedencelist> | ipv6 access-group <acl- VLAN ID, npuoputetom IPv4, IPv6 FL nnn DSCP,
index- or-name> | ipv6 dscp <dscp-list>| W T.4.) ANS KapTbl kKnaccos; komaHga No yganset
ipv6 flowlabel OnpeaerneHHbIN CornacoBaHHbIN KPUTEPUN.

<flowlabellist>|vlan <vlan-list> | cos <cos-
list>}

no match {access-group | ip dscp | ip
precedence

| ipv6 access-group | ipv6 dscp | ipv6
flowlabel | vlan | cos}

2. KoHdhurypupoBaHue KapTbl NOMUTUK.
Komanpa OnucaHue
Pexum rmob6anbHOro kKoHUrypupoBaHus

policy burst {1 | 2} <committed- Co3sgaHue npoduna orpaHU4eHns BCNNecKoB Tpadduka Ans
burst-size> nocrneaytoLlen HacTponku policier.

policy-map <policy-map-name> Co3gaHue KapTbl NONINTUK N BXOS B PEXUM KapTbl MOMUTUK;

no policy-map <policy-map- komaHga NO yaanseTt onpeaeneHHyo KapTy NOMUTUK.

name>
class <class-map-name> lMocne co3gaHnsa KapTbl NONUTUK, €€ MOXHO CBSA3aTb C
[insert-before KnaccoMm. PasnnyHble NonmMTuKM nnm HoBble 3HadeHnst DSCP

MoryT ObITb NPUMEHEHbI K pa3jiniyHbIM NMOTOKaM OaHHbIX B

<cl map-name> -
classmap-name>] pexume knaccoB; komaHga NO yganseT onpefeneHHbIn

no class <class-map-name> Knacc.
set {ip dscp <new-dscp> | ip [MprucBavBaeT HOBbIV BHYTPEHHWUIA NpuopuTeT
precedence KnaccudmnuympoBaHHoMy Tpadguky; KomaHga NO oTMmeHsaeT

Ha3Ha4YeHne HOBOW BENUYUHBI.
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<newprecedence> | internal

priority <new- inp> | drop

precedence <new-dp>}

no set {ip dscp | ip precedence |

internal priority | drop

precedence | internal-priority}

policy <CIR_Kbits_per_second> KoHdurypauusa nonmtmku ansa knaccmuumpoBaHHOro

burst- group

<bucket_size profile_ID>

no policy

accounting

no accounting

notoka. OTaenbHble KOMaHAbl NONUTUK NOAAEPXKUBAIOT TPU
uBeta. AHanuaupyeT pabounii pexxmm BUPTYyarbHOW KOP3UHbI,
3TO MOXeT OblTb 0QHA CKOPOCTb — OAAHA KOpP3uHa, ogHa
CKOPOCTb — AB€ KOP3WHbI, BE CKOPOCTU — ABE KOP3VWHbI.
YcTaHaBnuBaeT COOTBETCTBYIOLLME AEUCTBUA AN pasnnyHbIX
useToB nakeTtoB. KomaHga NO ygansaet pexvum
KOHpurypaumm.

YcTaHoBKa OyHKLMKM CTAaTUCTUKM NS KnaccnduumpoBaHHOTO
Tpacpumka. [Nocne BkNOYEHUS 3TOW PYHKUMM B peXUME
NOMWUTUKM KNaccos, JobasnseT cTaTUCTMKy Tpadumka no KapTe
MOMWUTUKM KNaccoB. B pexrmMe ogHOM KOP3UHbI NakeT MOXeT
ObITb TOMLKO 3€NEHbIM UMW KPACHbIM NPV NPUMEHEHNM
nonutuk1. B BeiBogMmown nHdopmauuy 6yayT ABa LBeTa
(KpacHbI 1 3eneHbIn) NakeToB. B pexvme AByx Kop3uH 6yayT
TpW UBeTa (3eneHblf, KpacHbIN U XeNTbI) NaKeToB.

Pexxum KoHduUrypauumm kapTbl NOSIMTUK KITaCCOB

drop
no drop
transmit

no transmit

C6pacbiBaeT nnv nepegaeT Tpadmk B JaHHOM Kracce.
KomaHga NO oTMeHsAeT NpuCBOEHHYO dOYHKLMNIO.

3. MpumeHeHue QoS Ha nopTy unn VLAN-uHTepderice.

KomaHpa

mls qos trust dscp

no mils gos trust dscp

mls qos cos {<default-
cos>}

no mils gos cos
service-policy input
<policy-map-name>

no service-policy input
<policy-map-name>

service-policy input
<policy-map-name>
vlan <vlan-list>

OnucaHue
Pexum koHdurypuposaHusa nitepdenca

KoHdpurypmposaHue goseputensHoro nopta. Komanga NO oTmeHsieT
TEKYLLUIN peXnM [OBEPUTENBHOCTU Ha MOPTY.

KoHdpurypaums sHadyeHua CoS no ymonyaHuio Ha nopTy; komaHga NO
BOCCTaHaBMNMBaeT 3HaYeHne no yMOnyaHuio.

MpuMeHsIeT kapTy NOMUTUK K KOHKpeTHoMYy nopTy; KomaHaa NO
yOoansieT COOTBETCTBYIOLLYIO KApTy NOMUTUK, NPUMEHEHHYI0 Ha NopTy.
BbixogHast kapTa NoNuTKK Noka He noaaepxmBaeTcs.

Pexum rmobanbHoOro koHurypupoBaHus

lMpuMeHseT KapTy NOMUTUK K KOHKpeTHOMY VLAN-uHTepdency.
KomaHga NO ygansieT CoOOTBETCTBYIOLLYIO KapTy NOMUTHUK,
npumMmeHeHHyto Ha VLAN-uHTepdelice.
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no service-policy input
<policy-map-name>
vlan <vlan-list>

4. KoHdurypupoBaHue anroputma ynpasneHust o4epeasamu.
KomaHpa OnucaHue
Pexxum KoHdurypupoBaHus nopra

mis gos queue algorithm {sp | YcTaHoBka anropuT™ma ynpasneHus odepeasmu. o
wrr | wdrr} ymMonyaHuio anroputm wdrr

no mis qos queue algorithm
PexxuM rno6anbHOro KOHUrypnpoBaHus

mls gos queue {wrr | wdrr} YcTtaHaBnueaet Bec oyepegen wdrr ans scex nopTos. 1o
weight ymorn4daHuio Beca ovepegen 12 3 4

<weight0..weight3>

no mls gos queue weight
5. KoHdhurypuposaHue npeobpasoBaHus QoS.
KomaHpa OnucaHue
Pexum rmo6anbHoOro kKoHUrypMpoBaHus

mls gos map {cos-intp YcTaHaBnuBaeT NpuopuTeTHYIO TpaHcnaumio ana QoS. KomaHga
<intp1...intp8> | dscp-intp NO BoccTaHasnMeaeT 3Ha4YeHWe TpaHCnALMM No yMOyYaHuio

<in-dscp list> to <intp>}

no mils gos map {cos-intp |
dscp-intp}

6. OuncTKa CHETUMKOB AaHHbIX B KapTe MNONUTUK Ha onpeaeneHHom nopTty unu VLAN'e.
KomaHpa OnucaHue
Pexum agMuMHUCTpaTopa

clear mis qos statistics OumncTKa CHETUMKOB OaHHbIX B KAapTe NOSIUTUK Ha
[interface onpegeneHHom nopty unu VLAN’e. Ecnn y komaHabl HET

. napameTpoB, OYMLLIAIOTCH CHETUMKM Y BCEX KapT MOMUTUK.
<interface-name> | vlan <vlan-

id>]

7. MNMpocmoTp koHurypaumm QoS.
KomaHpa OnucaHue

Pexxnum agMuHUcCTpaTopa

show mls qos maps [cos-dp | dscp-dscp | dscpintp | MokasbiBaeT koHdUrypaumio QoS
dscp-dp | intp-dscp] TpaHcnaALmu

show class-map [<class-map-name>] MokasbiBaeT kapTy krnaccoB QoS
show policy-map [<policy-map-name>] MokasbiBaeT kapTy nonntuk QoS.
show mls qos {interface [<interface-id>] [policy MokasbiBaeT koHGUrypauuo QoS Ha

nopTy.
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| queuing] | vlan <vlan-id>}

4.1.3 Mpumep QoS
Mpunmep 1:

Heobxogumo BkNountb hyHKUMO QOS, M3MEHMTB BECA BbIXOAHbLIX OYepeaen Ha NopTy
Ethernet 1/0/1 Ha 1:1:2:2:4:4:8:8, Takke yCTAaHOBUTb Ha MOPTY pexuM goBeputensHoro CoS 6e3
namMeHeHus 3HavyeHmss DSCP 1 yctaHoBUTb 3HadYeHne CoS No yMOnYaHuo paBHbIM 5.

OTanbl KOHPUIYPUPOBaHUS ONUCAHbI HUXKE:

rotek#config

rotek(config)# mls qos queue wrr weight 11224488

rotek(Config-1f-Ethernet 1/0/1)#mls gos trust cos

rotek(Config-1f-Ethernet1/0/1)#mls gos cos 5
PesynbTat KOHMUrypaumm:

Korga B o6uwem pexmme BktoveH QO0S, Anst BbIXOA4HbIX oMepefen nonoca NnponyckaHus ans
KaXkgoro nopta nogeneHa B nponopummn 1:1:2:2:4:4:8:8. Korga nakeTbl, MMetoLne napameTp
CoS, npuxoasat yepes nopt ethernet 1/0/1 M HazHa4YaeTCcs BHYTPEHHUI NPUOPUTET B
COOTBETCTBMM CO 3Ha4YeHnem CoS. 3HaueHns CoS oT 1 40 7 COOTBETCTBYHOT O4YeEpPEaaM
1,2,3,4,5,6,7,8 cooTBeTCTBEHHO. ECnK BXOOAWMIN NakeT HE UMEET YCTaHOBIEHHOIO NapameTpa
Co0S, OH No yMOMNYaHUIo cYMTaeTCs paBHbIM 5 U NakeT noMellaeTcs B odepeb 6. Bo Bcex
npoxoasLmnx naketax saHadyeHne DSCP He meHseTcs.

Mpumep 2:

Ha nopty Ethernet 1/0/2 Heo6xoanmo ycTaHOBUTL NOMOCY AN NAKeTOB M3 CerMeHTa
192.168.1.0 B 10 M6uT/c ¢ gononHuTensHoM nonocon B 4 MouT. Bce nakeTsl, NpeBbIlWaoLmne
3Ty nonocy, 6yayT cOpoLUEHbI.

OTanbl KOHPUrypaLmmn NoKkasaHbl HAXE:

rotek#config
rotek(config)#access-list 1 permit 192.168.1.0 0.0.0.255
rotek(config)#class-map cl
rotek(Config-ClassMap-c1)#match access-group 1
rotek(Config-ClassMap-c1)#exit
rotek(config)#policy burst 1 4000
rotek(config)#policy-map pl
rotek(Config-PolicyMap-pl)#class c1
rotek(Config-PolicyMap-p1-Class-c1)#policy 10000 burst-group 1
rotek(Config-PolicyMap-p1-Class-c1)#exit
rotek(Config-PolicyMap-p1)#exit
rotek(config)#interface ethernet 1/0/2
rotek(Config-If-Ethernet1/0/2)#service-policy input p1
PesynbTat KOHUrypaumu:

JlucT pocTtyna ¢ uMeHem 1 HacTpoeH Ans Bbibopku cermenTa 192.168.1.0. PyHkuma QoS
BKItoveHa rnmobansHo. Co3gaHa kapTa knaccoB ¢ umeHeMm ¢1, nuct ACL 1 BKIIOYEH B KapTy
knaccos. Co3aaHa rpynna burst 1 onpegensitollas MakcMMarnbHbIn BCnneck Tpadduka,
npeBbILaLWero rapaHtuposaHHyto nonocy CIR. Co3gaHa gpyras kapTa NonuTuK ¢ umeHem pl.
KapTa p1 ccbinaetcd Ha kapTy ¢1. YcTaHOBMEHblI COOTBETCTBYIOLLME NONUTUKN ANS
OrpaHn4yeHust NOMoChl U AOMOSTHUTENbHBIX pPaclUMpPeHnin. ATa KapTa NOSIMTUK NPUMEHEHA Ha
nopty ethernet 1/0/2. Nocne Toro, Kak Bbllleyka3aHHble HACTPOWKX CAenaHbl, nonoca Ans
nakeToB 13 cermeHta 192.168.1.0, npoxogswux Yyepes nopt Ethernet 1/0/2, yctaHoBneHa B 10
M6wuT/c ¢ gononHuTenbHbIM pacwmpeHeM B 4 M6ut. Bce nakeTbl, NpeBbilaoLlme gaHHbIe
YCTaHOBKM B JAHHOM CerMmeHTe, OyayT oTOpoLLEHbI.

Mpumep 3:
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Kak noka3aHO Ha pucyHke, BHYTpM OTMeYeHHoM obnacTn, Haxoantca QoS gomeH, SwitchA
KnaccuduumpyeT pasnuuHbiin Tpaduk n HasHavaeT pasnuyHble npuoputeTsl IP. [ina npumepa,
ycTtaHoBuM npuoputeT CoS ansa naketoB M3 cermeHTa 192.168.1.0 paBHbIM 5 Ha nopTy
ethernet1/0/1 (ycTaHOBMM BHYTPEHHWUI NpUOpUTET paBHbIM 40 1 MO YMONYAHMIO TPAHCIALUIO
BHYTpeHHero npuoputeTa B dcsp kak 40-40, cooTeTcTBYOWMIA |P nproputeT paBHbiM 5). Mopr,
NoAKMtoYEeHHbIN K SwitchB — TpaHkoBbin. Ha SwitchB nopt Ethernet 1/0/1, nogkmntoYeHHbIN K
SwitchA HacTpoeH Kak goBepuTenbHbI dscp. Takum o6pa3om BHYTpy obnactn QoS nakeTbl ¢
pasnuMyHbIMK NpuopuTeTaMn OyayT pacnpeaenaTbCs B pa3nunyHblie oyepeaun 1 nonyyartb
COOTBETCTBYIOLLYHO MOMOCY nepeaayu.

(Qos domain R
E E Server
B3 svienc
=
\_ 1/0/1 )

1/0/2

E==3 sviem

1/01

S | —

PucyHok 17.8 — Tunosas tononorusa QoS
OTanbl KOHMUrypaLmmn onncaHbl HUXe:
KoHdurypaumsa QoS Ha SwitchA:

rotek#config
rotek(config)#access-list 1 permit 192.168.1.0 0.0.0.255
rotek(config)#class-map cl
rotek(Config-ClassMap-c1)#match access-group 1
rotek(Config-ClassMap-c1)#exit rotek(config)#policy-map pl
rotek(Config-PolicyMap-p1)#class c1
rotek(Config-PolicyMap-p1-Class-c1l)#set ip precedence 40
rotek(Config-PolicyMap-p1-Class-c1)#exit
rotek(Config-PolicyMap-p1)#exit
rotek(config)#interface ethernet 1/0/1
rotek(Config-If-Ethernet1/0/1)#service-policy input p1
KoHdurypauus QoS Ha SwitchB:
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rotek#config
rotek(config)#interface ethernet 1/0/1
rotek(Config-If-Ethernet1/0/1)#mls qos trust cos

4.1.4 YctpaHeHue HencnpaBHocTen QoS

[oBeputensHbIn pexum cos n EXP MoxeT ncnonb3oBaTbCs C Apyrnmm
OOBEPUTENBHLIMU PEXMMaMMN NN KapTON NONUTUK.

[oBepuTenbHbIA pexnm dscp MOXeT UCMOfb30BaThbCs C APYTMMW A0OBEPUTENBHBIMU
pexumamMm Unm KapTon NonmMTuK. Ata KoHdUrypaums npuMmeHsieTcst aAns naketos IPv4 un
IPV6.

[oBeputenbHble pexumbl exp, dSCp U COS MOryT ObITb CKOH(PUIYPUPOBAHBbI
ofHoBpemMeHHo. MNpuoputeTsl No ctapwmHcTey: EXP>DSCP>COS.

Ecnu ckoHdmrypmposan guHamudeckmnii VLAN (MAC VLAN/ronocoeon VLAN/VLAN
noacetun IP/VLAN-npoTtokona), Torga aHadeHme COS ana naketa paBHO 3HA4YEHUIO
COS ansa annamuyeckoro VLAN.

KapTa nonutukm (policy-map) MoxeT ObITb NpuBsi3aHa TOMbKO KO BXOASLLEMY
HanpasneHuo, BbIXoAsLLEee HanpaBrneHue He NoAAePXNBaAETCS.

B HacTodLWwee Bpems He pekoMeHAyeTCs OQHOBPEMEHHO MCMONb30BaTh KapThl NONMTHK (policy-
map) Ha VLAN u Ha ero nopry.
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5 MAPLWPYTU3ALUA N ARP, ND

5.1 KOH®UI'YPUPOBAHUE ®YHKLUN 3-I0 YPOBHH

KommyTaTop nogaepkunBaeT TONbKO Nepeagpecaunto Ha BTOPOM YPOBHE, HO UMeeT
BO3MOXHOCTb HACTPOWMKN (OYHKLMIA yNpaBneHNs MOPTOM Ha TPETLEM YPOBHE AN COeANHEHNS
BCEX BUIOB MPOTOKOJIOB yrNpaBfieHnsi Ha ocHoBe IP-npoTokona.

5.1.1 UHTepcenc 3-ro ypoBHsA

5.1.1.1 O6wwue cBegeHnsa ob nHTepderice ynpasneHnst 3-ro ypoBHs

B kommyTaTOpax MOXeT ObITb co3aaH MHTepdeiic 3-ro ypoBHs. OH siBnsieTcsl He PU3NYECKUM
MHTepdencom, a BupTyanbHbiM. HTepdenc 3-ro ypoBHs cTpontcsa Ha uHTepdgerice VLAN.
MHTepderc ypoBHsSt 3 MOXET coaepkaTb oanH nnmn 6onee NHTepdeNCcoB ypoBHs 2,
npyHagnexawux ogHomy un Tomy xxe VLAN, nubo He cogepxatb MHTepdencoB ypoBHSA 2. Mo
KpanHen mepe, OAMH 13 MHTepderiCoB YPOBHS 2, coaepXalunxcsa B uHTepdence yposHs 3,
OOIKeH ObITb BKIOYEH (HAX04MTbCs B cocToaHum UP) — Torga GyaeT BKINOYEH U MHTepdenc
ypoBHs 3. B npoTuBHOM cnyyae nHTepdenc ypoBHs 3 6yaeT BbiknodeH (ByaeT HaxoanTbes B
coctosiHum DOWN). KommyTaTop moxeT ncnonb3osathb |IP-agpeca, ycTaHOBMNEHHbIE Ha
uHTepdencax 3-ro ypoBHs, Anst KOMMYHUKaLUWM C ApyrMMuy ycTponctesamm vyepes |[P-npoTokor.
KommyTaTtop moxeT nepecbinaTtb IP-nakeTbl Mexay pasHbiMu nHTepdencamm 3-ro ypoBHsi.

5.1.1.2 HacTtpolika uHTepgerca 3-ro ypoBHs
lMocnenoBaTenbHOCTb HACTPOMKN MHTEpdenca 3-ro YPOBHS:
1. CospaHue nHTepdelica 3-ro ypoBHS.

2. Hactponka onucanms VLAN-nHTepdeiica.

1. CosgaHue nHTepgenca 3-ro ypoBHs.
KomaHpa OnucaHue
Pexum rmobanbHoro koHdurypuposaHus

interface vlan <vlan-id> CosgaHne VLAN-uHTepdenca (VLAN-uHTepeiic — ato
uHTepdenc 3-ro ypoBHs); komaHga «no» yganseT VLAN-

no interface vlan <vlan-id> o -
nHTepdenc, co3gaHHbI HAa KOMMyTaTope.

2. Hactpoika onncanusa VLAN-uHTepdelica.
KomaHpaa OnucaHue
Pexum koHdurypuposaHus VLAN-uHTepdenca

description <text> HacTtporika onucaHuna VLAN-uHTepdenca. KomaHga «no»

no description yb6epeT onucaHune VLAN-uHTepdpeiica.

5.1.2 HacTtpowuka npotokona IP

5.1.2.1 BsepgeHnue B IPv4, IPv6

IPv4 — 310 TekyLlasi Bepcus rnobanbHoro yHnBepcansHoro MiHTepHeT-npotokona. MNpaktuka
Aokasana, 4to IPv4 asnsaeTtcsa NpocTbiM, TMOKNM, OTKPbITbIM, MOLLHbLIM, @ Takke Nerkum B
peanusaunn npoTtokosioM. OH obnagaeT XopoLLe COBMECTUMOCTbIO C PasfnMYHbIMK
NPOTOKONIaMu BEPXHETO U HWKHEro ypoBHen. XoTs IPv4 novTyn He MEeHSANCA ¢ MOMEHTa ero
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noseneHus B 1980-x rogax, oH NpoaormkaeT pacnpoCcTpaHATLCS N0 BCEMY MUPY BMeCTe C
pacnpocTtpaHeHneM UHTepHeT. OgHako no mepe pocta nHpacTpykTypbl UHTEpHET 1 ycnyr,
NCMNOMb3YOLWMX VIHTEPHET-NPUNOXEHMS, BbIABMSIOTCA N HEKOTOPbIE HEAOCTaTKM NPOTOKoa
IPv4, cBAizaHHbIe ¢ MacuTaboM 1 CNOXHOCTBIO cerogHswHero MHTepHeTa.

IPv6 — 310 WwecTas Bepcus MHTepHeT-npoToKona, creayollee ero nokosieHume. IPve
paspaboTtaH IETF 1 omKeH 3aMeHUTb NCMOMb3yeMbIl B HAacTosiLee BpeMs MIHTepHeT-
npoTtokon Bepcun 4 (IPv4). IPv6 6bin pa3paboTtaH crneumanbHO ans Toro, Ytoobbl
NMKBMOMPOBAaTb HEXBATKY aapecos IPv4, npensaTCcTBYOLWYO AanbHenWwemMy passuTuio
WHTepHeT.

Hanbonee BaxHaga npobnema, koTopasi peweHa B IPv6 — 310 pobaBneHne JOCTaTOMHOIo
konunyecTtBa IP-agpecoB. 3anac agpecos IPv4 noytu ncyepnaH, B TO BpEMsI Kak YMCrno
nonb3oBatenen NHTepHeT pacTeT B reomeTpuyeckon nporpeccum. O6beMbl NpeaocTaBnseMbix
WHTepHeT-yCcnyr n Yncno nNpuknagHbiX YCTPOUCTB NPOOOIDKAOT pacTu onepexatowmmm
TeMmnamu (QoMallHne 1 manble oucHble ceTn, IP-TenedoHns, TepMmmHansl 6ecnpoBoaHOro
WMHGOPMaLIMOHHOrO 06Cny>KMBaHUSA, ucnonb3ytowme VIHTepHeT u T. 4.). B pesyneTtate
TpebyeTtcs Bce BonbLuee konmyecTBo |IP-agpecoB, NpegocTaBnsATh KOTOPblIE CTAHOBUTCS BCE
bonee 3aTpygHuTensHo. PaboTta no npeogonennto HexeaTku IPv4-agpecoB Benacb A4onroe
BpeMsi; Bbinn NpeanoXeHbl pas3nMyHble TEXHOMOMMM, NO3BOMSIOLWLME NPOANUTE CPOK
aKcnnyaTaumu, cyuectBytowen |[Pv4-uHdpacTpykTypbl, B TOM YnChe TpaHCNSALMS CETEBbIX
apgpecoB NAT (Network Address Translation), TexHonorusa CIDR (Classless Inter-Domain
Routing) n 1. Aa.

Xotsa covetaHue CIDR, NAT # YacTHbIX agpecoB BPEMEHHO CMArYMIIo Npobrembl HeXBaTKu
IPv4-agpecoB, NAT-TexHonorus paspyLwuuna mogenbs «M3 KoHua B kKoHely (end-to-end),
KOTopas ABnsnack nepBoHayanbHON Lenbto 3ambeicna IP, caenas HeobxoanmbiM Ans
NPOMEXYTOYHbIX MapLLPYTU3aTOPOB NogaepXaHne ctatyca KaXkaoro CoeAHEHNs, YTo
3HAUYUTENbHO YBENNYMBAET 3a[ePXKKMU B CETU U CHUXaET NMPOon3BoaANTENBbHOCTL ceTh. Kpome
TOro, TPaHCNAUNS CEeTeBbIX aaApecoB NakeToB AaHHbIX MPENATCTBYET npoBepke 6e3onacHoCcTn
COeIMHEHMIN «U3 KOHLA B KOHEeL», 3arofloBok ayTeHTudunkauun IPSec — aBHbIN npuMep.

MoaTomy, 4TOObI KOMMIEKCHO PeLnTb BCe BMAbI Npobnem, cywecTByowmx B IPv4, cnegytoulee
NnokoneHne UHTepHeT-NpoTokona IPv6, paspabotaHHoe IETF, cTano eAMHCTBEHHbIM
BO3MOXHbIM peLleHneM B HacToslLLiee Bpemsl.

Mpexpae Bcero, 128-6utHasa cxema agpecauum npotokona IPv6 rapaHTupoBaHHO obecneunBaeT
AOCTaTOYHOE YNCNOo rnobanbHO yHUKanbHbIX IP-agpecos ans y3nos rnobansHon IP-ceTu u no
BpeMeHW, 1 B NpocTpaHcTBe. KpoMe yBennyeHns agpecHoro npocTpaHcTea npotokor IPv6
ynydywiaeT MHOrve Apyrue BaxHble acnekrtbl [Pv4.

Nepapxunyeckas cxema agpecauumm obnerdaet odobeguHeHne MapLupyToB, 3EKTUBHO
CHMXXaeT KONMYeCTBO 3anucen Tabnuubl MapLpyTusauum n ynydwaeT 30eKTMBHOCTb
MapLipyTusaumm u o6paboTkn NakeToB AaHHbIX.

Mo cpaBHeHMto ¢ IPv4, KOHCTPYKLMS 3aronoBka IPv6 Gonee coBeplueHHa. 3arofioBOK COAEPXKUT
MeHbLLEe Nnonei AaHHbIX, U3 HEro U3bATa KOHTPOSbHAsA CyMMa, YTO YBENNYMBAET CKOPOCTb
06paboTku ocHoBHOrO 3aronoBka IPv6. B 3aronoeke IPv6 none dparmeHTa MoXeT ObiTb
nokasaHo Kak [JOMNofHUTENbHOe pacluMpeHHoe nore, NoaTomy Gonblue He 6yaeTt
Heob6xoaMMOCTM B (hparMeHTaLumn NakeTHbIX AaHHbIX B NPoLEecce UX nepeaayn B

MapupyTusartope. Kpome Toro, adhpekTMBHOCTb paboThl MapLLpyTM3aTopa NoBbiLaeTCcs 3a
cyeT mexaHuama obHapyxeHus mappyta MTU (Path MTU Discovery Mechanism)
paboTaroLLero ¢ MICTOYHUKOM MaKEeTHbIX AaHHbIX.

MopoepxnBaeTca aBToMaTMyeckasa HacTporka agpeca u Plug-And-Play. bonbLuoe konmyecTso
XOCTOB MOTYT JIErKO HAWTW CETEBbIE MaPLLPYTM3ATOPbl UCMOMb3Ys OYHKLMIO aBTOMATUYECKON
KoHdurypauum IPv6, aBToMaTnyeckn nony4vas rnodanbHo yHuKanbHble |Pv6-agpeca, 4to
JenaeT yCTponcTea, ucnonbayoLiune npotokon IPv6, yctponcteamu Plug-And-Play. ®yHKUuKs
aBTOMaTUYECKON HACTPOWKM afpeca, Tak Xe AenaeT npoLecc CMeHbl aApecoB B
CyLLEeCTBYIOLLEN CETU NpoLle 1 yaobHee, agMUHUCTpaToOpaM CETU NpoLLEe NEePEXOANTb OT
OIHOro npoBangepa K Apyromy.

Mopoepxka IPSec. IPSec obsasateneH B IPV6, B otnudne ot IPv4. IPv6 obecneunsaet
pacLUMpPEHHbIN 3aronoBok 6e30nacHOCTU, KOTOPLIN obecnevmMBaeT cepBmChbl 0€30NacHOCTU «U3
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KOHLIa B KOHEL», Takne Kak KOHTPOrb A0CTyna, KOHMUAEHUMANbHOCTb U LENOCTHOCTb AAHHBbIX,
crnepfosarenbHo, AenaeT npoLle peannsaumnio MexaHu3mos LWNPOBaHUS, NPOBEPKN U
BMPTYarnbHbIX YacTHbIX ceTen (VPN).

YnydweHa nogaepXka MobunbHbiX |[P-yCTPOWCTB 1 MOOUIbHBIX BbIYMCIUTENBHBIX YCTPOWCTB.
MobunbHbIn IP-npoTokon, onpegeneHHbi ctaHaapTom IETF, obecneynBaeT paboty
MOBUIBHBIX YCTPOMCTB B ABWXEHUN 6e3 pa3pbiBa CYLLECTBYHOLLEro coeanHeHnsi. ta ceTeas
dyHKUMA npruobpeTaeT cenvac Bce 00MbLUYI0 BaXXHOCTb. B otnunume ot IPv4, mobunsHocTb IPV6
obecneynBaeTcsl BCTPOEHHbIM aBTOMaTUYECKMM KOHUIYPUPOBaHUEM AN NonydYeHus agpeca
nepepaum (Care-Of-Address). lNMoatomy npu ncnons3osaHum IPv6 He TpebyeTcs [pyroro
AreHTa. bonee TOro, npu TakoM CBsI3biBaHMM BKMoYaeTca KoppecnoHAeHTCKuIA y3en,
cBsAsblBaOWMNCA ¢ MoBUbHBIM y3roM HanpsAMyo. 3TO NO3BONAET n3bexartb yaopoxaHus
CUCTEMBI U3-3a TPEYronbHOro MapLupyTa, Tpebytouwerocsa npu IPv4.

Ypaanock nsbexaTb 1 TpaHcnsaumm ceTeBblx agpecos. Llenbto BBeaeHms NAT 6bino
Mcnonb3oBaHMe MexaHu3mMa COBMECTHOIO M NOBTOPHOIO UCMOMNb30BaHWUS OOHOMO U TOro e
a[pecHOro NPoOCTPaHCTBa B pasfuyHbIX CErMEHTax CeTU. ATOT MEXaHU3M BPEMEHHO CMArYaeT
npobnemy HexeaTku |Pv4-agpecoB, ogHako 406aBNSTCA OrpaHNYeHns, HaknagblBaeMble
npoLieccoM TpaHCNALMM afpecoB Ha ceTeBbIE YCTPOMCTBA M NPUNoXeHus. Tak Kak agpecHoe
npocTpaHcTBO IPV6 3HaumTensHo 6onblue, TO B TpaHCnAUMM agpecoB 6onblue HeT
HeobxogmmocTu. B pesynbTtaTe, npobnemebl ¢ NAT 1 CO CTOMMOCTBLIO €€ pa3BepThbIBaHNS
peLlakTCst eCTECTBEHHBLIM CMOCOOOM.

IPV6 coxpaHun n pacumpun Nnoaaepkky CyLLeCTBYHOLMX NPOTOKOMNOB Mapwpytusauun IGP
(Internal Gateway Protocols) u EGP (Exterior Gateway Protocols). Hanprumep, npoTokonbl
MapupyTusaumm IPv6, Takme kak RIPng, OSPFv3, IS-ISv6, MBGP4+ u 1.4.

PacwwupeHa nogaepxka Multicast n ysennyeHo konnyectso Multicast-agpecos. PaboTas ¢
broadcast-gpyHkuuamu IPv4, Taknmum kak Router Discovery and Router Query, IPv6 multicast
nosfiHocTbio 3ameHun IPv4 broadcast B nnaHe dyHkumin. Multicast He TONIbKO 3KOHOMUT
NPOMNYCKHYI CMOCOBHOCTL CETU, HO M NOBbILLAET 3(PEKTUBHOCTD CETU B LLENOM.

5.1.2.2 HacTtpolika IP npoTokona
NuTepderic 3-ro ypoBHs MOXET ObITb HAcTpoeH kak IPv4-nHtepdenc nnbo kak IPv6-
MHTepgenc.

5.1.2.2.1 Hactpouika agpeca IPv4
1. Hactpovika IPv4-agpec uHtepdenca 3-ro ypoBHsi.

2. Hactpowka wnio3a no ymonyaHuio.

1. Hactponka IPv4-agpec uHtepderica 3-ro ypoBHs.
KomaHpa OnucaHue
Pexxum koHcurypuposaHusa VLAN-untepcpeica

ip address <ip-address> <mask> Hacrtpolika IP-agpeca VLAN-uHTepdenca; komanga no ip

[secondary] address [<ip-address>
no ip address [<ip-address> <mask>] otmeHsieT IP-agpec VLAN-uHTepderica.
<mask>]

2. HacTpowka wnto3a rno ymon4aHuio.
KomaHpa OnucaHue
Fno6anbHbIN pexXUmM KOHPUIrypupoBaHus

ip route 0.0.0.0 0.0.0.0 <A.B.C.D> HacTtpolika ctatnyeckon mapwpyTtmsaummn. Komanga

no ip route 0.0.0.0 0.0.0.0 <A.B.C.D> O OTMEHAET HaCTpouky.
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5.1.3 ARP

5.1.3.1 Bsepgenune B ARP

ARP (Address Resolution Protocol — npoTtokon onpeaeneHuns agpeca) B OCHOBHOM
ucnonb3yetcsa ansa onpeaeneHus Ethernet MAC-agpeca no IP-agpecy. KommyTtaTtop
nogaepxuBaet ctatmdeckoe gobasneHue 3anucen B ARP-tabnuuy.

5.1.3.2 Cnucok 3agay koHdurypaumnm ARP
Cnucok 3agad koHdurypauum ARP:

1. Hactpoutb ctatnyeckun ARP
KomaHga OnucaHue
Pexxum VLAN-nHtepdenca

arp <ip_address> <mac_address> HacTtpauBaet ctatnyeckyto 3anucb ARP; komaHga no
{interface [ethernet] <portName>} yaanset 3anucb ARP ykasaHHoro IP-agpeca.

no arp <ip_address>

5.1.3.3 [Mowuck HeucnpasHocTen ARP
Ecnu He npoxoauT ping OT KOMMyTaTtopa K YCTPOMCTBaM, MOAKITHOYEHHBIM HanpsiMyto, MOXHO
ucnonb3oBaTth criegylolmne 4encTBms ANa Noncka u ycTpaHeHUs BO3MOXHOW MPUYMHBI:

e [lpoBepbTe, eCTb 1M COOTBETCTBYIOLAasA ARP-3annck Ha KOMMyTaTope.

e Ecnn ARP-3anncu HeT, BkntounTe otnagky ARP 1 nocmoTpute ycnosus
npvema/otnpaskn ARP-nakeTos.

e Camagd pacnpocTpaHeHHas npuynHa npobnembl — gedekTHbIN kabenb.

5.2 HACTPOMKA ®YHKLUUU NPEOOTBPALLEHUA ARP-
CKAHUPOBAHUA

5.2.1 BBepeHue B pyHKUUIO NpeaoTBpaleHmns ARP-ckaHMpoBaHus

ARP-ckaHnpoBaHue — 3To 06bIYHbIM CNOCO6 ceTeBor aTaku. [ins Toro, YToObl 0GHaAPYXWTb BCE
aKTUBHbIE XOCTbI B CErMEHTE CETU, UCTOYHMK aTakm OyaeT paccbinate 60MbLWOe KONMYECTBO
ARP-coobLeHni, 4To 6ygeT 3aHnmaTh BOMbLUYI0 YacTb NPOMYCKHOM CMOCOOHOCTU CETH.
BoamMoxHa aTaka 6onbLUMM KONMYecTBOM Tpadhmka ncnonb3ys nogaensHele ARP-coobLieHus,
YTO NPMBEAET K KOMMancy ceTu U3-3a uc4epnaHms NnponyckHon cnocobHocTn. ObbivHO ARP-
CKaHMpOBaHWe — 3TO NPOCTO NpPeAnockInka K Apyron, 6onee onacHow aTake, Takown, kak
aBTOMaTUyecKoe 3apaxeHue BUPYCOM Unu nocneaytolliee ckaHMpoBaHue NopTos,
CKaHUpoBaHue yA3BUMOCTEN, HaLleNeHHoe Ha XuLleHne nHdopMaLmm, aTaka UCKaXKEHHbIMN
coobueHuamun, DOS-aTaka u T.4.

Mockonbky ARP-ckaHuMpoBaHue yrpoxaeT 6€30nacHOCTU U CTabUNbHOCTM CETU, OYEHb BAXXHO
ero npegoTepaTuTh. KommyTtaTop obecneumBaeT NonHoe peLLeHne ans npegorepaileHmns ARP-
CKaHMPOBaHUS: eCrfiv B CerMeHTe HanaeH XOCT UK NopT ¢ npusHakaMmn ARP-CKaHMpoOBaHus,
KOMMYTaTOp OTPEXET UCTOYHUK aTakn ansa obecnevyeHus 6e30nacHOCTM CETH.

EcTb aBa metoga npegotepawieHns ARP-ckaHMpoBaHWS: Ha OCHOBe nopTa U Ha ocHose IP.
MeToa Ha ocHOBe nopTa cuntaeT konmdectso ARP-coo6LLEHMIA, NONTYYEHHbIX C MOpTa 3a
OnpefeneHHbIN Nepuoa, ecrnm YMcno NpeBbllaeT 3adaHHbIvi Nopor, NopT ByAeT BbIKIIOYEH.
MeTog Ha ocHoBe IP cumTaeT konnyectBo ARP-coobLeHuiA, nonyyeHHbIX oT IP-agpeca B
CerMeHTe 3a onpeaeneHHbI Nepmnoa, ecnun YMCno NpeBblaeT 3agaHHbIA nopor, nobo
Tpaduk ot atoro IP 6yaet 3abnokmpoBaH 40 TeX Nop, Noka nopT, CBsA3aHHbIN ¢ IP-agpecom, He
Oynet noraweH. OTn ABa MeToAa MoryT 6bITb BKIOYEHBI OA4HOBPEMEHHO. [locne Toro, kak nopT
unu IP-agpec 6binn 3abnokMpoBaHbl, NONb30BaTENb MOXET BOCCTAHOBUTL MX CTaTyC
MCcnonb3ys PyHKUMIO aBTOMaTUYECKOro BOCCTaHOBIEHUS.
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YTo6b!l NOBbLICUTL 3PPEKTUBHOCTbL, NOMNBL30BATENN MOTYT HACTPOUTb JOBEPEHHbIE NOPTLI U IP-
agpeca, ARP-coobLeHnst OT KOTOPbIX HEe ByAYT NPOBEPSATLCA KOMMYTAaTOPOM. Takum obpasom
Harpyska Ha KOMMYTaTop MOXET OblTb 3HAYNTENbHO CHUXEHA.

5.3 KOH®PUTYPALUA 3AWLNTDLI OT NOOAMEHbI ARP (ARP
Spoofing)

5.3.1 O6G3o0p

5.3.1.1 ARP (Address Resolution Protocol)

B obuwewm, npotokon ARP (RFC-826), B ocHOBHOM, OTBE4YaeT 3a conocrasnexue |IP-agpeca c
cooTBeTcTBYOLWNM 48-6uTHOMY hmaudeckomy agpecy (MAC-agpecy), Hanpumep, IP-agpec
192.168.0.1, MAC-agpec ceteBou kapTbl 70:B3:D5:62:C0:63.

Becb npouecc conoctaBfieHnsi COCTOMT B TOM, YTO XOCT OTNpaBfisieT WNPOKOBeLLaTENbHbIN
(broadcast) nakeT gaHHbIX, BKoYawLwmin B cebs nHgopmaumio ob IP-agpece xocta
HasHa4veHusi (ARP-3anpoc), 3aTem XOCT Ha3Ha4YeHns OTNpaBnseT UCXOAHOMY XOCTY NakeT
AaHHbIX, BKNtovatowmn B cebs nidopmauyuio o6 IP-agpece n MAC-agpece. Takum obpasom,
ABa xocTa Moryt obmeHnunBatbcs nHdopmaumern no MAC-agpecy.

5.3.1.2 TogmeHa ARP

Y1066l yMeHbWNTL ARP-Tpaduk B ceTn, ecnm xocT nony4mTt ARP-0TBeT, KOTOPbIN OH He
3anpalumsan, oH, B COOTBETCTBMM C NpoTokornom ARP, Tak ke gobasuTt 3anuck B cBo ARP-
KaLL, 4YTO genaet Bo3MOXxHbIM nogmeHy ARP (ARP spoofing). Ecnu xakep xo4eT npocnywats
06MEH AaHHBIMY MeXAY ABYMS XOCTaMu B OOHOMW CeTH (gaxe ecrnv OHW NOAKMNIOYEHb! Yepes
KOMMYTaTophbl), OH oTnpasnseT nakeT ARP-oTBeTa ABYyM XOCTam MO OTAENbHOCTU, 3TO
NPUBOAMT K TOMY, YTO KaxabI u3 xoctoB cuntaeT MAC-agpec xakepa agpecomM Opyroro xocra.
Takum o6pa3omM, BMECTO NpsiMOro obMeHa, XoCTbl 0OOMeHMBatoTCa TpadmMKoM Yepes XOCT
Xakepa. Xakepbl MOTyT He TOMbKO NoflyyaTb HEOOXOAUMYIO UM MHOPMALIMIO, HO U
MoaudmLmpoBaTh NakeTbl JAaHHbLIX HA CBOE YCMOTPEHUE Ans nocneayolen nepegayu. B
CBSI3M C 3TMM Ha KOMMbIOTEPE XaKepa He HY>XHO HacTpamsaTb CMeLLaHHbIN PEXUM CETEBON
KapTbl, T.K. NAKeTbl AaHHbLIX NOCTYMalT Ha KOMMbLIOTEP Xakepa Ha (PrU3N4EeCKOM YpOBHE,
KoMMbloTep paboTaeT Kak peTpaHCnATop.

5.3.1.3 Kak npegotepatutb nogmeHy ARP
EcTb MHOro BMAOB aTak, OCHOBaHHbIX Ha npoTokosie ARP. BonbWNHCTBO aTak OCHOBaHbI Ha
nogmeHe ARP, Tak YTO o4eHb BaXXHO npenoTepatnTb noameHy ARP.

MexaHusm nogmeHbl ARP npoHukaeT B ceTb, B MEPBY0 ovepeb, NyTeM Noaaernku neransHoro
IP-agpeca v nocnegytoLlen NocbinkM 6onbLIOro kKonmyecTsa nogaenbHbix ARP-nakeTos
KOMMYyTaTopam, nocrie Yero KoMMyTaTopbl 3aMeHSA0T npasunbHblie cBA3ku IP-MAC
COOTBETCTBYIOLLUMUN CBA3KAMM U3 aTaKyloLwmnx nakeToB. TakuMm o6pa3omM, KOMMyTaTop
OLWMBOYHO OTNPaBAET NAKEThI aTaKylLEMY XOCTY, U 3TO AENCTBYET Ha BCEN CETW.

OcCHOBHbIM MeTOOOM NpeaoTBpaLleHns atak n noameHbl ARP Ha KOMMyTaTopax sSBnseTcs
OTKIMOYEHNE Ha KoMMyTaTope (PyHKUMM aBToMaTnu4eckoro obHoeneHnss ARP. 3noyMbilInNeHHUK
He CMOXEeT U3MeHUTL npaBunbHble cBA3ku IP-MAC Ha kommyTaTope, TeM cambiM
npegoTBpallaeTcs HenpaBuibHas Nepeckbifnika NakeToB. B To e Bpems aTo He npepbiBaeT
dyHKLMIO aBTOMaTMyeckoro obyyeHms ARP. Takum obpasom, 370 3HaUUTENbHO
npegotepallaeT nogmeHy ARP.

ND — npoTtokon obHapyxeHus cocefen B IPV6, aHanornyHbin npotokony ARP no npuHumny
Aencteua. [ina npegoTepaleHns nogMeHbl ND ncnonb3yeTcs MexaHu3M, aHanormyHbIn
npumeHsaemomy ansa ARP.

5.3.2 KoHdurypaumsa npegorepaileHuns nogmeHol ARP

lMocnepoBaTenbHOCTL HACTPOMKK NpeaoTBpaLleHnst nogmeHsl ARP:
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1. OTkno4unTb PyHKLMIO aBTOMaTU4eCkoro obHoBneHms ARP.
2. OTKMOYMTb PYHKLMIO aBTOMaTMYeckoro obyyeHms ARP.

3. [NomeHAaTb anHammnydeckne ARP Ha cTaTuyeckume.

1. OTkNoUnTb PYHKUNIO aBTOMaTndeckoro obHoeneHnss ARP.
KomaHpa OnwucaHue
O6wun pexnm n Pexxum nopra

ip arp-security updateprotect OTKMHOUNTL/BKIOUYUTE OYHKLNIO aBTOMAaTUYECKOro

. . obHoBrneHnsa ARP.
no ip arp-security updateprotect

2. OTKNIOYUNTL PYHKUMIO aBToMaTu4eckoro obyderHms ARP, ND.
KomaHpa OnucaHue

O6wmnn pexnm n Pexxum nHtepdenca

ip arp-security learnprotect OTKNIOYUNTL/BKMOUNTE DYHKLNIO aBTOMaTHUYECKOro
obyyeHnsa ARP.

no ip arp-security learnprotect
3. NomeHaTts auHammndeckne ARP, ND Ha cTaTuyeckme
KomaHpga OnucaHue
O6wunn pexxum n Pexxum nopra

ip arp-security convert MomeHaATb gnHamuyeckue ARP Ha ctaTudeckue.

5.3.3 Mpumep npeporBpawieHusa nogmeHosl ARP, ND

PC 2
PC1 192.168.2.2
192.168.2.1 Switch 70:B3:D5:62:C0:02

70:B3:D5:62:C0:01 192.168.2.4
70:B3:D5:62:C0:04 | e—

PC3
192.168.2.3
70:B3:D5:62:C0:03

PucyHok 20.1 — Mpumep cxembl NOAKMOYEHMA 000pya0BaHUS Ansi NPOBEPKU (PyHKUMK
npegoTepalleHns nogMmeHsl ARP

OnucaHue obopygoBaHus
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O6opynoBaHue KoHdwmrypaumsa Kon-Bo
Switch IP:192.168.2.4;mac: 70-B3-D5-62-C0-04 1
PC1 IP:192.168.2.1;mac: 70-B3-D5-62-C0-01 1
PC 2 IP:192.168.1.2;mac: 70-B3-D5-62-C0-02 1
PC3 IP:192.168.2.3;mac: 70-B3-D5-62-C0-03 HECKOMbKO

Ha gnarpamme nokasaHa HopManbHas cBs3b mexay PC 2 n PC 3. PC 1 xoueT, 4To6bI
KOMMYTaTop Hanpaensan eMy nakeTbl, OTNpaBneHHble xoctoM PC 2. B nepyto ouepeas PC 1
oTnpasnseT naketT ARP-oTBeTa Ha kommyTaTop B popmare: 192.168.2.3, 70-B3-D5-62- C0-01,
conoctaenaga ero MAC-agpec ¢ IP-agpecom xocta C, kommyTtaTop obHoBnsieT ARP- cnncok u
HayMHaeT oTNpaBnATb NakeTbl Ansa 192.168.2.3 Ha MAC-agpec 70-B3-D5-62-C0-01 address
(agpec xocta PC 1).

B panbHeriwem xoct PC 1 nepecbinaeTt npuHATble nakeTbl XxocTy PC 3, MeHasa agpec
WCTOYHMKA 1 afpec HasdHaveHust. Tak kak ARP-cnvcok cBoeBpeMeHHO ODHOBSIETCS, eLle
ofHOW 3agadven ans xocta A aBnsieTcs HenpepbiBHasa oTnpaska ARP-oTBeTOB 1 06HOBNEHME
ARP-cnncka kommyTtartopa.

MoaTomy o4veHb BaxHO 3awmuTnTb ARP-cnMcok, HacTpouTsb 3anpelleHne ARP-oby4veHns B
ctabunbHoONM cpefe u 3aTeM U3MEeHNTb BCe AMHamudeckne ARP-3anmcy Ha ctaTtudeckume.
BblyyeHHble ARP He 6yayT obHOBNATLCA 1 ByAyT 3alumLEHbI.

rotek#config rotek(config)#interface vian 1

rotek(Config-If-Vlanl)#arp 192.168.2.1 70-B3-D5-62-C0-01 interface eth 1/0/2

rotek(Config-If-Vlanl)#interface vlan 2

rotek(Config-If-Vlan2)#arp 192.168.1.2 70-B3-D5-62-C0-02 interface eth 1/0/2

rotek(Config-If-Vlan2#interface vlan 3

rotek(Config-1f-Vlan3)#arp 192.168.2.3 70-B3-D5-62-C0-03 interface eth 1/0/2

rotek(Config-If-Vlan3)#exit

rotek(Config)#ip arp-security learnprotect

rotek(Config)#

rotek(config)#ip arp-security convert
Ecnu koHurypaums BHelwHero obopygoBaHnst MeHAeTCs, 9To no3sonseT 3anpeTnte ARP-
o6HoBrneHus. Kak Tonsko napametp ARP ByaeTt3adumkcupoBaH, oH He MoXeT ObiTb 06HOBNEH
HoBbIM ARP-0TBETOM, AaHHble OyayT 3alMLeHbl OT nepexsaTa.

rotek#config
rotek(config)#ip arp-security updateprotect

5.4 HACTPOMKA DYNAMIC ARP INSPECTION (DAI)

5.4.1 BBepeHune B ARP INSPECTION

PyHKuMa guHammyeckoro koHTpons ARP (Dynamic ARP Inspection) - 370 doyHKUMS
BesonacHocTn, KoTopas no3sBonsdeT NnposepsTb nakeTol ARP B ceTn. Yepes DAI
aAMVHUCTPATOP MOXET NnepexeaTthbiBaTh, 3anvcbiBaTb U OTOpackiBaTb NakeTbl ARP, koTopbie
mmetoT HeBepHbii MAC-agpec nnn IP-agpec. DAl no3sonsdeT NnpoBepuTb NErMTUMHOCTb
naketoB ARP B cooTBeTCTBUM C nerntumHbiMu IP 1 MAC-agpecamu, cogepxalnmMmmncs B
[OBepeHHoM 6a3e AaHHbIX. OTa 6a3a MOXeT ObITb CO34aHa AMHAMUYECKN, C MOMOLLLIO
MoHuTopuHra DHCP. Ecnu naket ARP nonydeH 13 gosepeHHoro anst DAl nopta, koMMyTaTop
nepecbInaeT ero Hanpsmyto, 6e3 npoeepkun. Ecnu naket ARP nonyyeH n3 nopta, KOTOpbI He
ABNAETCHA AOBEPEHHbIM, KOMMYTaTOp NepeaacT TOMbKO NErMTUMHbLIN NakeT, HenerMTUMHbIE
nakeTbl KOMMyTaTop OyaeTt oTbpackiBaTb U UKCMPOBATL 3TO AENCTBUE B CUCTEMHOM XypHare.

5.4.2 Hactpouka Dynamic ARP inspection
1. Bkntountb DAl Ha VLAN
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2. 3apaTtb [OBEpEHHbIN NopT

3. Hactpoutb gonyctumyto ckopoctb ARP ¢ nopTtos

1. Bkntountb ARP inspection Ha VLAN
KomaHpa OnucaHue
Pexxum rmo6anbHon KoHdUrypaumm

ip arp inspection vlan <vlan-id> Bknountb ARP inspection Ha ocHoe VLAN <vlan-id>

no ip arp inspection vlan <vlan-id> KomaHga no oTknto4aeT yHKUUIO

2. 3apgaTb JOBEpPEHHbIV NopT
KomaHpa OnucaHue
Pexum KoHdurypaumm nopra

ip arp inspection trust HacTtpowuTb nopT kak goBepeHHbIn nopT ans DAI

no ip arp inspection trust HacTtpouTb nopT kak HegoBepeHHbIV nopT Ansa DAl (3HaveHune no
YMOM4aHuIo)

3. Hactpoutb gonyctumyto ckopocte ARP ¢ noptoB
KomaHpa OnucaHue
Pexum koHdurypauumm noprta

ip arp inspection limit-rate <rate> HacTtpouTb numutT ARP-coobLleHnn B CekyHAay Ans nopra.
Cob6bITnst HapyLLeHUs PUKCUMPYIOTCA B CUCTEMHOM

no ip arp inspection limit-rate
XypHare.

<rate>
Ypanute numut ARP-coo6LeHun (No yMonyaHuio)
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6 KOHOUTYPALIUA DHCP

6.1 KOH®PUT'YPALIUA DHCP

6.1.1 BeepeHue DHCP

DHCP [RFC2131] (Dynamic Host Configuration Protocol —npoTokon AnHaMmnyeckomn HaCTpOMKK
XOCTOB) — 9TO NPOTOKOSI, KOTOPbIN AUHAMUYECK/ Ha3Ha4vaeT IP-agpec u3 nyna agpecos, Tak xe
yCTaHaBIMBaeT Apyrue ceTeBble NapaMeTpbl, TakMe Kak W3 no ymonyaHuio, DNS-cepsep n
pacnonoxeHue B ceTu ganna obpasa. DHCP — 3710 paclwmpeHHas Bepcus BOOTP. 310
OCHOBHasi TEXHOJIOIMS, KOTOpas He TOMbKO MOXEeT obecneyvnTb 3arpy3o4Hon nHdopmaumen
De3gnckoBble paboyne CTaHLMK, HO TakKe MOXeT 0CcBODBOANTbL aAMMHUCTPATOPOB OT PYYHOro
BedeHus IP-agpecHoOro npocTpaHcTBa 1 ynpoCcTUTb NoNb3oBaTensam npoLecc HacTpownku. Eule
oaHo npenmywectso DHCP B TOM, 4TO OH MOXET CHU3NUTb TpeboBaHUS Kk kKonuvecTtay |P-
agpecoB, Korga nonb3oBaTenb HagomMro NoknaaeT ceTb, ero |IP MoXeT ObITb Ha3Ha4YeH apyromy.

DHCP sBnseTca NpoToKorioM Tuna «knueHT-cepsep», DHCP-knueHT 3anpawmsaet y DHCP-
cepBepa ceTeBow agpec 1 napameTpbl KOHUrypaumm, cepsep npegocTaBnseT KIMeHTY
ceTeBON agpec 1 napamMeTpbl KoHdUrypauun. Ecnn knueHT n cepsep HaxoaAaTCs B pa3HbiX
noacetsx, Heobxoammo ncnonb3osatbe DHCP peTpaHcnaTop (relay) ans nepegayn DHCP-
NakeToB MexXay KnMeHTom u cepsepom. Peanusauns DHCP npeacraesneHa Huxe:

=

Discover >

< Offer
R t
eques >
T < Ack

DHCP client DHCP server

PucyHok 22.1 — BsaumogencTaus npotokona DHCP
PasbacHeHue:

1. DHCP-KnueHT pacchlfiaeT B NokanbHYyo NoAceTh LWMpoKoBeLlaTernbHble NakTbl
DHCPDISCOVER.

2. DHCP-cepBep npu nonydyeHun naketa DHCPDISCOVER otnpasnset DHCP-knueHTy
naket DHCPOFFER BmecTe c IP-agpecamu u gpyrumu ceTeBbiMU NapaMmeTpamu.

3. DHCP-knueHT wnet wupokoBewaTenbHbin naketT DHCPREQUEST c nHdopmaumen o
DHCP-cepBepe, koTopbliit OH Bbibpan n3a DHCPOFFER-nakeToB.

4. BblbpaHHbIi kKnneHToM DHCP-cepBep otnpaenseT naket DHCPACK 1 knueHT
nony4yaet IP-agpec v apyrve napameTpsbl.

OTuY YeTblpe Wara NpousBoasAT NPoLecc ANHaMUYECKON HAaCTPOKKN XOCTa.

OpHako, ecnn DHCP-cepBep 1 DHCP-knneHT HaxoaaTcsa B pasHbIX MOACETHAX, CEpBEp He
nony4unT WwunpokoselatensHble DHCP-nakeTbl, OTNpaBneHHbIe KIIMEHTOM 1 HE OTBETUT emy. B
3TOM criyyae Heobxogum DHCP-peTpaHcnaTop (relay) ana nepegayn takux DHCP-nakeToB
MeXay KIMEHTOM 1 CEPBEPOM.
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KommyTtatop moxeT paboTtaTe u kak DHCP-cepBep, n kak DHCP-peTtpaHcnsaTop. DHCP
noagepXxmBaeT He TONbKO AMHaMUYeckoe HasHadeHue IP-agpecoB, HO Takke PYYHYHO NPUBA3KY
agpeca (Hanpvmep, ykasaTb onpeaeneHHein IP-agpec ans onpegenenHHoro MAC-agpeca vnu
onpegeneHHoro ID ycTporictea). Pasnuunsa mexagy AMHaMUYeCcKnM N CTaTUYeCKUM
HasHayeHneM agpecos: 1) AMHaMUYECKU NONyvaeMblil agpec MOXeT ObITb Kaxapbln pas
pasHbIM; MPUBA3aHHbLIN BPYYHYIO aapec Bcerga 6yaet ognHakosbiv. 2) Bpems apengpl IP-
agpeca, NoNy4eHHOro AuHaMUYeCcKn, OAMHAKOBO AN BCEro agpecHoro nyna, u oHo
orpaHuyeHo. Bpems apeHabl IP-agpeca, NpMBA3aHHOIO BPYYHYHO, TEOpeTUYeCckn 6eCKOHEYHO.
3) AMHamunyeckn Bolaensemble agpeca He MOryT ObiTb NpUBSA3aHbl BpYYHY0. 4) INMyn
AVHaMUYeCcKnx agpecoB MOXET HacnegoBaTb NapameTpbl KOHUrypauum cetu nyna
AVHaMUYECKNX aapecoB, OTHOCHALLErOCs K CEerMeHTY.

6.1.2 KoHdurypauma DHCP-cepBepa
1. BknounTb/BbiKNto4MTL cepBuc DHCP.
2. Hactpoutb agpecHbin nyn DHCP.
o Cospgatb/yganutb agpecHbivi nyn DHCP.
o HactponTtb napameTpbl agpecHoro nyna DHCP.

o Hactpoutb napameTpbl pydHoro agpecHoro nyna DHCP.

1. BkniounTb/BblkNtountb cepsmuc DHCP.
KomaHpa OnucaHue
O6wWwun pexmm
service dhcp BknounTb/BhIkno4nTL cepauc DHCP.
no service dhcp
Pexum koHdurypuposaHusa nopra

ip dhcp disbale OTtkntoyeHne He nopte DHCP-o6cnyxumBaHusl, komaHaa No OTMeHsEeT

no ip dhcp disable OTKIItOHEHME.

2. HactpouTtb agpecHslin nyn DHCP.
2.1 Co3patb/yganutb agpecHsiin nyn DHCP.

KomaHga OnucaHue
O6wWwmin pexum

ip dhcp pool <name> Hactpoutb agpecHbii nyn DHCP. KomaHga no otmeHseT nyn

no ip dhcp pool <name> anpecos DHCP.

2.2 HacTtpouTtb napameTpbl agpecHoro nyna DHCP.
KomaHpa OnucaHue
Pexum appecHoro nyna DHCP

network-address <network-number> [mask | Hactpolika obnacTtu agpecos,
prefixlength] KOTOpble MOTyT ObITb BblAENEHbI

no network-address appecHomy nyny. KomaHga no
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default-router
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no default-router

dns-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no dns-server
domain-name <domain>
no domain-name

netbios-name-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no netbios-name-server

netbios-node-type {b-node|h-node|m- node|pnode|<type-

number>}

no netbios-node-type

bootfile <filename>

no bootfile

next-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no next-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

option <code> {ascii <string> | hex <hex> | ipaddress
<ipaddress>}

no option <code>

lease {days [hours][minutes] | infinite}

no lease

max-lease-time {[<days>] [<hours>] [<minutes>] |
infinite}

no max-lease-time

O6wWwmin pexum

ip dhcp excluded-address <low-address>
[<highaddress>]

no ip dhcp excluded-address <low-address>
[<highaddress>]

OTMEHSIET BblAeneHne agpecHoro
nyna.

HacTpolika wso3a no ymonyaHuio
ana DHCP-knneHToB. Komanga no
OTMEHSIET LUM03 N0 YMOMNYaHuio.

Hactpoiika DNS-cepBepa ang
DHCP-knneHToB. KomaHga no
OTMeHseT HacTporiky DNS-cepBepa.

HacTpolika JOMEHHOro UMeHn ansi
DHCP-knueHTOB. KOmaHaa no
OTMEHSIET JOMEHHOE UMS.

HacTtpolika agpeca WINS-cepBepa.
KomaHga no OTMEHSAET HACTPOMKY.

HacTtpolika Tuna y3na gns DHCP-
knneHToB. KomaHaa no oTMeHsieT
T™N y3na.

HacTtporika 3arpy3ouHoro ¢arina ans
DHCP-knueHToB. KomaHga no
OTMEHSET 3arpy304HbI hans.

HacTpowika agpeca cepsepa,
pasmMeLLaroLLLero 3arpy3oyHbIn ans.
KomaHua NO OTMEHAEeT yaandeTt
ajpec cepsepa.

HacTtpoiika ceTeBoro napameTpa,
onpeaeneHHoro KOAoM onuum.
KomaHga no yganseT ceteBom
napameTp.

HacTpolika BpeMeHu apeHabl
agpecos nyna. KomaHga no yoansiet
HaCTPOWKY BPEMEHUN apeHbl.

HaCTpOVIKa MaKCuMarnbHOro BpeMeHu
apeHObl agpecoB B aApecHOM nyne,
KOMaH4a NoO BOCCTaHaBMBAET
HaCTp0I7IKM Nno yMOI4aHuio.

WcknoyeHre M3 agpecHoro nyna
agpecoB, KOTOpbIE He

npegHa3Ha4veHbl Anda guHaMmn4eckoro
BblaerneHuna.

2.3 HacTtpouTb napameTpbl py4HOro agpecHoro nyna DHCP.

KomaHpa

OnucaHue

Pexxum agpecHoro nyna DHCP
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hardware-address <hardware-address> 3apatb/yoannte annapaTHbIv agpec, npu
[{Ethernet | IEEE802|<type-number>}] py4YHOM HasHayeHuu agpeca.

no hardware-address

host <address> [<mask> | <prefix-length> ] 3apatb/yoanutb IP-agpec, koTopbii OygoeT
no host HasHa4yeH 3aaHHOMY KITMEHTY.
client-identifier <unique-identifier> 3apaTb/yaanuTb yHUKanbHbIn 1D

. . . nonb3oBaTens.
no client-identifier

6.1.3 Mpumepbl koHcpurypauum DHCP
CueHapumn 1:

YT106b! YNPOCTUTL HACTPOKKY, KOMNAaHWUA NCNONb3yeT KOMMYyTaTop B kadectBe DHCP-cepsepa.
Agpec B VLAN-e ynpaBnenus - 10.16.1.2/16. JlokanbHasi ceTb pasgeneHa Ha gBe cetu — A u B,
B COOTBETCTBMM C pacrnonoxeHnem oncos. HacTponku cetn ans pacnonoxeHnin A n B
nokKasaHbl HMXe.

Myn A (cetb 10.16.1.0) Myn B (cetb 10.16.2.0)

YCcTponcTeo IP address YCcTponcTeo IP address

LLnto3 no ymonyaHmio 10.16.1.200 LWnto3 no ymonyaHuio 10.16.1.200
10.16.1.201 10.16.1.201

DNS-cepsep 10.16.1.202 DNS-cepsep 10.16.1.202

WINS-cepBep 10.16.1.209 WWW-cepBep 10.16.1.209

Tun yana WINS H-ysen

Bpewmsi apeHapl 3 oHA Bpems apeHabl 1 OeHb

B pacnonoxeHun A mawmnHe ¢ MAC-agpecom 70-B3-D5-62-C0-AB HasHaveH hrKCUpOoBaHHbIN
IP-agpec 10.16.1.210 n nma xocta «management».

rotek(config)#service dhcp

rotek(config)#interface vlan 1

rotek(Config-Vlan-1)#ip address 10.16.1.2 255.255.0.0
rotek(Config-Vlan-1)#exit

rotek(config)#ip dhcp pool A

rotek(dhcp-A-config)#network 10.16.1.0 24
rotek(dhcp-A-config)#lease 3
rotek(dhcp-A-config)#default-route 10.16.1.200 10.16.1.201
rotek(dhcp-A-config)#dns-server 10.16.1.202
rotek(dhcp-A-config)#netbios-name-server 10.16.1.209
rotek(dhcp-A-config)#netbios-node-type H-node
rotek(dhcp-A-config)#exit

rotek(config)#ip dhcp excluded-address 10.16.1.200 10.16.1.201
rotek(config)#ip dhcp pool B

rotek(dhcp-B-config)#network 10.16.2.0 24
rotek(dhcp-B-config)#lease 1
rotek(dhcp-B-config)#default-route 10.16.2.200 10.16.2.201
rotek(dhcp-B-config)#dns-server 10.16.2.202
rotek(dhcp-B-config)#option 72 ip 10.16.2.209
rotek(dhcp-config)#exit

rotek(config)#ip dhcp excluded-address 10.16.2.200 10.16.2.201
rotek(config)#ip dhcp pool A1
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rotek(dhcp-Al-config)#host 10.16.1.210

rotek(dhcp-Al-config)#hardware-address 70:B3:D5:62:C0:AB

rotek(dhcp-Al-config)#exit
PykoBoacTBO No ncnonb3oBaHuto: Korga DHCP/BOOTP-knueHT nogkntodaetcsa k VLAN1
NnopTy KOMMYyTaTopa, KIMMEHT MOXET NONy4nTb agpec Tonbko u3 cetn 10.16.1.0/24 BmecTo
10.16.2.0/24. 310 NOTOMY, YTO LUMPOKOBELLATENbHbIA NaKeT OT KNneHTa OyaeT 3anpawmBaTb
IP-agpec B Tom xe cermeHTe VLAN-uHTepdelica, a IP-agpec VLAN-uHTepdeinca -
10.16.1.2/24, noaTomy agpec, HasHa4YaeMblln KNUeHTy, byaeT npuHagnexatb cety 10.16.1.0/24.

Ecnn DHCP/BOOTP-knueHT xo4veT nonyuntb agpec B cetn 10.16.2.0/24, wnto3s,
nepecbInanLWwnin LUIMPOKOBeLLLaTeNbHbIE NAaKeTbl KNNEHTA, AOMMKEH NpMHaanexarb cetu
10.16.2.0/24. YT06bI KNeHT nonyunn agpec u3 nyna 10.16.2.0/24, pomkHa 6bITb 0becneveHa
CBSA3HOCTb MEXAY KIMEHTCKUM LUIHO30M Y KOMMYTaTOPOM.

6.1.4 MNMouck HeucnpaBHocTten DHCP

Ecnn DHCP-knuneHThbl He nony4atoT IP-agpeca u gpyrve napameTpbl CETU, NOCre NPOBEPKU
kabenen n knueHTckoro obopyaoBaHus, criegyeT BbINOMHUTL creayoLlee:

e [lpoBepbTe, 3anyweH nu DHCP-cepBep, 3anycTtuTe ero, €Cnu OH He 3anyLLeH.

e Ecnu DHCP knuneHT n DHCP cepBep HaxogAaTCcHa He B OOHOM CETU 1 HE UMEIOT NPSIMON
CBSA3HOCTU Ha BTOPOM YpOBHE — NpOBepbTe, HACTPOEHA NN Ha NMPOMEXYTOYHOM
MapLupyTusaTope/koMmMyTaTope, OTBe4alLeM 3a Nepecblfiky NakeTos, PyHKUMS
DHCP-relay. Ecnv Ha npomexyTO4HOM MapLupyTM3aTope/KoMMyTaTope HeT OYHKLUMM
DHCP-peTtpaHcnsTopa, pekoMeHayeTcs 3aMeHnTb ero unmn obHosuTb MO (ecnn
o6HoBrneHHas Bepcud N0 nogaepxuBaeT HeOBXoaUMbIV OYHKLMOHANM).

e [lpoBepbTe DHCP-cepBep Ha npegMeT HanuMunsa agpecHoro nyna B TOM Xe CerMeHTe,
yTo 1 VLAN KOomMMyTaTopa, ecnv Takow Myn He CyLlecTByeT, ero Heobxoanmo
JobaBuThb.

e AgpecHbivi nyn MoxeT BbITb MO0 AnHaMudeckum (komaHga «network-address»), nM6o
cTtaTnyeckum (komaHga «host»). Hanpumep, ecnv K nyny npumMeHeHbl KomaHabl
«network-address» n «host», TonbKO 0gHa U3 HUX BCTYNUT B cuny. Kpome Toro, B
PYy4YHOW NpuBA3Ke ToNbko ofgHa npussaska IP-MAC MoxeT ObITb HacTpoeHa B KaXaoMm
nyne. Ecnn HeobxoanmMo HECKOMNBbKO NMPUBSA30K, HYXXHO CO34aTb OTAESNbHbIN agpecHbIn
nyn Ans Kaxxaown ua Hnx. Hoesasa koHdurypauus B nyrie ¢ yxxe umeroLLencs npuBa3kon
nepesanuwieT cTapyto.

6.2 KOH®UIYPALUA OMNLINAN 82 DHCP

6.2.1 BBepeHue B onuuto 82 DHCP

Onuwms 82 DHCP aTo onuus nigopmMauumn petpaHcnvpytoulero areHTa (Relay Agent). Onuus
82 ucnonb3yeTtca onsa Toro, 4Tobbl NpouHgopmmnpoaTe DHCP-cepBep o Tom, oT kakoro DHCP-
peTpaHcnATopa 1 Yepes Kakorn ero nopt Obin nonyyeH 3anpoc. Onumst 82 DHCP HanpaeneHa
Ha ykpenneHue 6e3onacHocTu cepsepoB DHCP 1 ynyJlweHus nonutrkmn koHdurypaumm I1P-
agpecoB. PeTpaHcnupytoLwmin areHT gobaBnseT onumto 82 (BKMHOYaoLLLYy0 (U3NYECKMIA NOPT
JoCTyna KnneHTa, uaeHTndukaTop ycTponcTaa goctyna n apyryto nHcopmauuio) 8 DHCP-
3anpoc, Nofny4yeHHbIN OT KNueHTa, 3aTteM nepeckinaeT ero DHCP-cepsepy. Korna DHCP-
cepBep, KOTOpbIN NogAepXuBaeT yHKUMIO onumm 82, nonyvaeT coobLleHne, OH BbiaensieT
KnueHty IP-agpec n apyrne napameTpbl B COOTBETCTBUM C NMPeAHACTPOEHHbIMW NONUTUKaMU U
nHdopmMauunen B onuum 82. B To xe Bpema DHCP-cepsep MoxeT ngeHtnduumnposaTtb Bce
BO3MOXHble atakn DHCP-coobLeHnsamMu B COOTBETCTBMU C MHGOpMaumen B onumm 82 n
3aWNTUTL OT HUX. DHCP-peTpaHCnMpyoLWmMin areHT CHUMET onumio 82 ¢ OTBETHOIO COO0LEeHNs
W nepegacT ero onpegeneHHomy nopTy yCTpOMUCTBa JOCTYNa, B COOTBETCTBUMN C MHpOpMaumen
0 dusnyeckom nopte B onuuun. MNMprumeHeHne onumm 82 DHCP npo3payHo A51a KIIMeHTa.
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6.2.1.1 Crtpykrypa coobuieHus onumum 82 DHCP
CoobuieHne DHCP moXeT uMeTb HECKOIbKO CErMEHTOB onuui, onunsa 82 oauH n3 HUX. OHa
OOIMKHA criefoBaTth nocne Apyrux onuui, Ho oo onuum 255. Ee chopmar:

Code Length Agent Information Field
82 N Sub Option 1 Sub Option 2 Sub Option 3 Sub Option M

Code: npencrtaBnsieT NOpPAAKOBLIN HOMEP ONUMM MHAOPMaLMK PETPaHCIMPYIOLLIErO areHTa,
onums 82 HasbliBaeTca Tak noToMy, 4To RFC3046 onpeaenseT ee kak 82.

Len: konu4yecTBO OalT B Nose nHdopmauumn areHTa, He Bkntovas asa 6avita B cermeHTe Code 1
cermeHTe Len.

Onuwms 82 MOXET NMeTb HECKONbKO cyb-onuuin, TpebyeTcs Kak MUHUMYM ogHa cybonuus.
RFC3046 onpegenset cnegyouwme ase cyb-onuun, opmat KOTOpbIX NOKa3aH HUXE:

SubOpt Length Sub-option Value
1 N sl s2 s3 sM
2 N il i2 i3 iM

SubOpt: nopsigkoBbI HOMep cyb-onumm, NopsaKoBbIN HoMep cyb-onumm Circuit-1D — 1,
nopsiakoBbI Homep cyb-onumm Remote ID — 2.

Len: konnyectBo 6anT B cyb-onumm, He BKkMoyas gsa banta B cermeHTe SubOpt u cermeHTe
Len.

6.2.1.2 MexaHn3m paboTbl onumm 82

DHCP Discover DHCP | Option 82

DHCP DHCP

I V!

Offer

Request

DHCP DHCP

‘\I I ‘kI I

Ack

3

R
AF5558a8080 DHCP Relayl

DHCP client Agent

00000000
00000000
0o0oocooo
00000000

a
a
=]
a
a
aQ
a
=}

Il

DHCP Server

PucyHok 23.1 — narpamma notokos onuuun 82 DHCP

Ecnn DHCP-peTpaHcnupyowmin areHT nogaepxusaet onunio 82, DHCP-knneHT gormkeH
NpovTK cnegyroLmne YeTbipe wara, Ytobbl nonyuntb IP-agpec ot DHCP-cepBepa: discover,
offer, select n acknowledge. Npotokon DHCP cnegyeTt npuBeaeHHON HXKe npoueaype:

1. DHCP-KknMeHT Npu nHMumManm3aaumm nocbinaeT LWNPOKoBeLLaTenbHOe coobLleHne
3anpoca. 3To coobLeHne He MMeeT onuun 82.

2. DHCP-peTpaHcnvpyowmin areHT gobasmT onuuio 82 kK coobLieHmto 3anpoca, KoTopoe
OH Mony4uT, 3aTeM nepelnet aTo coobuieHne DHCP-cepBepy. Mo ymonyaHuto cy6-
onuwms 1 onuun 82 (Circuit ID) aTo nHdopmMaLms 06 nHTepdelice, K KOTOPOMY
nogkntovyeH DHCP-knneHT (VLAN 1 domanyeckor nopr), HO Nosfib30BaTeb MOXET
HacTpouTb Circuit ID no cBoemy ycmoTtpeHuto. Cyb-onuus 2 onuumn 82 (Remote ID) aT0
MAC-agpec yctporctea DHCP-peTpaHcnaTopa.
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3. MNocne nonyyeHna DHCP-3anpoca DHCP-cepBep Bblaenut knueHTy IP-agpec v gpyryto
WHpopmMaLmio, B COOTBETCTBUM C NMPeaHACTPOEHHbIMW NONUTMKaMU U nHcpopmaLumen B
onuun 82. 3atem oH Hanpaeut DHCP-peTpaHcnupylowemMy areHTy OTBETHOEe
coobueHne ¢ DHCP koHdurypaument n onunen 82.

4. DHCP-peTpaHCnmpyloLWwmin areHT 04NUCTUT OTBETHOE coobLLieHme OT onuun 82 n
HanpaBWUT €ro KruUeHTy.

6.2.2 KoHdurypuposaHue onummu 82 DHCP

BkntounTs onumio 82 DHCP-peTpaHcnvpytoLLero areHTa.

Hactpoutb atpmbyThl MHTEpdelica onumm 82 DHCP.

BkntounTb onumto 82 DHCP-cepepa.

HacTtpoutb chopmaT no ymonyanuto onuum 82 DHCP-peTpaHcnupyoLLero areHra.

HaCTp0I/ITb pasgennTenb.

o g M w N e

HacTtpouTtb meToa co3gaHuna onunn 82.

1. Bkntountb onuuio 82 DHCP-peTpaHCcnmpyoLLero areHTa.
KomaHpa OnucaHue
O6wWwun pexumm

ip dhcp relay information BknovaeT dpyHkuum onumnm 82 Ha peTpaHCnmpyoLeM areHTe
option KOMMmyTaTopa.

no ip dhcp relay information  KomaHga no BbiknoyaeT QyHKUUIO.
option

2. HactpouTtb aTpmnbyThl nHTepdenca onumm 82 DHCP.
KomaHpa OnucaHue
Pexum koHdurypaumm uitepdenca

ip dhcp relay information YcTaHaBnuBaeT NONUTUKN PETPAHCASLMN COODLLEHNs, KOTopoe

policy yxe cogepxut onuuio 82. Pexum drop o3Havaet, 4to

coobLieHune, cogepxallee onumio 82, 6yget oTbpoLueHo 6e3

kakon-nnbo obpaboTkn. Pexmm keep o3HavaeT, 4To cucTema

no ip dhcp relay information  ocTaBWT opurrHanbHyto onuuio 82 1 nepepact cooblyeHne

policy cepBepy. Pexum replace o3HavaeT, 4TO cuctema 3amMeHuT
CyLLeCTBYIOLLYIO onumio 82 cBoel 1 nepefact coobLueHne
cepsepy. KomaHga no ycTaHOBUT NOMUTUKY B PEXMM MO
ymMorn4aHuto — replace.

{drop | keep | replace}

Ip dhcp relay information YcTtaHaenueaet cdopmart cyb-onuum 1 onuymm 82 (Circuit D),
option subscriberid {standard standard o3HayaeT cTaHaapTHble Ha3BaHuA VLAN un
| <circuit- id>} dmamyeckoro nopTa, Hanpumep,

no ip dhcp relay information  «Vlan2+Ethernet1/0//12», <circuit-id> aTo cogepxaHue circuit-id,
option subscriber-id 3aaHHOro nonb3oBartenem (CTpoka He bonee

64 cumBornoB). KomaHaa no yCcTaHOBUT cTaHOapTHbIA dopmaT.

O0wmn pexnm
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ip dhep relay information YctaHasnusaeT cpopmat cyb-onuum 1 onumm 82 (Remote ID).
option remote-id {standard | KomaHga no ycTtaHOBWT cTaHO4apPTHbIA dopmaT.
<remote- id>}

no ip dhcp relay information
option remoteid

3. Bkntountb onumio 82 DHCP-cepsepa.
KomaHpa OnucaHue
O6wWwun pexmm

ip dhcp server relay information enable  Mossonset DHCP-cepsepy kommyTaTopa
naeHtTudmumposaTb onuumto 82. KomaHga no

no ip dh rver relay information
0 ip dhcp server relay informatio OTKIIOUAET 3Ty PYHKLMIO.

enable

4. Hactpoutb popmaTt no ymonyaxumio onuumn 82 DHCP-peTpaHCnmpyoLero areHTa.
KomaHpa OnucaHue
O6wWwun pexmm

ip dhcp relay information option YctaHasnusaet cdopmart subscriber-id onummn 82
subscriberid format {hex | acsii | vs-hp} peTpaHCNMpyloLwero areHTa.

ip dhcp relay information option remote-id  YctaHaBnuBaeTt popmaT remote-id onumm 82
format {default | vs-hp} peTpaHCNMpPYoLLLEro areHTa.

5. Hactpoutb pasgenurenb.
KomaHpa OnucaHue
Oo6wWwmIn pexum

ip dhcp relay information option HacTtpauBaeT pasgenntenb Kaxaoro napameTtpa
delimiter [colon | dot | slash | space] cybonuuii B onummn 82 B rnobanbHOM pexume.
KomaHga no BoccTaHaBnuBaeT pasgenutens no

no ip dhcp relay information option yMomuaHmio — slash.

delimiter

6. Hactpoutb meTog cosgaHus onumm 82.
KomaHpa OnucaHue
O6wWwmIn pexum

ip dhep relay information option self-  YctaHaBnuBaeT mMeTof co3faHus onuun 82,
defined remote-id {hosthname | mac| nonb3oBaTenM MOryT CamoCTOATENBHO ONpPeaennTb
string WORD} napameTpbl cyG-onuun remote- id.

no ip dhcp relay information option
self- defined remote-id

ip dhep relay information option YcTaHaBnuBaeT nonb3oBaTenbCckui oopmaT remote-id
selfdefined remote-id format [ascii | ans onuun 82.
hex]
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ip dhep relay information option self-  YctaHaBnuBaeT meTon co3gaHus onuum 82,
defined subscriber-id {vlan | port | id nonb3oBaTenn MoryT CaMoCTOATENbHO OnpeaenuTb
(switch-id (mac napameTpbl cy6-onuuum circuit -id.

| hostname)| remote-mac)]| string
WORD}

no ip dhcp relay information option
self- defined subscriber-id

ip dhcp relay information option YcTaHaBnuBaeT nonb3oBaTensckuin dopmar circuit -id
selfdefined subscriber-id format [ascii | ans onuun 82.
hex]

6.2.3 Mpumepbl npumeHeHus onuumn 82 DHCP
SwitchA

RN
DHCP Client PC1

T == SwitchB

DHCP Client PC2
PucyHok 23.2 — Tunoson npumep npumeHeHus onuunm 82 DHCP

Vlan2:Ethernet1/0/2 | DHCP relay

Vlan2:Ethernet1/0/3

DHCP server

B naHHom cxeme o6a KOMMyTaTopa BTOPOro ypoBHs (A 1 B) nogkntoyeHbl K KOMMyTaTopy
TpeTbero ypoBHs (C), koTopblr nepegaet DHCP-3anpock! oT knMeHToB cepeepy. Ecnu onuns
82 BhikntodeHa, DHCP-cepBep He CMOXeET pacno3HaTb, U3 KaKon NOACETU KIMEHT, 1 Bce
KIMMEHTBI, NOAKMoYEHHbIe k SwitchA n SwitchB, 6yayT nonyyaTtb agpeca 13 obLero agpecHoro
nyna DHCP-cepBepa. [Nocne BkntoyeHus onumm 82, 1.k. kommyTaTtop C gobaenseT kK 3anpocy
nHdopMaUMIo 0 NopTe, CepBepP CMOXET pacno3HaTb, B KaKOW CeTU HaxoamMTCs KnmeHT (SwitchA
unm SwitchB) n, Takum 06pa3oM, CMOXET BbIOENATb pa3HOEe aapeCHOe NMPOCTPaAHCTBO ABYM
noacetsam, 4Tobbl yNpoCTUTL yripaBrieHne CeThbIo.

KoHdpurypaums SwitchC (MAC-agpec 08:B6:C3:00:00:01):

Switch3(Config)#service dhcp
Switch3(Config)#ip dhcp relay information option
Switch3(Config)#ip forward-protocol udp bootps
Switch3(Config)#interface vlan 3
Switch3(Config-if-vlan3)#ip address 192.168.10.222 255.255.255.0
Switch3(Config-if-vlan2)#ip address 192.168.102.2 255.255.255.0
Switch3(Config-if-vlan2)#ip helper 192.168.10.88
Linux ISC DHCP-cepBep nogaep>xuBaet onuuio 82, ero KoHurypaumoHHbin cdann

letc/dhcpd.conf:

ddns-update-style interim; ignore client-updates;
class "Switch3Vlan2ClasSwitchA»{
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match if option agent.circuit-id = "Vlan2+Ethernet1/0/2» and option agent.remote-
id=08:B6:C3:00:00:01;

}

class "Switch3Vlan2ClasSwitchB»{

match if option agent.circuit-id = "Vlan2+Ethernet1/0/3» and option agent.remote-
id=08:B6:C3:00:00:01;

}

subnet 192.168.102.0 netmask 255.255.255.0 {

option routers 192.168.102.2;

option subnet-mask 255.255.255.0;

option domain-name "example.com";

option domain-name-servers 192.168.10.3; authoritative;

pool {

range 192.168.102.21 192.168.102.50;

default-lease-time 86400; #24 Hours

max-lease-time 172800; #48 Hours

allow members of "Switch3Vlan2ClasSwitchA";

}

pool {

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2ClasSwitchB";

}

Tenepb DHCP-cepBep 6yaeT BbiAensATb agpeca Ans y3rnoB ¢ kKoMMyTaTopa 2 U3 guanasoHa
192.168.102.21 ~ 192.168.102.50, a ona kommyTaTtopa 1 u3 guanasoHa 192.168.102.51 ~
192.168.102.80.

6.2.4 lNMouck HeucnpaBHocTeun onuuun 82 DHCP

Onumsa 82 DHCP peanusoBaHa kak noadyHkums mogyns DHCP-petpaHcnaTtopa. MNMpexae, yem
ee ncnonb3oBaTtb, Heobxoaumo ybeantbes, 4To DHCP-peTpaHCcnmpyoLwmin areHT HacTpoeH
npaBuIbHO.

e  Onuusa 82 TpebyeT B3anmopencTeus DHCP-peTpaHcnsaTtopa u DHCP-cepsepa. DHCP-
cepBep OOIMKEH YCTaHOBUTL NOSTMTUKY BblAENEHNSA afpecoB OCHOBLIBASACh HA CETEBOM
Tononorun DHCP-peTpaHcnsTopa, HO, AaXe ecnu peTpaHcnsaTop pabotaet
HOpMarnbHO, BblAerneHne agpecoB MOXeT He nony4ntbcs. Ecnn B cetn 6onblue ogHoro
peTpaHcnaTopa, yaenute BHUMaHue nonutuke nepegayn DHCP-3anpocos.

e [lpu peanusaumm dpyHkuun onuumn 82 DHCP-peTpaHcnaTopa, nogpobHas nHgpopmaums
0 npouecce paboTbl dyHKuuM onuun 82 DHCP-peTpaHcnaTopa MoxXeT ObiTb Mony4eHa
komaHgon «debug ip dhcp relay packet». 3Ta uHoOpmMaLna MOXeT MOMOYb B NOUCKE
HeuncnpaBHOCTEN.

e [pu peanusaumm dyHkummn onuumn 82 DHCP-ceBepa, nogpobHas uHdopmaums o
npouecce paboTbl pyHKunm onumm 82 DHCP-cepBepa MoxeT 6biTb Nnony4veHa
komaHpon «debug ip dhcp server packet». 3Ta nHdopmaums MoXeT NOMOYb B NOUCKe
HeucnpaBHOCTEN.

6.3 KOHOUTYPALIUA DHCP SNOOPING

6.3.1 BBegeHue B DHCP Snooping

C nomoubto DHCP Snooping KOMMyTaTop KOHTPONUPYET NpoLiecc npucBoeHus IP-agpecos no
npotokony DHCP. 3To npegoTBpallaeT nosisrneHne HeneranbHbeix DHCP-cepepos n DHCP-
aTaky MNyTeM HaCTPOWKN JOBEPEHHbIX U He4OBEpPEHHbIX nopToB. DHCP-coobuieHne ¢
AOBEPEHHbIX NOPTOB NepefaeTcsa 6e3 npoBepku.


http://example.com/
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Mpn TUNNYHON KOHGUrypaLMn JOBEPEHHbIE NOPTLI MCNONb3YOTCA ANng nogknoyeHns DHCP-
cepsepa nnu DHCP-peTpaHcnsTopa, a K HeJOBEPEHHbIM NOPTaM NOAKMYAKTCA KNneHTbl. C
HeJOBEPEHHbIX MOPTOB KOMMyTaTop OyaAeT nepecbinatb Tonbko DHCP-3anpockl, HO He OTBETHI.
Ecnu c HegoBepeHHOro nopTa nony4deHo coobueHne DHCP-oTBeTa, KOMMyTaTOp NOAHUMET
TpeBory u npeanpuMeT onpegeneHHble AeUCTBUSA C NOPTOM, COrNacHO HAaCTponkam, Hanpumep,
BbIKMtoYeHe nnu cosganue «black hole».

Ecnu BkntoveHa npuesizka DHCP Snooping Binding, KoMmyTaToOp COXpaHUT B
COOTBETCTBYIOLLIEN TAbnuLEe CBA3YIOLLYIO MHpopMaLnto o kaxxgom DHCP-knneHTe ¢
HegoBepeHHoro nopTa (Bkntodas MAC-agpec, IP-agpec, apeHay IP, Homepa VLAN u nopta).
Nmes Takyto uHpopmaumo DHCP Snooping, MOXXHO KOMBUHMPOBaTL C APYrMMM MOAYNAMMU,
Takumum, kak dotlx n ARP, unu camocTosiTenbHO peann3oBaTb KOHTPOMb JOCTYNa
nonb3oBaTenen.

OcHoBHOW (byHKUMOHanN:

3awwmTa ot nogaensHoro DHCP-cepBepa: ecnu koMmmyTaTop nepexesaTbiBaeT otBeT DHCP-
cepeepa (Bknoyas DHCPOFFER, DHCPACK 1 DHCPNAK), oH nogHUMET TpeBory u
npeanpuMeT onpefeneHHble AeACTBUsI, COrNacHO HacTporikaMm (BbIKIOYEHME NopTa Unm
cosgaHue «black hole»).

3awwmTa ot neperpy3ku DHCP: YTobbl n3dexatb 6onbLioro konnyectesa coobuueHmii DHCP,
aTakylLMx npoLeccop, Nonb3oBaTeb MOXET OrpaHNYnUTb CKOPOCTb NonyyveHust DHCP-
NnakeToB Ha JOBEPEHHbIX U HEAOBEPEHHbIX NMOPTax.

3anucb aaHHbIX npuBasku DHCP (dhcp snooping binding): DHCP snooping npu
nepecbinke DHCP-naketoB 6ygeT 3anucbiBaTth AaHHble (ip + mac). MoxHO Tak xe 3arpysuTb
3TW JaHHble Ha cepBep B LensX BOCCTAHOBMEHNUS YyTepsIHHOW MHopmaunn. [laHHble NpuBA3KN,
B OCHOBHOM, UCMOMb3YIOTCHA ANS HACTPONKM AMHAMUYECKMX NONb30BaTENbCKUX NOpToB dotlx.
3a nogpobHon uHgopmaumen o dotlx obpatuTtech, NoxanyncTa, k rmaese «Hactporika dotlx».

Dob6aeneHue cBasytouwero ARP: MOXHO 406aBUTb cTaTudeckyto cBs3ky ARP B COOTBETCTBUM
C ANHaMNYEeCKUMMU AaHHbIMU, YTOOLI NpeaoTBpaTuTb ARP-MOLLEHHNYECTBO.

Hob6aBneHue [oBepeHHbIX NONb30BaTernen: MoXXHO 106aBUTb 3anMcK B CMNCOK JOBEPEHHBIX
nornb3oBaTenen B COOTBETCTBUM C MapaMeTpamy CBA3YIOLLUX AaHHbIX; 3TU NoSib30BaTenu
nony4aTt JOCTyn Ko BceM pecypcam 6e3 dotlx-ayTeHTucmkaLmu.

ABTOMaTU4YECKOE BOCCTAHOBIIEHME: Yepe3 HEKOTOPOe BPEMS MOCIE BbIKMYEHNs nopTa unm
co3sgaHus «black hole», HyxHO aBTOMaTn4eckn ybpaTtb 6nokuposky nopta unm MAC-agpeca u
OTNpaBuTb NPKU 3TOM MHAOPMaLMIO Ha cepaep vepes syslog.

DyHKUMA XypHana: Korga kommyTaTop o6HapyxmBaeT HEHOpMarbHble MNaKeTbl, OH JOMKeH
0TNpaBuTb MHOPMAaLMIO Ha CepBep XypHana Yepes syslog.

LLndpoBaHme npuBaTHbLIX COOBLLEHMIA: CBA3b MEXAY KOMMYTaTOPOM U BHYTPEHHEWN
cuctemon ynpasneHus 6e30nacHOCTbLIO ceTu TrustView npomcxoanT Yepes npuBaTHble
coobuweHus. Nonb3oBaTenu MoryT WndpoBaTb 3TN COOOLLEHMS B BEPCUU 2.

PyHKUMA gob6aBneHune onuum 82: pasnumyHblie sub-onuumn 82 gobasnsatcs B DHCP-
Cco0O6LLEHNE B COOTBETCTBMU CO CTAaTyCOM ayTeHTUdMKaLUmM Nonb3oBaTens.

6.3.2 MNMocnepoBaTtenbHOCTb KOHduUrypaumm DHCP Snooping
Bkntounts DHCP Snooping.

BkntounTb doyHKUMI0 NnpuBaskn DHCP Snooping.

BkntounTb doyHKUMio npuBaskn ARP DHCP Snooping.

BkntounTb doyHKUMio onummn 82 DHCP Snooping.

YCTaHOBUTb BEPCUIO MPUBATHLIX NaKeTOB.

YcTaHoBUTL 3aluMdpoBaHHbIi ktod DES Ans NnpuBaTHbIX NaKeToB..

N o gk~ w DR

YcTtaHoButb agpec DHCP-cepBepa.
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8. HacTpoutb AOBEPEHHbIE NOPThI.
Bkntountb doyHKumMio npmesaskn DHCP Snooping DOTI1X.
10. BkntounTb dyHKumMi0 npuesskm DHCP Snooping USER.
11. JobaBuTb 3anncu B CTaTUYECKUI CMINCOK.
12. YcTaHOBUTb OENCTBUSA 3aLUNTDI.
13. BknounTb PYHKLMIO 3anncu B XXypHan cobbITUA O AEACTBUSAX 3aLLUThI.
14. YcTaHOBUTb OrpaHu4eHme ckopocTtn nepegayn DHCP-coobLeHui.
15. BknounTb OTNaaKy.

16. Hactpoutb atpmbyTtbl onuumn 82 DHCP Snooping.

1. Bkntounte DHCP Snooping.
KomaHpa OnucaHue
Fno6anbHbIN peXxum

ip dhcp snooping enable Bkntountb/BeIkntoumMTe DHCP Snooping.

no ip dhcp snooping enable

2. Bknountb dyHkumo npmeaskun DHCP Snooping.
KomaHpa OnucaHue
FnobGanbHbIN pexum
ip dhcp snooping binding enable  BkntounTb/BbIkNIOYMTE OYHKUMIO NpnBs3kun DHCP

no ip dhcp snooping binding Shooping.

enable

3. Bkntountb doyHkumio npmesskn ARP DHCP Snooping.
KomaHpa OnucaHue

Fno6anbHbIN peXxum

ip dhcp snooping binding arp BkniouMTb/BbIKNIOYMTL PyHKLMIO NnpuBsskn ARP DHCP

no ip dhcp snooping binding arp Snhooping.
4. Bkniountb dyHkumio onuum 82 DHCP Snooping.
Kovariaa OnucaHune

FnobGanbHbIN pexum

ip dhcp snooping information enable  BknounTb/BbIkno4MTE YyHKUMIO onummn 82 DHCP

no ip dhcp snooping information Snhooping.

enable

5. YcTaHOBUTb BEPCUIO NPUBATHbBIX NaKeTOB.
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KomaHpa OnucaHue
FnoGanbHbIN peXxum

ip user private packet version two HacTtpowuTb/yaanutb Bepcuio NprBaTHbLIX NaKeToB.

no ip user private packet version two

6. YcTaHoBUTb 3alimdpoBaHHbIv kntod DES ans npyBaTHbIX NakeToB.
KomaHpa OnucaHue
FnoGanbHbIN peXxum

enable trustview key 0/7 <password> HacTtpouTb/yganuTb 3awmdpoBaHHbii knod DES ans

. NMpuBAaTHbLIX NMNAKeTOB.
no enable trustview key P

7. YctaHosutb agpec DHCP-cepBepa.
KomaHpa OnucaHue
FnoGanbHbIN peXxum

ip user helper-address A.B.C.D [port Hactpoutb/yganuTtb agpec DHCP-cepBepa.
<udpport>] source <ipAddr> (secondary|)

no ip user helper-address (secondary|)

8. HactponTb goBepeHHbIe NopThl.
KomaHpa OnucaHue
Pexum nopta

ip dhcp snooping trust {vlan <vlan- CpgenaTtb NOpT AoBepeHHbIM. KoMaHAa no oTMeHseT
list>} HaCTPOWKY.

no ip dhcp snooping trust {vlan

<vlanlist>}

9. Bknountb dyHkumio npmeaskun DHCP Snooping DOT1X.
KomaHpa OnucaHue
Pexum nopta

ip dhcp snooping binding dotlx Bknountb/BbikNoUNTb OyHKUMIO NpuBA3kun DHCP Snooping

no ip dhcp snooping binding DOTLX.

dotlx

10. Bkmountb dyHkumo npmueaskn DHCP Snooping USER.
KomaHpa OnucaHue

Pexum nopta
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ip dhcp snooping binding user- BknounTb/BbIKMIOYUTL PYHKUMIO NpnBs3kn DHCP
control Snooping USER.

no ip dhcp snooping binding
usercontrol

11. Jo6aBuTb 3anncu B cTaTM4ECKNin CIINCOK.
KomaHga OnucaHue
FnoGanbHbIN peXxum

ip dhcp snooping binding user <mac> address <ipAddr> [Jo6aBuTb/yganuTs 3anvcu B
vlan <vid> interface (ethernet|) <ifname> CTaTUYECKMIA CNUCOK.

no ip dhcp snooping binding user <mac> interface
(ethernet|) <ifname>

12. YcTaHOBUTb AENCTBUSA 3aLUMUTI.
KomaHpa OnucaHue
Pexum nopta

ip dhcp snooping action YCTaHOBUTL/OTMEHUTL aBTOMAaTUYECKNE
{shutdown|blackhole} [recovery <second>]  3awwuTHbIE 4ENCTBUA Ha NopTax.

no ip dhcp snooping action

13. BknounTb yHKUMIO 3anMCcK B XXypHar cobbITUin 0 AENCTBUAX 3almThl.
KomaHpa OnucaHue
Fno6anbHbIN peXxum

ip dhcp snooping blocked BKMOUNTL/BBIKITIOYUTE DYHKLMIO 3anucK B XXypHan cobbiTuii o
record enable [EeNCcTBUAX 3almThl.

no ip dhcp snooping blocked
record enable

14. YcTaHOBUTbL OrpaHMyeHne ckopoctu nepegavm DHCP-cooOweHun.
KomaHpa OnucaHue
FnoGanbHbIN peXxum

ip dhcp snooping limit-rate YCTaHOBUTb OrpaHuyeHne ckopoctu nepegaym DHCP-
<pps> COOBLLEHUN.

no ip dhcp snooping limit-rate

15. HactpouTtb atpubytbl onumnm 82 DHCP Snooping.
KomaHpa OnucaHue

FnoGanbHbIN peXxum
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ip dhcp snooping information option YctaHaenusaeT chopmat subscriber-id onuun 82 DHCP
subscriber-id format {hex | acsii | vs- snooping.
hp | vs-huawei | vs-cisco}

ip dhcp snooping information option YcTaHaBnvBaeT cogepxaHune cyb-onumm remote-id onumm
remote- id {<remote-id> | cpu-mac | 82. KomaHaa no Bo3BpallaeT cTaHgapTHbIN dhopmar.
standard | vs-cisco | vs- huawei}

no ip dhcp snooping information
option remote-id

ip dhcp snooping information option Paspewnts nepegavyy DHCP-3anpocoB ¢ Job6aBneHHOM
allow-untrusted [replay] onuuen 82, nony4yeHHble C HEJOBEPEHHbIX NOPTOB,
replace - none onunn 82 6yaet no6aBrneHo 3aHOBO,

no ip dhcp snooping information
nocrie Yyero 3anpocy b6yaeT nepeaaH cepsepy.

option allow-untrusted
Ecnu He BKtoYeHO, BCe HeAOBEPEHHbIE NopThl ByayT
otopacbiBatb DHCP-nakeThl ¢ onumnen 82.

ip dhcp snooping information option YcTtaHaBnuBaeT pa3genvTtenb s napameTpoB cy6-
delimiter [colon | dot | slash | space | onuwui onummn 82. KomaHaa no yctaHaBnueaeT
nonej pasgenutenb no ymondaHuio — slash.

no ip dhcp snooping information
option delimiter

ip dhcp snooping information option 3apgaeT MeTon co3gaHus onumm 82, Nonb3oBaTeENN MOryT

self-defined remote-id {template CaMOCTOATENbHO ONpeaennTbL NapameTpbl cyb-onumm
<template> | hosthname | mac | string remoteid.
WORD}

no ip dhcp snooping information
option selfdefined remote-id

ip dhcp snooping information option TMonb3oBaTtensckuii popmaTt remote-id ansa onuumn 82.
self-defined remote-id format [ascii |
hex]

ip dhcp snooping information option 3agaeT meTon co3gaHusa onumm 82, nonNb3oBaTeENN MOTyT
self-defined subscriber-id {vlan | port camocToATensLHO onpegenuTe NapaMeTpbl Cy0-onumm

| id (switch-id (mac | hostname)| circuteid.

remote-mac) | string WORD}

no ip dhcp snooping information
option type self-defined subscriber-
id

ip dhcp snooping information option [lMonb3oBaTenbckuin opmarT circuit-id ans onumm 82.
self-defined subscriber-id format
[ascii | hex]

ip dhcp snooping information option CoxpaHaTb onuumio 82 Npy OTBETax U He yaansaTh eé.
reply keep KomaHga no oTknoyaeT coxpaHeHnue onumm 82 B

. A . oTBeTax.
no ip dhcp snooping information

option reply keep

ip dhcp snooping information option subscriber-id format ( ascii | hex | vs-cisco | vs-hp | vs-
huawei )p dhcp snooping information option subscriber-id format ( ascii | hex | vs-cisco | vs-hp |
vs-huawei
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6.3.3 Tunosoe npumeHeHne DHCP Snooping

Kak noka3aHo Ha pucyHke, yctponctso Mac-AA — obblYHbIN NONb30BaTeNb, MOAKITHOYEHHbIN K
HepoBepeHHoMmy nopTy 1/0/1 kommyTaTopa, nony4vaet |IP-HacTpowkm Yepe3 DHCP, IP-agpec
knueHta 1.1.1.5. DHCP-cepBep U W03 NOAKMYEHbI K JOBEPEHHBIM MOPTaM KOMMyTaTopa,
1/0/11 n 1/0/12 cooTBeTCTBEHHO. 3MOYMbILWNAEHHNK Mac-BB, NoAKMto4YeHHbIN K HeJOBEPEHHOMY
nopty 1/0/1 kommyTaTtopa, neitaetca nogaenats DHCP-cepsep (nockinas naketsi DHCPACK).
DOyHkma DHCP Snooping Ha koMmmyTaTope 3hPeKkTUBHO OBHAPYXUT U BNOKMpYET Takon Tun
CeTeBON aTaku.

Ack

Switch X«—

1/0/10 DHCP Client
IP:1.1.1.6

1/0/12 iR\ MAC: BB

DHCP Client
IP:1.1.1.5
MAC: AA

Gateway

DHCP server

PucyHok 24.1 — Tunosoe npumeHeHue

MocnepoBaTenbHOCTb HaCTpOVIKMZ

rotek# rotek#config

rotek(config)#ip dhcp snooping enable
rotek(config)#interface ethernet 1/0/11
rotek(Config-1f-Ethernet1/0/11)#ip dhcp snooping trust
rotek(Config-If-Ethernet1/0/11)#exit
rotek(config)#interface ethernet 1/0/12
rotek(Config-If-Ethernet1/0/12)#ip dhcp shooping trust
rotek(Config-If-Ethernet1/0/12)#exit
rotek(config)#interface ethernet 1/0/1-10
rotek(Config-Port-Range)#ip dhcp snooping action shutdown
rotek(Config-Port-Range)#

6.3.4 YctpaHeHue HeucnpasHocten DHCP Snooping

6.3.4.1 HabnogeHve n oTnagovHas nHdopmMaums
[nga nony4yeHus oTnagovHom MHopmaumm MmoxeT BbiTb MCNoNb3oBaHa koMaHga «debug ip
dhcp snooping».

6.3.4.2 YcTpaHeHue HencnpaBHOCTEN
Ecnu Bo3HukaeT npobnema c ucnons3oBaHnem gyHkumm DHCP Snooping, noxanyicra,
npoBepbTe creayoLlee:

e Bkntouena nu dyHkuma DHCP Snooping rnobansHo;

e Ecnu nopt He pearvpyeT Ha noxHbIn DHCP-nakeT, npoBepbTe, HACTPOEH N 3TOT NOPT
KaK HeJOBEPEHHbIN.
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7 Bbe3onacHoOCTb

7.1 TACACS+

7.1.1 O6wwme cBeageHnss o TACACS+

TACACS+ npeactaBnsieT cobor noxoxumn Ha RADIUS ceaHCOBbIV MPOTOKOM KOHTPONS
poctyna. MNMpotokon TACACS+ ucnonb3yeT Tpy He3aBUCUMble (PYHKLMK: AyTeHTudunkaLms,
AsTOpun3aumsa un AkkayHTUHT (Y4é€T) (AAA). B otnnumne ot RADIUS npotokon TACACS+
ucnonb3yet TCP un wndppoBaHme nepegaBaeMbiX AaHHbIX Ans obecnedyeHns 6e3onacHoOCTu.

Ha gaHHom kommyTaTtope TACACS+ mMoxeT ObiTb MCNONb30BaH NpU aBTOpM3aLun n
ayTeHTUdMKaLmm nonb3oBaTenen Ana JocTyna K KomMmyTaTopy no telnet nnu ssh.

7.1.2 KoHdcurypauusa TACACS+
3apatb kntoy cepsepa TACACS+

1
2. Hactpoutb Tanm-ayTt ayteHTudpunkauun TACACS+
3. Hactpoutb napameTpbl cepBepa TACACS+

4. Hactpoutb IP-agpec TACACS+ NAS

1. 3agatb knto4 cepsepa TACACS+
KomaHpa OnucaHue
FnobGanbHbIN pexum

tacacs-server key {0 | 7} 3apgatb rmobanbHbIn kntoy cepeepa TACACS+. KomaHga no
<string> yOansieT 3ToT KIou.
no tacacs-server key

2. HacTtpoutb Tanm-ayt ayteHTudukaumm TACACS+
KomaHpa OnucaHue

FnobGanbHbIN pexum

tacacs-server timeout 3apatb rmobanbHoe Bpems oxunaanus oteeta ot TACACS+
<seconds> cepBepa B cekyHaax. KomaHaa no Bo3BpallaeT 3HadeHue no
no tacacs-server timeout YMOSYaHUIO - 3 CeKyHabI.

3. Hactpoutb napameTtpbl cepsepa TACACS+
KomaHpa OnucaHue

FnobGanbHbIN pexum

tacacs-server CkoHurypupoBaTb NapaMeTpbl 06palleHust kK cepeepy
authentication host TACACS+: <ipaddress> - IP-agpec cepBepa;[port <port-
<ipaddress> [port <port- number>] - nopT Ha3Ha4yeHus (No ymonyaHuto 49); [timeout
number>] [timeout <seconds>] - BpeMs oxugaHus oteeTa ot cepaepa;key {0 |
<seconds>] [key {0 | 7} 7} <string>] - kntou cepBepa; primary - AaHHbIN cepBep OyaeT
<string>] [primary] NCnonb30oBaTbCA B NPUOPUTETHOM nopsiake. Ecnn

napameTpsbl [timeout <seconds>] u key {0 | 7} <string>] He
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no tacacs-server 3agaHbl, 6yoyT ucnonb3oBaTbCa NapameTpbl, 3afaHHbIe
authentication host <ip- rnobanbsHo.
address>

KomaHga no yananseT 3agaHHbI cepBep ¢ aapecom <ip-
address>.

4. Hactpoutb IP-agpec TACACS+ NAS
KomaHpa OnucaHue

FnoGanbHbIN peXxum

tacacs-server nas-ipv4 <ip- Bapatb IP-agpec <ip-address> MCTOYHMKA NAKETOB

address> TACACS+, otnpaBnsemMbix kommyTaTopom. KomaHga no

no tacacs-server nas-ipv4 ycTaHaBrnMBaeT B KayecTBe UCTOYHMKA agpec IP-
UHTEepdenca, ¢ KOToporo Bbiny oTNpaBneHsl NakeTbl (Mo
YMOMYaHUI0).

7.1.3 Mpumep TMnu4Hon koHcpurypauum TACACS+
10.1.1.2

10111  TACACS+ Server
10.1.1.3

PucyHok 25.1 — Npumep cxembl NoakntoyeHn anga koHgurypaumm TACACS+

KomnbloTep nogkntovaeTcs K kommyTaTopy, IP-agpec kotoporo 10.1.1.2 1 KOTOpLIN COeQUHEH C
cepsepom ayTeHTUdurkaumum TACACS+. IP-agpec cepepa - 10.1.1.3, nopT ayTeHTUMKauum
no ymorn4yaHuio — 49.

YcraHoBuTe ayteHTMduKaumio telnet log on koMmyTaTopa Kak nokanbHYyH tacacs ¢ NOMOLLbHO
cepepa ayTeHTudukaumm TACACS + gna obecneveHus ayTeHTUMkauum nons3osartenem
telnet.

Switch(config)#interface vian 1

Switch(Config-if-vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-vlanl)#exit

Switch(config)#tacacs-server authentication host 10.1.1.3
Switch(config)#tacacs-server key test
Switch(config)#authentication line vty login tacacs

7.1.4 YctpaHeHue npobnem npu KoHdurypaumm TACACS+
Ybeautech, 4TO:
e |IP-cBa3HOCTL kKOMMYyTaTOpa ¢ cepeepom TACACS+ nNpuUcCyTCTBYET;

e Knoy ayTeHTUhmkauum Ha koMMmyTaTope coBnagaet ¢ kno4om Ha TACACS+ cepBepe;
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e [logknioyeHue ocylectenseTcs k npasuneHomy TACACS+ cepsepy.

7.2 RADIUS

7.2.1 Oobwwme cBeaeHna o RADIUS

7.2.1.1 Oo6buwee onucaHne AAA n RADIUS

AAA - cokpalueHne oT Authentication, Authorization and Accounting (AyTeHTudukaums,
ABTOpU3aLMS, YY4ET) N UCNOMNb3YETCA NPU NPeaoCTaBneHun JOCTyna B CeTb, K ynpaBrneHuto
obopyaoBaHueM 1 ynpaeneHust 3Tum goctynom. RADIUS - 3TO 04MH U3 CETEBLIX KITUEHT-
cepBepHbIX MPOTOKOMOB, UCMOMb3yeMbIN A58 LeHTpann3oBaHHOrO ynpasneHnsa asTopusaumnen,
ayTeHTuduKaLmen n y4eTom npu 3anpoce JocTyna nonb3oBatenen K pasfnyHbiM CETEBLIM
cnyx6am. KnneHt RADIUS 06bI4HO MCMNOMb3YyeTCst HA CETEBOM YCTPOWCTBE AN peanusaumm
AAA coBmecTHO ¢ npoTtokoriom 802.1x. CepBep RADIUS xpaHuT 6a3y gaHHbIx ans AAA n
cBsa3biBaeTcs ¢ knueHTom RADIUS yepes npotokon RADIUS, koTopbili sBNsieTcs Hambornee
pacnpocTpaHeHHbIM NPOTOKOIOM B pamkax AAA.

7.2.1.2 Crtpykrypa coobeHusa ana RADIUS
Mpotokon RADIUS ucnonb3dyet UDP ans goctasku nakeToB npotokona. Popmat naketa
nokasaH Huxe.

0 7 15 31
Code Identifier Length
Authenticator

Attributes

lMone Code (1 okteT): TMN naketa RADIUS. [locTynHoe 3HadyeHre Ang nons koga nokasaHo
HUXe:

1 Access-Request

2 Access-Accept

3 Access-Reject

4 Accounting-Request

5 Accounting-Response

11 Access-Challenge

Morne Identifier (1 okTeT): WaeHTndUKkaTOp ANS NakeToB 3anpoca 1 oTBeTa.

Mone Length (2 okteTa): InuHa Bcero naketa RADIUS, Bkntodas none Code, Identifier, Length,
Authenticator n Attributes.

Mone Authenticator (16 okTeTOB): MCNOMNb3yeTcs AN NPOBEPKU NAKETOB, NOMYYEHHbIX OT
cepBepa RADIUS. Ero Takke MOXHO MCNONb30BaTh 4515 NepeHoca 3alngpoBaHHbIX Naponen.
370 none nogpasfenseTcsa Ha ABa Buaa: Request Authenticator u Response Authenticator.

Mone Attributes: ncnonb3yetcs ons nepeHoca nogpobHon nHpopmauum o AAA. 3HaveHne
aTpnbyTta dopmupyeTca nonsamu Type (Tun), Length (OnuHa) n Value (3HaveHue).

e [lone Type (1 okTeT) — TMN 3Ha4YeHnsa aTpnbyTa, KOTOPbIV NOKa3aH HUXE:

3HauyeHue Tun 3Ha4YeHuA 3HaueHue Twn 3HauYeHusn
1 User-Name 23 Framed-IPX-Network

2 User-Password 24 State
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3HauyeHue Twun 3HavYeHus 3HauyeHue Twn 3HaveHuA
3 CHAP-Password 25 Class
4 NAS-IP-Address 26 Vendor-Specific
5 NAS-Port 27 Session-Timeout
6 Service-Type 28 Idle-Timeout
7 Framed-Protocol 29 Termination-Action
8 Framed-IP-Address 30 Called-Station-1d
9 Framed-1P-Netmask 31 Calling-Station-Id
10 Framed-Routing 32 NAS-Identifier
11 Filter-1d 33 Proxy-State
12 Framed-MTU 34 Login-LAT-Service
13 Framed-Compression 35 Login-LAT-Node
14 Login-IP-Host 36 Login-LAT-Group
15 Login-Service 37 Framed-AppleTalk-Link
16 Login-TCP-Port 38 Framed-AppleTalk-Network
17 (unassigned) 39 Framed-AppleTalk-Zone
18 Reply-Message 40-59 (reserved for accounting)
19 Callback-Number 60 CHAP-Challenge
20 Callback-Id 61 NAS-Port-Type
21 (unassigned) 62 Port-Limit
22 Framed-Route 63 Login-LAT-Port

7.2.2

a > w DN RE

Mone Length (1 okTeT) — AnvHa B okTeTax atpubyTa, Bkntoyasi nonst Type, Length un
Value.

none Value — 3Ha4yeHne aTpmbyTa, coaepxnmoe 1 hopmaT KOTOPOro onpeaensoTcs
TUMOM W ANUHON aTpubyTa.

KoHndurypauma RADIUS

BknounTb doyHKLMIO ayTeHTUdUKauum n y4eta
HactpouTtb kntou cepeepa RADIUS
HactpouTb napametpbl cepeepa RADIUS
HacTtpowuTb napameTpsl cepuca RADIUS
Hactpoutb agpeca RADIUS NAS

1. BknounTb yHKUUIO ayTeHTUdUKaLNN 1 yyeTa

KomaHpa OnucaHue
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FnoGanbHbIN peXxum

aaa enable BkntounTb pyHKUMIO ayTeHTUdumkaumnmn AAA.
no aaa enable KomaHga no oTkno4yaeT 3Ty QYHKUUIO.
aaa-accounting enable Bknountb yHKUMIO yyeTa AAA.

no aaa-accounting enable  KomaHga no oTkntoyaeT 3Ty OyHKUMIO.

aaa-accounting update BKNOYMTL MNK BLIKNIOYUTL (MO YMOMYaHN0) Nepnognyeckyto
{enable|disable} OTNpaBKy AaHHbIX 06 OHNaMH-NoNb30BaTENSIX.

2. Hactpoutb kntoy cepepa RADIUS
KomaHpa OnucaHue
FnoGanbHbIN peXxum

radius-server key {0 | 7} <string> Bapgatb rnobanbHbii kntod RADIUS-cepBepa.

no radius-server key KomaHga no yganseT 3agaHHbIn Koy,

3. HacTtpoutb napameTtpbl RADIUS cepBepa
KomaHpa OnucaHue
FnoGanbHbIN peXxum

radius-server authentication host Hactpoutb napametpbl RADIUS-cepBepa <ipv4-
{<ipv4-address> | <ipv6-address>} [port address> | <ipv6-address> ans ayteHTudUKaLUmW.
<port-number>] [key {0 | 7} <string>] Ecnu napameTp [key {0 | 7} <string>] He OygeT 3agaH,
[primary] [access-mode {dotlx | telnet}] To ByaeT ncnonb3oBaH napamMeTp, 3agaHHbIN

. L rnodanbHo.
no radius-server authentication host

{<ipv4-address> | <ipv6-address>} KomaHga no ygansieT 3agaHHbIA cepBep.

radius-server accounting host {<ipv4- HacTtpouTtb napameTpbl RADIUS-cepBepa <ipv4-
address> | <ipv6-address>} [port <port- address> | <ipv6-address> ons yyeta. Ecnu
number>] [key {0 | 7} <string>] [primary] napameTp [key {0 | 7} <string>] He ByaeT 3agaH, TO

. . OyaeT ucnonb3oBaH NapamMmeTp, 3a4aHHbIN rnobdanbsHo.
no radius-server accounting host YA P P, 3aA

{<ipv4-address> | <ipv6-address>} KomaHga no ygansieT 3agaHHbIA cepBep.

4. Hactpoutb napameTtpbl cepBuca RADIUS
KomaHpa OnucaHue
FnobGanbHbIN pexum

radius-server retransmit <retries> 3apaTb YMCNo NOMbITOK <retries> NOBTOPHOW OTNPaBKu

. . naketoB Ha RADIUS-cepBep.
no radius-server retransmit

KomaHga no BocctaHaBnuBaeT 3Ha4eHne no
YMOSYaHUIO - 3 MOMbITKM.

radius-server timeout <seconds> 3apaTb Bpems oxXuaaHusa oTBeTa OT cepBepa nepea

. . NOBTOPHOW OTMNPaBKOW NakeTa, B CEKyHOaX.
no radius-server timeout P P yRA

KomaHaa no BoccTaHaBnmBaeT 3Ha4YeHue no
YMOS4YaHuio - 3 CeKyHAbl.
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5. Hactpoutb agpeca RADIUS NAS
Komanga OnucaHue
FnoGanbHbIN peXxum

radius nas-ipv4 <ip-address> 3apatb IPv4-agpec <ip-address> ncrouHuka naketos RADIUS,

. . oTnpaBrideMblX KOMMYTaTOPOM.
no radius nas-ipv4 P y P

KomaHga no yctaHaBnuBaeT B KayecTBe UCTOYHUKa agpec IP-
WHTepdelica, ¢ KOTOporo ObiNM OTNpPaBneHbl NakeTbl (Mo
YMOJYaHMI0)

7.2.3 Mpumepbl TUINOBOM HacTpoukn RADIUS

7.2.3.1 TMpumep HacTponkn RADIUS npu ucnons3osaHuu IPv4
10.1.1.2

;. =

10111 Radius Server
10113

PucyHok 26.1 — MNpumep cxembl NoakntoyeHnii ana koHourypauum RADIUS

KomnbtoTep nogkniovaetcs kK kommyTtaTtopy, IP-agpec kotoporo 10.1.1.2 n NoOAKnioYeH K
cepsepy ayTeHTudumkaumm RADIUS 6e3 Ethernet1/0/2. IP-agpec cepsepa - 10.1.1.3, nopT
ayTeHTMdMKauum no ymonyanuio - 1812, nopt ydyeta - 1813.

Mopsanok HacTpovikK:

Switch(config)#interface vian 1

Switch(Config-if-vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-vlanl)#exit

Switch(config)#radius-server authentication host 10.1.1.3
Switch(config)#radius-server accounting host 10.1.1.3
Switch(config)#radius-server key test

Switch(config)#aaa enable
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7.2.3.2 Tpumep HacTponkn RADIUS npu ncnonb3osaHmm IPv6
2004:1:2:3::2

=

2004:1:2:3:1  Radius Server
2004:1:2:3:3

PucyHok 26.2

KomnbtoTep nogkniovaetcs kK kommyTtaTopy, IP-agpec kotoporo - 2004:1:2:3:: 2 1 nogKkmoYeH K
cepsepy ayteHTudmkaumm RADIUS 6e3 Ethernet1/0/2. IP-agpec cepsepa - 2004:1:2:3:: 3, nopT
ayTeHTMdMKauum no ymonyanuio - 1812, nopt yyeTta no ymonyanuio - 1813.

Mopsaok HacTPONKK:

Switch(config)#interface vlan 1

Switch(Config-if-vlan1)#ipv6 address 2004:1:2:3::2/64
Switch(Config-if-vlanl)#exit

Switch(config)#radius-server authentication host 2004:1:2:3::3
Switch(config)#radius-server accounting host 2004:1:2:3::3
Switch(config)#radius-server key test

Switch(config)#aaa enable

Switch(config)#aaa-accounting enable

7.2.4 YctpaHeHue npobnem npu koHdurypaumm RADIUS

Ybeautech, 4To:
e |P-cBsA3HOCTL KOMMYTaTOpa ¢ cepepoM RADIUS npucyTcTeyeT;
e  KNIOY ayTeHTMdUKaLuMM Ha KommyTaTope coBnagaeTt ¢ krnoyom Ha RADIUS cepsepe;
e [OAKNIOYEHNE ocyLLecTBAEeTCA K npasunibHoMy RADIUS cepsepy.

e [logpo6Has oTnagoyHas nHgopmaLms MOXeT ObiTb 0ToOGpaXkeHa nocne NpUMeHeHUs
komaHgbl debug aaa.

7.3 PPPoOE Intermediate Agent

7.3.1 O6wme cBeaeHuna o PPPoE Intermediate Agent

MpoTtokon PPPoE (Point to Point Protocol over Ethernet) - npoToKON KaHanbLHOro YpOBHSA
nepegaym PPP kappoB yepe3 Ethernet. PPPOE — 370 TyHHENVpyOLWMIA NPOTOKOI, KOTOPbIN
no3BonsieT MHKancynupoBaTb |P nnu gpyrue npoTokonbl Yepes coeanHeHus Ethernet,
yCTaHaBnvBasa CoeJUHEHNe «ToYKa-To4YKa», KOTopoe NCNonb3yeTcs AN TpaHCNopTUPOBKK IP-
nakeTtoB. Takoe coeguHeHne MOXeT OblTb ycTaHOBNEHO ¢ BRAS, npegocrasnsas
nonb3oBaTento LWMPOKOMOMOCHbLIN AOCTYM U UCMOoMb3yloLlee ayTeHTUduKaumio.

PPPoE Intermediate Agent npeaocTaBnsieT BO3MOXHOCTb MHKaNCynMpoBaTh B
naketbl PPPOE gaHHble 0 MECTOMOMNOXEHMN NMoNib3oBaTensi, YTo obecnevnBaeTt
OOMONHUTENbHbIE BO3MOXHOCTU A1 NPOBEPKM NOLTUHHOCTM.
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CyuwecTByeT 2 atana B pabote PPPOE: atan obHapyxeHusa 1 atan ceaHca.

Atan o6HapyxeHusa nucnonb3yetcs aAnga nonyyeHunsa MAC-agpeca yaaneHHoro cepsepa ang
YCTaHOBMNEHUS COeAMHEHUSA «TOYKA-TOUYKa» U naeHTudunkaTopa ceaHca ¢ cepBepom, a atan
ceaHca MUcnonb3yeT 3TOT uaeHTudmkaTop ceaHca ans ceasn. PPPoE Intermediate

Agent OoTHOCMTCS TONBKO K CTagumn 0OHapyXeHus.

OTan 06Hapy)KeHVI‘i-| COCTOUT U3 YeTbIpEX LWaros:

1. KnueHT otnpaensiet naket PADI (PPPoE Active Discovery Initiation). Ha nepeom
Liare KIMeHT NCMNOoNb3yeT LUMPOKOBELLLATENbHbIV aApec Kak agpec HasHa4YeHns u
wnpokoBeLlaTensHbln PADI (MHUUmnaumnsa aktueHoro obHapyxeHus PPPoOE) nakeTt ans
obHapyxeHus KOHLieHTpaTopa A40CTyna;

2. Cepsep otnpaenset B otBeT PADO (PPPOE Active Discovery Offer). Kak Tonsko
nonb3oBaTerbckas MawnHa otocnana PADI-nakeT, cepBep oTBeYaer,
noceinasg PADO-nakeT, ucnonssyda MAC-agpeca, npuwegwme ¢ PADI. PADO-
nakeT cogepxmnt MAC-agpeca cepsepa, ero uMsa n UMsi CepBuICa,;

KnueHT Bbibupaet cepsep, otcbinas PADR (PPPOE Active Discovery Request);

MoaTtBepxaas nonydeHHoln PADR-nakeT, cepBep nockinaet PADS (PPPoE Active
Discovery Session-confirmation), cogepxalwmin ngeHtmgumkatop ceccum - Session

ID.

PPPoE Intermediate Agent nepexBatbiBaeT PADI n PADR nakeTbl, fob6aenss
AONONHUTENbHbIE AaHHble, OEHTUMULIMPYIOLLIME MECTOMONOXEHME NOMb30oBaTenNs,

Hanpumep MAC kommyTaTtopa, nopt kommyTtatopa, VLAN nonb3osatens. PPPOE Intermediate
Agent Takke BKknoyaeT B cebs PyHKLUIO JOBEPEHHOIO NopTa, KOTOPbIN NO3BONseT
3abnokuposaTb npuem HexenaTtenosHbix PADO n PADS nakeToB C HE4OBEPEHHbIX MOPTOB.

7.3.2 KoHdurypaumsa PPPoE Intermediate Agent

1. Hactpoutb PPPoE Intermediate Agent rno6ansHo;

2. Hactpoute PPPOE Intermediate Agent Ha nHtepdence.

1. Hactpoutb PPPOE Intermediate Agent rmo6ankeHo:

KomaHpa

OnucaHue

B pexume rmo6anbHon KOHdUrypaumm

pppoe intermediate-agent

no pppoe intermediate-agent

pppoe intermediate-agent type tr-
101 circuit-id access-node-id
<string>

no pppoe intermediate-agent type
tr-101 circuit-id access-node-id

pppoe intermediate-agent type tr-
101 circuit-id identifier-string
<string> option {sp | sv | pv | spv}
delimiter <WORD> [delimiter
<WORD> ]

Bknountb yHuuio PPPOE Intermediate Agent, komaHaa
NO OTKNYaeT 3Ty PYHKLUMIO

HacTtpoutb ngeHtudmkatop yana gocryna <string> ¢
circuit-id tr-101 Komanga no yganset aToT
ngeHTndukaTop.

dopwmar circuit-id no-ymonyanuio: access-node-id +” eth
“+ Slot ID + delimiter + Port Index + delimiter + Vlan ID.
Mpumep Tera: “abed eth 01/003:0003”

HacTtpoutb gobaBnsemble nons circuit-id opmara tr-101.
Sp - CNOT 1 NOPT, SV - cNnoT u vlan, pv - nopt n vlan, spv -
CnoT u nopT 1 vlan. B crniyyae ncnonb3oBaHUs SpV MOXeT
ObITb yKa3aHo 2 pa3nu4HbIX pasgenutens delimiter gpyr
3a Apyrom.

KomaHaa no BosBpallaet popmMar no-yMO4aHuo - Spv.
dopwmar circuit-id no-ymonyaHuio: access-node-id +” eth
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no pppoe intermediate-agent type  “+ Slot ID + delimiter + Port Index + delimiter + Vlan ID.
tr-101 circuit-id identifier-string Mpumep Tera: “abed eth 01/003:0003”
option delimiter

pppoe intermediate-agent type self- 3agaTb cobcTBEHHbIN hopmarT circuit-id. KomaHga
defined circuit-id {vlan| port|id No ygansieT 3Ty KOHUrypaumio.

(switch-id (mac | hostname))|

remote-mac) | string WORD}

no pppoe intermediate-agent type
self-defined circuit-id

pppoe intermediate-agent type self- 3agaTb cobcTBEHHbIN hopmaT remote-id. KomaHga
defined remoteid {mac | vlan-mac  no ygansieTt aTy KoHcuUrypaumto.
|hostname| string WORD}

no pppoe intermediate-agent type
self-defined remote-id

pppoe intermediate-agent delimiter 3apatb pasgenutens (#|.],|;]:|/|space).
<WORD>
KomaHaa no BosBpallaeT pasgenutenb No-ymMonyaHuio -
no pppoe intermediate-agent y\
delimiter

pppoe intermediate-agent format ~ 3apgaTb dopmaT npeacTaBneHus circuit-id unu remote-id.
(circuit-id | remote-id) (hex | ascii) KomaHga no ygansieT 3Ty KOHurypaumio.

no pppoe intermediate-agent format
(circuit-id | remote-id)

2. Hactpoutb PPPOE Intermediate Agent Ha nHTepdeiice:
KomaHpa OnucaHue
B pexume koHdurypaumm nutepcenca

pppoe intermediate-agent BkntounTb coyHUmo PPPOE Intermediate Agent, komaHaa

no pppoe intermediate-agent NO OTKITIOHACT ITY YHKUMIO

pppoe intermediate-agent BkntounTb yHKUMIO CHATMSA Tera BeHAopa Ha nopTty. KomaHga
vendor-tag strip No OTKMYaeT 3Ty PYHKLMIO.

no pppoe intermediate-agent
vendor-tag strip

pppoe intermediate-agent trust BeibpaTb NopT B kadecTBe AoBepeHHoro. KomaHaa

. . No BbIGMPAET NopPT B KAYECTBE HEAOBEPEHHOTO.
no pppoe intermediate-agent

trust

pppoe intermediate-agent 3apaTb cTpoky circuit-id, gns godaeneHus Ha nopTy. Komanaa
circuit-id <string> Nno ygansieT aTy KoHurypauuto.

no pppoe intermediate-agent

circuit-id

pppoe intermediate-agent 3apatb cTpoky remote-id

remote-id <string>

no pppoe intermediate-agent
remote-id
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7.3.3 Mpumep koHurypauum PPPOE Intermediate Agent

PPPOE knueHT u cepBep noakmntoyeHsl kK ogHom L2 Ethernet cetu. Ha kommyTaTtope, Kk
KOTOPOMY MOAKMIOYEH KINNEHT, akTnBmpoBaHa dyHkuma PPPOE Intermediate Agent.

Mpumep koHpurypaumm 1:

Switch (config) #pppoe intermediate-agent

Switch (config)#interface ethernet 1/0/1

Switch (config-if-ethernetl/0/1) #pppoe intermediate-agent trust

Switch (config-if-ethernetl/0/1) #pppoe intermediate-agent trust vendor-
tag strip

Switch (config)#interface ethernet 1/0/2

Switch (config-if-ethernetl/0/2) #pppoe intermediate-agent

Switch (config) #interface ethernet 1/0/3

Switch (config-if-ethernetl/0/3) #pppoe intermediate-agent

Switch (config) #pppoe intermediate-agent type tr-101 circuit-id access-
node-id abcd

Switch (config-if-ethernetl/0/3) #pppoe intermediate-agent circuit-id
aaaa

Switch (config-if-ethernetl/0/3) #pppoe intermediate-agent remote-id
XYZ

B pesynbTarte circuit-id gns knneHTta B nopty eth1/0/2 6yaeT BbirnsaeTh kak "abed eth
01/002:0001”, remote-id - MAC kommyTaTopa "0a0b0c0d0eOf”.
[na knueHTa B nopTy eth1/0/3 6ygeTt gobaensaTbes circuit-id “aaaa”, remote-id "xyz”.

Mpumep koHdUrypaumm 2:

Switch
Switch
Switch
Switch
Switch
Switch

config) #pppoe intermediate-agent

config) #interface ethernet 1/0/1

config-if-ethernetl/0/1) #pppoe intermediate-agent trust

config) #interface ethernet 1/0/2

config-if-ethernetl/0/2) #pppoe intermediate-agent

config) #interface ethernet 1/0/3

Switch (config-if-ethernetl/0/3) #pppoe intermediate-agent

Switch (config-if-ethernetl/0/3) #exit

Switch (config) #pppoe intermediate-agent type tr-101 circuit-id access-
node-id abcd

Switch (config) #pppoe intermediate-agent type tr-101 circuit-id
identifier-string efgh option spv delimiter # delimiter /

Switch (config)#interface ethernet 1/0/2

Switch (config-if-ethernetl/0/2) #pppoe intermediate-agent circuit-id
bbbb

Switch (config) #interface ethernet 1/0/3

Switch (config-if-ethernetl/0/3) #pppoe intermediate-agent remote-id xyz

PN W NN

B pesynbTarte circuit-id gns knueHTa B nopty eth1/0/2 6yget BbirnageTs kak "bbbb”, remote-
id - MAC kommyTaTtopa "0a0b0c0d0e0f”.

Ons knnenTa B nopty eth1/0/3 6yget nobaenstees circuit-id "efgh eth 01#003/1234, remote-
id "xyz”.
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8 3EPKAJINPOBAHUE TPA®UKA

8.1 3epkanupoBaHue Tpaduka (SPAN)

8.1.1 OOwwme cBegeHUA o 3epKanupoBaHun Tpaduka

DyHKLMA 3epkanMpoBaHns Tpaduka no3sonseT oyénuposaTb Tpaduk, OTNPaBAsSEMbIN Unu
npuHuMaemsbli noptom unu CPU kommyTatopa B gpyroun nopt. K nopTy HasHavyeHus
aybnvposaHHOro Tpadurka MOXeT ObITb NOAKNIOYEH aHanu3aTop Tpaduka SPAN (Switch Port
Analyzer) ana anarHocTuku npobnem B ceTw.

Ha paHHOM KOMMyTaTope Takke CyLiecTByeT BO3MOXHOCTb AyOnMpoBaTh BXOAALWMIA B NOPT
Tpaduk Ha ocHoBe paspeluatolmnx npasmn ACL.

8.1.2 KoHdurypaumsa SPAN
1. 3apatb nopt (CPU) ncroyHuka tpaduka
2. 3apaTb NopT Has3HayeHus 3epkana
3. 3apaTb CKOpPOCTb AUCKPETU3ALIN
4

BbiGpaTb NOpT-UCTOYHUK TpadmKa ¢ ucrnonb3oBaHnem ACL

1. 3agatb nopt (CPU) uctoynnka tpadmka

KomaHpa OnucaHue
FnobGanbHbIN pexum

monitor session <session> source 3agatb UHTepdenc nnu CPU B Ka4eCcTBE MCTOYHUKA
{interface <interface-list> | cpu} Tpadpmka 3epkana gnsa ceccun <session>. {rx| tx| both}

{rx| tx| both} yKa3blBalOT HanpasneHne Tpaduka.

no monitor session <session> KomaHnga no ygansieT ucTouHuk Tpadumka ans ceccum
source {interface <interface-list>| <session>.

cpu}

2. 3apgaTtb NOPT Ha3HayeHus 3epkana

KomaHga OnucaHue

FnoGanbHbIN peXxum

monitor session <session> destination 3apaTtb uHTepdenc HasHavyeHus Tpaduka
interface <interface-number> 3epkana gns ceccum <session>.

no monitor session <session> destination KomaHga no yganset uHtepdeinc HasHavyeHus
interface <interface-number> ansa ceccum <session>.

3. 3agaTtb CKOPOCTb ANCKPETM3IaLuun
Komanpa OnucaHue
FnoGanbHbIN peXxum

monitor session <session> sample rate 3agatb ckopocTb AnckpeTusaummn <0-65535> ansa
<num> 3epkarna <session>.
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no monitor session <session> sample KomaHaa N0 OTMEHSeT OUCKPETU3ALMIO - KaXabln
rate nakeT U3 UCTOYHMKa NonageT B 3epKaro.

4. BbibpaTb NOPT-UCTOYHMK TpadmKa ¢ ucrnonb3oBaHuem ACL

KomaHpa OnucaHue
FnoGanbHbIN peXxum

monitor session <session> 3apaTtb UHTepdenc B Ka4yecTBe NCTOYHMKA Tpadmka 3epkana
source {interface <interface-  ansa ceccum <session>. access-group <nNUM:> rx NpUMeHseT
list>} access-group <num> {rx} ACL Ha BxoasLlee HanpaBneHue Tpaduka B MHTepdence

. . . MCTOYHUMKa 3epKana.
no monitor session <session>

source {interface <interface- = KomaHga no yganseTt UCTOYHMK Tpaduka ans ceccun
list>} access-group <num> <session>.

8.1.3 Mpumep koHdurypaumumn SPAN
B nopt 1/0/1 Heobxooumo oTNpaBnATb cnegylwmun Tpaduk:
1. Tpadwuk noctynatowuin Ha nopt 1/0/7 (ingress);
2. Tpaduk yxogdawmi ¢ nopta 1/0/9 (egress);
3. Tpadwmk B CPU BCcex HanpaBneHui;
4

Tpaduk TCP ¢ agpecom nctouHuka 1.2.3.4/24, agppecom HasHayeHusa 5.6.7.8/24
Bxoaswwmu (ingress) B nopt 1/0/5.

KoHdurypauus kommyTatopa 6yaet BeIrnsiAeTb cneayowmmM obpasom:

rotek(config)#monitor session 1 destination interface ethernet 1/0/1
rotek(config)#monitor session 1 source interface ethernet 1/0/7 rx
rotek(config)#monitor session 1 source interface ethernet 1/0/9 tx
rotek(config)#monitor session 1 source cpu

rotek(config)#access-list 120 permit tcp 1.2.3.4 0.0.0.255 5.6.7.8 0.0.0.255
rotek(config)#monitor session 1 source interface ethernet 1/0/15 access-list 120 rx

8.1.4 PeweHue npobriem npu 3epkanupoBaHnm Tpadumka

e Y6eauTech, YTO NPOMYCKHas CNOCOBGHOCTb MHTEpPdeica HasHavYeHUs yaoBNeTBopsieT
CYMMapHOMY KONM4YecTBY Tpadhmka BCEX MCTOYHMKOB, YUYUTbIBAS BO3MOXHbIE
KpaTKOBPEMEHHbIE BCMeckM Tpaduka;

e  [ONS OQHOW Ceccun BO3MOXEH BbIOOp TONbKO OAHOMO MHTepdenca Ha3HayeHus
Tpaduka
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9 KoHdwurypauus NTP

9.1 NTP

9.1.1 O6wwme cBepgeHbsi o NTP

NTP (Network Time Protocol) - npoTokon ceTeBoro BpeMeHu, NCMOMb3yeMbli C Lenbto
CUHXPOHM3aLMM BPEMEHN CPpean pacnpeeneHHbIX CeEpBEPOB U KNMeHToB. brnarogaps
ncnonb3yembiM anroputmam cnocobeH 4ocTndb TouHoCcTn Ao 10mc. CobbIThsA, COCTOAHUS,
dyHKUMM Nepefayn n genctena onpegeneHsl B RFC-1305. Bpems Ha KOMMyTaTtope MOXeT
ObITb CUHXPOHU3NPOBAHO C BHELLHUM CEPBEPOM, TaKKe KOMMYTaTOp MOXET BbINOSHATL POIib
aTanoHa spemeHu B kadectee NTP cepsepa.

9.1.2 KoHdurypaumsa NTP
1. Bknountb dyHKumio NTP;

2. Hactpoutb NTP-KknueHT;

3. [MpocmoTp nHopmaumn n oTnagka;

1.Bkntountb oyHkumio NTP.
KomaHpa OnucaHue
FnoGanbHbIN peXxum

ntp enable BkntounTb doyHkumio NTP.

ntp disable Bolkntountb chyHkumo NTP.

2.Hactpoutb NTP-KknueHT.
KomaHpa OnucaHue
FnobGanbHbIN pexum

ntp server {<ip-address> | <ipv6- 3agaTtb IP agpec v ko4 cepsepa, KomaHaa no yganseT aTy
address>} [version KOHdUrypaumtio.
<version_no>] [key <key-id>]

no ntp server {<ip-address> |
<ipv6-address>}

clock timezone WORD {add | 3agaTb cMelleHMe YacoBoro rnosica otHocutenobHo UTC.
subtract} <0-23> [<0-59>] subtract - oTpuyaTensHoe cmelleHue, add - NONOXUTENBHOE

, cMeLLeHve. KomaHaa no yaansieT HacTpOeHHOe CMeLLEHMe.
no clock timezone WORD w A ya p Ly

3.MpocmoTp MHGOpMauuKn 1 oTnagka.
KomaHpa OnucaHue

Pexum agMuHUcTpatopa

show ntp status OT10bpasutb MHOpMaLUIo O cTaTyce 1 KOHuUrypaumm
NTP.
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show ntp session [ <ip-address> OTobpasutb nHdopmauuio o ceccusx NTP.
|[<ipv6-address>]

debug ntp packets [send | receive] BbIBOAMTbL OTNAA04YHYO MHAOPMALMIO O NTOKasbHbIX
HacTpoikax BpemeHu. KomaHaa no OTMEHSIET BbIBOS

no debug ntp packets [send | receive] OTNAMOUHOI UHGOPMALLN,

9.1.3 MNMpumep kKoHuUrypaumm NTP

Time server Time server

IP:192.168.1.11 IP:192.168.2.11

IP:192.168.1.12 IP: 192.168.2.12

Switch

Figure 1 PucyHok 28.1 — Npumep cxembl ansa KoHpurypmpoBaHus dyHkuumn NTP

PucyHok 28.1 — lNMpumep cxembl Ans KOHUrypmpoBaHus yHkummn NTP

Heobxoanmo crHXpOHN3MpOBaTh NOKanbHOE BpeMs Ha kommyTaTtope Switch. B cetu
pacnonoxeHbl ABa cepBepa BpeMEeHW: OANH HaXOANTCS B aKTUBHOM PEXMME M UCMOMb3yeTCs,
OpYror HaXo4WUTCS B peXUMe OXMAaHWUsS (MCMONb3yeTcs B KAYeCTBE PE3EePBHOrO).

Mpoueaypa KOHPUrypnpoBaHus:

Switch(config)#ntp enable

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 192.168.1.12 255.255.255.0
Switch(config)#interface vian 2

Switch(Config-if-Vlan1)#ip address 192.168.2.12 255.255.255.0
Switch(config)#ntp server 192.168.1.11

Switch(config)#ntp server 192.168.2.11

9.1.4 YcTtpaHeHue HepaboTocnocobHocTU chpyHKUumM NTP

B npouecce koHurypupoBaHms, npu BO3HUKHOBEHWM OLLIMOKK, CMCTEMA MOXET BblaaTb
OTNafouHyI0 UHpopMaumio.

®PyHkuma NTP no ymonyaHuio oTknoyeHa. [na otobpaxeHns TekyLen KoHUrypauum MoxHo
ucnonb3oBaTb kKOMaHgy show. Ecnu koHdurypaumsa npaBunbHas, ncnonb3ynte komaHagy debug
ONS OTAEeNbHbIX CTAaTyCOB, HACTPOEK 1 cobbITUI. Takke MOXET UCNONb30BaTbCA KOMaHaa show
ans otobpaxeHust Tekywen nidopmauumn NTP.
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9.2 JleTtHee BpemsA

9.2.1 OGwume cBegeHUA O fieTHEeM BpeMeHM

JleTHee 1 3uMHee Bpems - cMeLleHre BpeMeHn Ha 1 yac Bnepea BECHOM U Ha 1 4ac Hasag
OCEHbI0 A58 SKOHOMUK ANEKTPOIHeprnn. B HacTosLee BpeMst Bonbluas YacTe CTpaH Myupa
NCnonb3yloT Nepexoa Ha netHee Bpemsa 1 obpaTtHo. epepansHoe 3akoHoaaTenbcTso PO He
npegycmaTpmMBaeT eXXerogHoro nepexona Ha «neTtHee» N «3uMHee» Bpemsi. Tekyllee Bpemsi B
pasHbiX permoHax P®, B 3aBCMMOCTU OT pacnonoXeHUsi, MOXET OTNn4aThbCs.

9.2.2 KoHdurypauums neTtHero BpeMeHu
1. BknounTb N HACTPOUTL NEPEXOA Ha NeTHee BpeMS.

2. BknounTb M HACTpOUTb NEPEXOA Ha NeTHee BpeMs.
KomaHpa OnucaHue
FnoGanbHbIN peXum

clock summer-time <word> recurring 3apaTb NoBTOPSOLLLEECS BpeMS Hayana u

<HH:MM> {<week> <day> <month>|<MM.DD>} 2:\;%”“2::2 ngTf:::g BPEMEHMU, a Takxe ero
<HH:MM> {<week> <day> <month>|<MM.DD>} “MEH
[<offset>] KomaHga no yganset a1y KoHuUrypaumio.

no clock summer-time

9.2.3 Mpumep KoHUrypaumm pyHKLUN NeTHEro BpeMeHu
Mpumep 1:

TpeboBaHusa Kk koHUrypauum cniegytowme: JlletHee Bpems ¢ 23:00 B nepsyto cy660Ty anpens
0o 00:00 B nocnegHee BoCKpeceHbe OKTAGPS rof 3a rogoM, CMeLLieHme YacoB Ha 2 vaca (120
MUWHYT), @ NeTHee BpeMs HasblBaeTcs time_travel.

Mpoueaypa KoHPUrypmpoBaHus:

Switch (config) # clock summer-time time_travel recurring 23:00 first sat apr 00:00 last
sun oct 120

9.2.4 YctpaHeHMe HepaboTOCNOCOOHOCTU (PYHKLIMU NETHEro
BpeMeHun

e [lpoBepuTb, paboTaeT N KOMaHAHBIA PEXWUM B rNoGanbHOM pexumMe.

e [lpoBepuTb NPaBUIbLHOCTb CUCTEMHBIX YaCOB.
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10 HACTPOMUKA POE

Power over Ethernet (POE) - TeXHOMOrMMs1, NO3BOMIsOLLAs NepeaaBaTth yaanéHHOMY YCTPOWCTBY
3MEKTPUYECKYIO SHEPTUI0 BMECTE C AaHHbIMU Yepes CTaHdapTHY0 BUTYLO napy B ceTu Ethernet.
OcHOBHble HacTpoiikn PoE Ha koMMyTaTopax NpvBeAeHbl HUXKeE.

10.1Mpuoputesaumns noptos PoE

Ecnu Heobxogumas MOLLHOCTb AN BCEX MOAKITHOYEHHbBIX YCTPONCTB NpeBbIlaeT bromkeT
KOMMyTaTtopa, HekoTopble nopTel POE 6yayT oTKtoYeHbl. [Ifis Takoro cry4yaeB MOXHO yKa3aTb
npuopuTeTLI NUTaHUA No noptam - Low / High / Critical.

B nepByto ouepeab nuTaHne nogaeTcsa Ha NopThl ¢ ypoBHeM Critical, 3aTem Ha High, u, B
nocneaHIo oyepedb, Ha Low (Mo ymon4yaHuio Bce noptbl Low). Mpu HexBaTke nutaHus PoE Ha
nopTax C HaMMeHbLUMM NPUOPUTETOM OTKNOHaeTca. Ecnn npuoputeThbl paBHbl, TO OTKMOYaeTCA
Ha nopTe CO CTapLM HOMEPOM.

10.2MNMoBbIWeHHbIW NYCKOBOWU TOK

HekoTopbiM ycTponcTBaMm Ans 3anycka TpebyoTCs NOBbILIEHHbIN MYCKOBOW TOK. 10
YMOMYaHU1I0, ECNN MYCKOBOMW TOK NMPEBLICUT JOMYCTUMOE NO MOLLHOCTY 3Ha4YeHue, To cuctema
3aWwmTbl KOMMyTaTopa aBToMaTn4ecky oTknount POE Ha nopTe (kak u B criydae ¢ power inline
max).

KomaHpa OnucaHue

B pexume rmo6anbHoM KOHcUrypaumm

power inline max <Br> YCTaHOBUTb OrpaHNyYeHe MakCMarsibHOM MOLLHOCTM
KoMMyTaTopa

power inline police enable BkntounTb nproputesaumio nopTos

power inline high-inrush enable BkntoyeHue pexunma noBbILLEHHOTO MYCKOBOro TOKa

show power inline BbiBOoA MHdOpMauun o coctoassHum PoE

B pexume koHduUrypaumm noprta
power inline max <MBT> YCcTaHOBUTb orpaHnyeHne BblaenseMon MOLWHOCTY nopTta

power inline priority {low | high | YCTaHOBUTbL NPUOPUTET NopTa
critical}


https://ru.wikipedia.org/wiki/Power_over_Ethernet
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11 ObWWAA UHPOPMALIUA

11.13ame4yaHuns u npeanoxeHus

Mbl Bceraa CTpeMMMCst YNyULUUTb Hally JOKYMEHTaUmMo U NoMoYb Bam achdekTuBHee
HacTpanBaTb U 3KCMyaTUpoBaTh Halle 060opyAoBaHMe Npu eé NCNoNb30BaHNM, NO3TOMY Mbl
XoTenu Gbl yenblwaTh Balwm 3amedanusi. Mbl Bcerga pagbl 06patHoi CBsia, B 0COGEHHOCTU:

. VIH(*)OpMaLI,VIVI 00 ownbkax B coaepXXaHnn, HEeMNMOHATHbLIX U NPOTUBOpEeYaLlnx Mectax
B TEKCTE,

o npeanoXeHnam no ynydweHuo JOKyMeHTauum, YTOObI HaxoaunTb I/IHCbOpMaLl,I/IIO
ObicTpee;

. Hepa60Tarou.|,Me CCbIJIKM N 3aMedaHnA K HaBuraunm no AOKYMEHTY.

Ecnu Bbl X0TUTE HanncaTb HaMm No NOBOAY AaHHOIO AOKYMEHTa, TO UCMOoNb3ynTe, NoXxanymncTa,
dopmy obpaTHon cBs3M Ha info@rtk-electra.ru

11.2TexHu4yeckana nogaepxka

Ecnun Bam HeobxoomMmMo cogencTeme B BONPOCax, kacaloLwwmuxest Hawwero obopyaoBaHus, 1o
MOXeTE BOCMONb30BaTbCA HaLLEeN aBTOMaTU3MPOBAHHON CUCTEMOM 3arnpoCcCOB TEXHNYECKOTro

cepBuc-ueHTpa 911@rtk-electra.ru
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